AUTHENTICATED , 
US. GOVERNMENT 
INFORMATION ^ 


CONTINUING CONCERNS OVER BIOWATCH AND 
THE SURVEILLANCE OF BIOTERRORISM 


HEARING 

BEFORE THE 

SUBCOMMITTEE ON OA^RSIGHT AND 
im^STIGATIONS 

OF THE 

COMMITTEE ON ENERGY AND 
COMMERCE 

HOUSE OF REPRESENTATDH]S 

ONE HUNDRED THIRTEENTH CONGRESS 
FIRST SESSION 


JUNE 18, 2013 


Serial No. 113-56 



Printed for the use of the Committee on Energy and Commerce 
energycommerce.house.gov 




CONTINUING CONCERNS OVER BIOWATCH AND 
THE SURVEILLANCE OF BIOTERRORISM 


HEARING 

BEFORE THE 

SUBCOMMITTEE ON O^^RSIGHT AND 
im^STIGATIONS 

OF THE 

COMMITTEE ON ENERGY AND 
COMMERCE 

HOUSE OF REPRESENTATDM]S 

ONE HUNDRED THIRTEENTH CONGRESS 

FIRST SESSION 


JUNE 18, 2013 


Serial No. 113-56 



Printed for the use of the Committee on Energy and Commerce 
energycommerce.house.gov 

U.S. GOVERNMENT PRINTING OFFICE 
85-446 WASHINGTON : 2014 


For sale by the Superintendent of Documents, U.S. Government Printing Office 
Internet: bookstore.gpo.gov Phone: toll free (866) 512-1800; DC area (202) 512-1800 
Fax: (202) 512-2104 Mail: Stop IDCC, Washington, DC 20402-0001 




COMMITTEE ON ENERGY AND COMMERCE 


FRED UPTON, Michigan 
Chairman 


RALPH M. HALL, Texas 
JOE BARTON, Texas 
Chairman Emeritus 
ED WHITFIELD, Kentucky 
JOHN SHIMKUS, Illinois 
JOSEPH R. PITTS, Pennsylvania 
GREG WALDEN, Oregon 
LEE TERRY, Nebraska 
MIKE ROGERS, Michigan 
TIM MURPHY, Pennsylvania 
MICHAEL C. BURGESS, Texas 
MARSHA BLACKBURN, Tennessee 
Vice Chairman 
PHIL GINGREY, Georgia 
STEVE SCALISE, Louisiana 
ROBERT E. LATTA, Ohio 
CATHY McMORRIS RODGERS, Washington 
GREGG HARPER, Mississippi 
LEONARD LANCE, New Jersey 
BILL CASSIDY, Louisiana 
BRETT GUTHRIE, Kentucky 
PETE OLSON, Texas 
DAVID B. MCKINLEY, West Virginia 
CORY GARDNER, Colorado 
MIKE POMPEO, Kansas 
ADAM KINZINGER, Illinois 
H. MORGAN GRIFFITH, Virginia 
GUS M. BILIRAKIS, Florida 
BILL JOHNSON, Missouri 
BILLY LONG, Missouri 
RENEE L. ELLMERS, North Carolina 


HENRY A. WAXMAN, California 
Ranking Member 
JOHN D. DINGELL, Michigan 
Chairman Emeritus 
EDWARD J. MARKEY, Massachusetts 
FRANK PALLONE, jR., New Jersey 
BOBBY L. RUSH, Illinois 
ANNA G. ESHOO, California 
ELIOT L. ENGEL, New York 
GENE GREEN, Texas 
DIANA DeGETTE, Colorado 
LOIS CAPPS, California 
MICHAEL F. DOYLE, Pennsylvania 
JANICE D. SCHAKOWSKY, Illinois 
JIM MATHESON, Utah 
G.K. BUTTERFIELD, North Carolina 
JOHN BARROW, Georgia 
DORIS 0. MATSUI, California 
DONNA M. CHRISTENSEN, Virgin Islands 
KATHY CASTOR, Florida 
JOHN P. SARBANES, Maryland 
JERRY McNERNEY, California 
BRUCE L. BRALEY, Iowa 
PETER WELCH, Vermont 
BEN RAY LUJAN, New Mexico 
PAUL TONKO, New York 



Subcommittee on Oversight and Investigations 

TIM MURPHY, Pennsylvania 
Chairman 


MICHAEL C. BURGESS, Texas 
Vice Chairman 

MARSHA BLACKBURN, Tennessee 

PHIL GINGREY, Georgia 

STEVE SCALISE, Louisiana 

GREGG HARPER, Mississippi 

PETE OLSON, Texas 

CORY GARDNER, Colorado 

H. MORGAN GRIFFITH, Virginia 

BILL JOHNSON, Ohio 

BILLY LONG, Missouri 

RENEE L. ELLMERS, North Carolina 

JOE BARTON, Texas 

FRED UPTON, Michigan (ex officio) 


DIANA DeGETTE, Colorado 
Ranking Member 
BRUCE L. BRALEY, Iowa 
BEN RAY LUJAN, New Mexico 
EDWARD J. MARKEY, Massachusetts 
JANICE D. SCHAKOWSKY, Illinois 
G.K. BUTTERFIELD, North Carolina 
KATHY CASTOR, Florida 
PETER WELCH, Vermont 
PAUL TONKO, New York 
GENE GREEN, Texas 
JOHN D. DINGELL, Michigan 
HENRY A. WAXMAN, California (ex officio) 


(III) 




CONTENTS 


Page 

Hon. Tim Murphy, a Representative in Congress from the Commonwealth 

of Pennsylvania 1 

Prepared statement 3 

Hon. Diana DeGette, a Representative in Congress from the state of Colorado, 

opening statement 5 

Hon. Michael C. Burgess, a Representative in Congress from the State of 

Texas, opening statement 6 

Hon. Henry A. Waxman, a Representative in Congress from the State of 
California, opening statement 7 

Witnesses 

Michael Walter, Ph.D., Biowatch Program Manager, U.S. Department of 

Homeland Security, Office of Health Affairs 9 

Prepared statement 12 

Answers to submitted questions 307 

Tohy L. Merlin, MD., Director, Division of Preparedness and Emerging Infec- 
tions, National Center for Emerging and Zoonotic Infectious Diseases, Cen- 
ters for Disease Control and Prevention 16 

Prepared statement 18 

Answers to submitted questions 324 

Submitted Material 

Document binder 48 

Majority supplemental memorandum dated June 18, 2013 280 


(V) 




CONTINUING CONCERNS OVER BIOWATCH 
AND THE SURVEILLANCE OF BIOTERRORISM 


TUESDAY, JUNE 18, 2013 

House of Representatives, 

Subcommittee on Oversight and Investigations, 

Committee on Energy and Commerce, 

Washington, DC. 

The subcommittee met, pursuant to call, at 10 a.m., in room 2322 
of the Rayburn House Office Building, Hon. Tim Murphy (chairman 
of the subcommittee) presiding. 

Present: Representatives Murphy, Burgess, Blackburn, Scalise, 
Harper, Olson, Gardner, Johnson, Long, Ellmers, Bilirakis, 
DeGette, Butterfield, Tonko, Green, and Waxman (ex officio). 

Staff present: Carl Anderson, Counsel, Oversight; Sean Bonyun, 
Communications Director; Karen Christian, Chief Counsel, Over- 
sight; Andy Duberstein, Deputy Press Secretary; Brad Grantz, Pol- 
icy Coordinator, Oversight and Investigations; Brittany Havens, 
Legislative Clerk; Sean Hayes, Counsel, Oversight and Investiga- 
tions; Alan Slobodin, Deputy Chief Counsel, Oversight; Phil 
Barnett, Democratic Staff Director; Stacia Cardille, Democratic 
Deputy Chief Counsel; Kiren Gopal, Democratic Counsel; Hannah 
Green, Democratic Staff Assistant; Elizabeth Letter, Democratic 
Assistant Press Secretary; Stephen Salsbury, Democratic Special 
Assistant; and Roger Sherman, Democratic Chief Counsel. 

OPENING STATEMENT OF HON. TIM MURPHY, A REPRESENTA- 
TIVE IN CONGRESS FROM THE COMMONWEALTH OF PENN- 
SYLVANIA 

Mr. Murphy. Good morning. I convene this hearing of the Sub- 
committee on Oversight and Investigations on Continuing Concerns 
Over BioWatch and the Surveillance of Bioterrorism. We will be ex- 
amining the effectiveness and efficiency of BioWatch, a Department 
of Homeland Security program that relies heavily on the Centers 
for Disease Control and Prevention, and the State and local public 
health laboratories that are members of the CDC Laboratory Re- 
sponse Network. 

BioWatch is an early warning system designed to detect a large- 
scale, covert attack that releases anthrax or other agents of bioter- 
rorism into the air. The program was launched in January 2003 as 
this country was preparing for war against Iraq when many be- 
lieved that state-actor programs had stockpiles of anthrax, small- 
pox, and botulinum. 

BioWatch deploys collectors in 34 of the largest U.S. metropoli- 
tan areas in outdoor locations, with indoor deployments in three 

( 1 ) 
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sites, and special event capacity. These collectors hold filters that 
gather air samples. Every 24 hours, a government worker goes to 
these collectors, manually retrieves the filters, and takes them to 
a State or local laboratory for analysis and testing. If the lah test- 
ing shows a positive result, called a BioWatch Actionable Result, 
or BAR for short, government officials review other evidence and 
information to decide if it is an actual attack, or just the detection 
of a bacteria in the environment that has a similar DNA to the 
pathogen of concern. Since the program started, there have been 
149 BARs, none of them being an actual attack. BioWatch costs 
about $85 million a year to operate, and over $1 billion spent since 
2003. 

For 9 years BioWatch has sought to develop and deploy a more 
advanced type of technology that would include air sampling and 
analysis of the samples in the same device, a so-called lab-in-a-box. 
This technology, known as Generation 3, is estimated by GAO to 
cost $5.8 billion over 10 years. According to a senior CDC official, 
the cost is “an abomination.” 

Unfortunately, after much hype, versions of the lab-in-a-box tech- 
nology have failed. One version, BioWatch Generation 2.5, was ac- 
tually deployed for 2 years and then halted because it was ineffec- 
tive. The latest version of technologies for Generation 3 failed test- 
ing. About $300 million has already been spent on these failed de- 
tection technologies. Last year, the Senate and House Appropria- 
tions Committees removed the $40 million requested by the Admin- 
istration for Generation 3, and no procurement of this technology 
can proceed until after the Secretary of Homeland Security certifies 
that the science is proven. 

Almost a year ago, this committee opened this investigation after 
a National Academy of Sciences report in 2011 and an article in 
the Los Angeles Times in July 2012 noted that the BioWatch sys- 
tem was generating false positives or indicating the “the potential 
occurrence of a terrorist attack when none has occurred.” A DHS 
official responded, stating that the reports of false positives were 
incorrect and unsubstantiated, and that there “has never been a 
false positive result.” 

However, the committee’s investigation found other serious prob- 
lems with the BioWatch program firesides the BAR false positives. 
Most troubling is whether we are better prepared to respond to bio- 
terrorism than we were 5 years ago. Unfortunately, the answer 
would seem to be no. 

The public health workforce has been reduced by 21 percent over 
the last 5 years, with emergency preparedness being hardest hit. 
Several of the bioterrorism threats we thought we faced in 2003 no 
longer apply or have been lessened. According to the DHS experts 
interviewed by committee staff, recent threat assessments show 
that a large-scale catastrophic attack is less likely. However, the 
threat is still dangerous because of certain technological advances 
and the greater likelihood of smaller-scale attacks that would prob- 
ably not be detected by BioWatch. 

Yet, if the science of Generation 3 is proven, DHS would be ex- 
pected to pursue the multibillion-dollar Generation 3. We cannot 
afford another DHS boondoggle. This costly approach is unbalanced 
and misdirected. It makes no sense to expand outdoor monitoring 
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for a less likely large-scale attack, while not addressing the declin- 
ing number of public health responders who are needed in any kind 
of attack. If public health authorities lack the capability to respond, 
BioWatch will not produce a benefit. 

The committee’s investigation did not find a strategy reflecting 
changes in the threat and the reduced resources in the public 
health workforce. Last July, the President put out a National 
Strategy for Biosurveillance. He directed that a strategic imple- 
mentation plan be completed within 120 days, but there is no stra- 
tegic implementation plan that has been publicly released, and the 
committee staff have been unable to confirm if this plan even ex- 
ists. 

Once the role of BioWatch is appropriately analyzed in the con- 
text of an overarching biodefense strategy, tough questions need to 
be examined. After 10 years of operation, we still don’t know if the 
current BioWatch technology can detect an aerosolized bioterrorism 
agent in a real-world environment. DHS expects to have this data 
this fall. We don’t know if past management problems have been 
corrected. Bipartisan committee staff asked DHS to produce docu- 
ments from an internal DHS investigation of a DHS official’s con- 
duct related to BioWatch, but DHS has not done so. 

There has been bipartisan and non-partisan concern over 
BioWatch, including the ranking member of the House Homeland 
Security Committee, Bennie Thompson, the GAO, the National 
Academies of Science, Congressman David Price, Democrats and 
Republicans on the Senate and House Appropriations Committees, 
House Homeland Security Committee Republicans, Congressman 
Gus Bilirakis, now a member of the House Energy and Commerce 
Committee, and Congressman Dan Lungren. Let us work together 
to get the right solution. 

We want to thank the witnesses for being here today. I would 
now like to give the ranking member, my good friend from Colo- 
rado, Ms. DeGette, an opportunity to give her opening statement 
for 5 minutes. 

[The prepared statement of Mr. Murphy follows:] 

Prepared statement of Hon. Tim Murphy 

I convene this hearing of the Suhcommittee on Oversight and Investigations on 
“Continuing Concerns Over BioWatch and the Surveillance of Bioterrorism.” We will 
be examining the effectiveness and efficiency of BioWatch, a Department of Home- 
land Security (DHS) program that relies heavily on the Centers for Disease Control 
and Prevention (CDC), and the state and local public health laboratories that are 
members of the CDC Laboratory Response Network. 

BioWatch is an early warning system designed to detect a large-scale, covert at- 
tack that releases anthrax or other agents of bioterrorism into the air. BioWatch 
is an early warning system designed to detect a large-scale, covert attack that re- 
leases anthrax or other agents of bioterrorism into the air. The program was 
launched in January 2003 as this country was preparing for war, and it was in- 
tended to protect against threats of state-sponsored programs that may have had 
anthreix, smallpox, and botulinum. 

BioWatch deploys collectors in 34 of the largest U.S. metropolitan areas in out- 
door locations, with indoor deployments in three sites, and special event capacity. 
These collectors hold filters that gather air samples. Every 24 hours, a government 
worker goes to these collectors, manually retrieves the filters, and takes them to a 
state or local laboratory for analysis and testing. If the lab testing shows a positive 
result, called a BioWatch Actionable Result, or BAR for short, government officials 
review other evidence and information to decide if it is an actual attack, or just the 
detection of a bacteria in the environment that has similar DNA to the pathogen 
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of concern. Since the program started, there have been 149 BARs, none of them 
being an actual attack. BioWatch costs about $85 million a year to operate, with 
over $1 billion spent since 2003. 

For nine years BioWatch has sought to develop and deploy a more advanced type 
of technology that would include air sampling and analysis of the samples in the 
same device, a so-called “lab-in-a-box.” This technology known as Generation 3, is 
estimated by GAO to cost $5.8 billion over 10 years. According to a senior GDC offi- 
cial, the cost is “an abomination.” 

Unfortunately, after much hype, versions of “lab-in-a-box” technology have failed. 
One version, BioWatch Generation 2.5, was actually deployed for two years and 
then halted because it was ineffective. The latest version of technologies for Genera- 
tion 3, failed testing. About $300 million has already been spent on these failed de- 
tection technologies. Last year, the Senate and House Appropriations Committees 
removed the $40 million requested by the administration for Generation 3, and no 
procurement of this technology can proceed until after the Secretary of Homeland 
Security certifies that the science is proven. 

Almost a year ago, this committee opened this investigation after a National 
Academy of Sciences (NAS) report in 2011 and an article in the Los Angeles Times 
in July 2012 noted that the BioWatch system was generating “false positives” or in- 
dicating the “the potential occurrence of a terrorist attack when none has occurred.” 
A DHS official responded, stating that the reports of “false positives” were incorrect 
and unsubstantiated, and that “there has never been a false positive result.” 

However, the committee’s investigation found other serious problems with the 
BioWatch program, besides the BAR false-positives. 

Most troubling is whether we are better prepared to respond to bioterrorism than 
we were five years ago. Unfortunately, the answer would seem to be no. 

The public health workforce has been reduced by 21% over the last five years, 
with emergency preparedness being hardest hit. Several of the bioterrorism threats 
we thought we faced in 2003 no longer apply or have been lessened. According to 
the DHS expert interviewed by committee staff, recent threat assessments show 
that a large-scale catastrophic attack is less likely. However, the threat is still dan- 
gerous because of certain technological advances and the greater likelihood of small- 
er-scale attacks that would probably not be detected by BioWatch. 

Yet, if the science of Generation 3 is proven, DHS would be expected to pursue 
the multi-billion dollar Generation 3. We cannot afford another DHS boondoggle. 
This costly approach is unbalanced and misdirected. It makes no sense to expand 
outdoor monitoring for a less likely large-scale attack, while not addressing the de- 
clining number of public health responders who are needed in any kind of attack. 
If public health authorities lack the capability to respond, BioWatch will not 
produce a benefit. 

The committee’s investigation did not find a strategy reflecting changes in the 
threat and the reduced resources in the public health workforce. Last July, the 
president put out a National Strategy for Biosurveillance. He directed that a stra- 
tegic implementation plan be completed within 120 days. But there is no strategic 
implementation plan that has been publicly released, and the committee staff have 
been unable to confirm if this plan even exists. 

Once the role of BioWatch is appropriately analyzed in the context of an over- 
arching biodefense strategy, tough questions need to be examined. After ten years 
of operation, we don’t still know if the current BioWatch technology can detect an 
aerosolized bioterrorism agent in a real-world environment. DHS expects to have 
this data this fall. We don’t know if past management problems have been corrected. 
Bipartisan committee staff asked DHS to produce documents from an internal DHS 
investigation of a DHS official’s conduct related to BioWatch, but DHS has not done 
so. 

There has been bipartisan and non-partisan concern over BioWatch, including: the 
Ranking Member of the House Homeland Security Committee, Bennie Thompson; 
the GAO; the National Academies of Science; Congressman David Price; Democrats 
and Republicans on the Senate and House Appropriations Committees; House 
Homeland Security Committee Republicans, Congressman Gus Bilirakis, now a 
Member of the House Energy and Commerce Committee, and Congressman Dan 
Lungren. Let’s work together to get the right solution. 
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OPENING STATEMENT OF HON. DIANA DEGETTE, A REP- 
RESENTATIVE IN CONGRESS FROM THE STATE OF COLO- 
RADO 

Ms. DeGette. Thank you, very much, Mr. Chairman. 

Mr. Chairman, I am so glad we are here talking about this 
BioWatch surveillance program. Bioterrorism remains a threat to 
our nation, and BioWatch’s detection capabilities are critical, and 
I agree with you, that is why we need to make sure that the pro- 
gram is operating efficiently. 

After the anthrax mailings of 2001, the federal government need- 
ed to act fast. In September 2001, the New York Times reported 
that the government’s bioterrorism planning was so disjointed that 
the agencies involved could not even agree on which biological 
agents posed the biggest threat. Boy, we have come a long way 
since then, in large part because of the BioWatch program. 

BioWatch has been monitoring the air for potential bio terror 
agents like anthrax for the last decade. It is a valuable tool because 
it provides us with advanced warning of a biological attack. If a re- 
lease of anthrax was detected before it began to adversely affect 
people, for example, public health officials could take action to miti- 
gate its impact and prevent it from being spread. Local hospitals 
could be told to be on the lookout for certain symptoms and ensure 
victims weren’t being misdiagnosed. Any time that we can buy 
through early detection could mean many lives saved. 

With this kind of biosurveillance system in place, the likelihood 
of a biological attack inflicting mass casualties and overwhelming 
our public health system would be greatly reduced. That is why 
biosurveillance is an essential activity and a national priority, and 
that is BioWatch is a beneficial program that helps meet our na- 
tional security needs. But, Mr. Chairman, there is a big “if’, and 
I agree with you: those facts only hold true if we can be confident 
that the BioWatch program works the way it says it should. 

Experts have in recent years raised a number of technical and 
management concerns with the BioWatch program. Mr. Chairman, 
you talked about some of those in your opening statement. This 
committee’s job is to hear about those concerns so we can make 
sure that the program is on the right path forward. Is the federal, 
state, and local collaboration running smoothly? Are constructive 
recommendations being implemented? Is the program now being ef- 
fectively managed? Is the current generation of BioWatch tech- 
nology meeting appropriate standards, and is the next generation 
of BioWatch technology fiscally and technically feasible. 

I appreciate both of our witnesses today, and I hope they can 
help us answer these questions. We have heard from officials that 
Generation 3 that you discussed, which is the proposed new 
BioWatch technology, could provide more timely threat detection. 
Before we expend considerable resources on that, though, I think 
we can be in agreement, we have got to be confident that this tech- 
nology works. If it can be tested and proven. Generation 3 holds 
the potential to provide continuous and autonomous detection and 
expanded population coverage. Unfortunately, the acquisition proc- 
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ess for BioWatch Generation 3 has been married with difficulties, 
and serious questions remain about whether Generation 3 is a via- 
ble advance. 

Last September, GAO reported that decisions were made to go 
forward with this automation detection technology without the 
proper due diligence and without justifying the mission need. DHS 
didn’t develop a complete and reliable performance schedule and 
cost information before approving the acquisition, and if there is 
one thing we have learned since September 11th, let us just stop 
throwing money around willy-nilly. Let us make sure that we tar- 
get it to programs that work. 

Generation 3 acquisition is currently on hold as DHS tries to re- 
solve these issues, and that seems like the prudent course of action 
to me. The delays and mismanagement that led us to this point, 
however, are unacceptable, and DHS must do better. I am looking 
forward to hearing from Dr. Walter about what has been done to 
rectify these deficiencies so that we can move forward. 

The BioWatch program is only a small part of our efforts to de- 
tect and to deter bioterrorism. That is why part of our discussion 
about BioWatch must also ask about broader biosurveillance activi- 
ties and where this picture fits into the large picture. We obviously 
can’t protect against every potential threat but we should be fig- 
uring out what the likeliest threats are, and if our current infra- 
structure meets the challenges of today as well as the future, given 
the limited resources. 

I look forward again to hearing from the witnesses about 
BioWatch, and I know we will be able to have a constructive dis- 
cussion about where we go from here, and I yield back, Mr. Chair- 
man. 

Mr. Murphy. The gentlelady yields back, and now I turn towards 
the vice chairman of the committee. Dr. Burgess, for 5 minutes. 

OPENING STATEMENT OF HON. MICHAEL C. BURGESS, A 
REPRESENTATIVE IN CONGRESS FROM THE STATE OF TEXAS 

Mr. Burgess. I thank the chairman for the recognition. 

We have already heard this morning the result of the 9/11 at- 
tacks, the anthrax letters in 2001 of escalated bioterrorism from a 
concept to a reality. In response, the BioWatch program was 
launched as an early-detection warning system for bioterrorist at- 
tacks. Unfortunately, in the rush to launch BioWatch, the govern- 
ment failed to ensure the proper role for the program in the greater 
United States biosurveillance strategy. 

Public health is best administered at the local and community 
level. While BioWatch has the potential to provide valuable data to 
federal. State and local officials, the promise continues to remain 
one in theory. 

The Centers for Disease Control requires reliable, high-quality 
evidence in order to decide to respond to a bioterrorism event. The 
Department of Homeland Security, who is in charge of the 
BioWatch system, has failed to utilize BioWatch to gather the in- 
formation necessary to guide the decisions of public health authori- 
ties. 

We have another problem. Since 2003, BioWatch has produced 
56 false alarms. This unfortunately has the effect of destroying 
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public confidence that public health officials may have had in the 
system. Federal, state, and local agencies already operate and 
maintain a wide variety of outdoor air monitoring systems across 
the United States. The 26th district of Texas, which produces a lot 
of natural gas through a process known as fracking, maintains a 
number of air quality sensors, both from the Texas Commission for 
Environmental Quality as well as the private sector as well. If pri- 
vate companies have the ability to capture real-time air quality 
data through remote sensing, why do we still lack the ability to de- 
tect that that came from a bioterrorism attack? 

Terrorist threats have changed since 2001. The enemies are de- 
veloping new strategies that will circumvent our surveillance. Our 
surveillance and response strategy must improve at an even faster 
pace. We should identify and address the evidence gaps in our pub- 
lic health surveillance system, ensuring that all United States sur- 
veillance systems cooperate to achieve our biosurveillance strategy 
and prevent those threats before they become a reality. 

And then lastly, I feel obligated just to mention that back in the 
early 1950s, the United States Navy undertook a series of exercises 
that were famously declassified in the mid-1970s that provided evi- 
dence that yes, indeed there can be a problem. The dispersal of 
what was thought to be a harmless bacteria along the coastline in 
the United States ended up causing illness in a limited number of 
individuals but nevertheless illness all the same. So it certainly un- 
derscores the importance of undertaking this work but it is also im- 
portant that we get it right. 

Mr. Chairman, I thank you for the consideration and I will yield 
back to you. 

Mr. Murphy. The gentleman yields back. I now recognize the 
ranking member of the committee, Mr. Waxman, for his opening 
statement for 5 minutes. 

OPENING STATEMENT OF HON. HENRY A. WAXMAN, A REP- 
RESENTATIVE IN CONGRESS FROM THE STATE OF CALI- 
FORNIA 

Mr. Waxman. Thank you, Mr. Chairman, and my comments are 
going to be similar to my colleagues because we all understand 
what we are facing today. 

The history of this is that in 2003 in his State of the Union ad- 
dress, President Bush announced the deployment of “the Nation’s 
first early warning network of sensors to detect biological attack.” 
Just months after this announcement, the BioWatch program was 
up and running. We have since learned that BioWatch, like other 
post-Septemher 11 programs, was implemented too hastily and 
without appropriate long-term planning. 

But that doesn’t mean that the program cannot be repaired. In 
fact, progress is already being made. In recent years. Government 
Accountability Office and other analysts have identified legitimate 
concerns with the management of the BioWatch program that 
should be addressed, particularly with respect to the acquisition of 
new early-detection Generation 3 technology. This new technology 
is promising because it could lead to faster detection in the event 
of a bioterror attack. 
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According to GAO, however, the Department of Homeland Secu- 
rity approved the Gen-3 acquisition “without fully developing crit- 
ical knowledge that would help ensure sound investment, decision 
making, pursuit of optimal solutions, and reliable performance, 
cost, and schedule information.” To protect taxpayers, DHS officials 
have now put the acquisition on hold until all the necessary steps 
are taken to ensure we are making a wise investment decision that 
is grounded in the facts, and that of course is a prudent approach. 

The L.A. Times, however, has brought other issues to light. In 
its reporting, the Los Angeles Times exposed a series of false 
positives identified by BioWatch sensors. As the Times docu- 
mented, BioWatch sensors have repeatedly indicated the detection 
of possible bioterror agents that were later found to be harmless, 
naturally occurring organisms. Fortunately, all of these false 
positives were identified before the public was needlessly alarmed. 
When the sensors went off, scientists were alerted to determine if 
these were legitimate bioterror agents or detections of benign 
agents. The Department is now working to lower the incidence of 
false positives, and this seems to be improving. There have been 
none so far this year. 

We have also heard about scientific disagreements within the 
program. Much of the debate about the program’s path forward and 
particularly the acquisition of new Generation 3 technology re- 
volves around complex scientific questions. These types of scientific 
questions are not surprising in a highly technical program like this. 
We can’t answer the questions ourselves, but we can listen to the 
experts in biology, epidemiology and detection technology to become 
better informed, and I hope today’s hearing will help in this area. 

While we hear criticism of the BioWatch program, especially 
today, we also need to bear in mind its important public safety ob- 
jectives. BioWatch’s early-detection capabilities and its role in fa- 
cilitating communication between key state and local decision mak- 
ers can help protect our communities. We should use this hearing 
as an opportunity to strengthen the program. That is why I am 
glad that Dr. Walter is here today to discuss the history of the 
BioWatch program and how the Administration is learning from 
past mistakes to make the program even more effective in the fu- 
ture. It shouldn’t be all that hard, but if we are going to keep this 
program, let us make sure it is effective. 

Mr. Chairman, I thank you for calling this hearing, and I thank 
our witnesses for being with us today to help us answer these ques- 
tions about this important Homeland Security program. 

I want to apologize to the witnesses in advance. We have another 
hearing going on simultaneously, and I am going to have to be 
going back and forth, but I will have a chance to review the record 
and my staff is here to learn all the information that will be 
brought out at this hearing. I yield back the balance of my time, 
and thank you for calling on me. 

Mr. Murphy. The gentleman yields back, and thank you for your 
opening statement. 

I would like to note and state that all those who just had opening 
statements agree that this is an area we are unified on in purpose, 
so now to our witnesses. 
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First let me introduce the witnesses so everybody knows who you 
are. First, Dr. Michael Walter, welcome here. He is the Detection 
Branch Chief and BioWatch Program Manager with the Office of 
Health Affairs at the Department of Homeland Security. He works 
with labs, public health, law enforcement, and emergency manage- 
ment personnel to assist federal, state, and local governments in 
developing and testing response measures to biological attacks. In 
addition to directing operations of the current BioWatch system. 
Dr. Walter also oversees the testing, acquisition, and deployment 
of the newer technology referred to as Generation 3. Welcome. Our 
second witness is Dr. Toby Merlin. He has been with the Centers 
for Disease Control and Prevention since 2003. He is the Director 
of the Center for Disease Control and Prevention’s Division of Pre- 
paredness and Emerging Infections and has been the CDC’s main 
interface with the BioWatch program since 2011. Prior to his cur- 
rent role. Dr. Merlin served as the Deputy Director of the Influenza 
Coordination Unit during the 2009 HlNl pandemic. 

I will now swear in the witnesses, and you are that the com- 
mittee is holding an investigative hearing, and when doing so has 
the practice of taking testimony under oath. Do you have any objec- 
tions to testifying under oath? 

Mr. Walter. No. 

Dr. Merlin. No. 

Mr. Murphy. So now the Chair then advises you that under the 
rules of the House and the rules of the committee, you are entitled 
to be advised by counsel. Do you desire to be advised by counsel 
during your testimony today? Both witnesses indicated no. In that 
case, if you would please rise and raise your right hand and I will 
swear you in? 

[Witnesses sworn.] 

Mr. Murphy. Both of the witnesses are now under oath and sub- 
ject to the penalties set forth in Title XVIII, Section 1001 of the 
United States Code. You may now each give a 5-minute summary 
of your written statement. Dr. Walter, you may begin. 

TESTIMONY OF MICHAEL WALTER, PH.D., BIOWATCH PRO- 
GRAM MANAGER, U.S. DEPARTMENT OF HOMELAND SECU- 
RITY, OFFICE OF HEALTH AFFAIRS; AND TOBY L. MERLIN, 
MD., DIRECTOR, DIVISION OF PREPAREDNESS AND EMERG- 
ING INFECTIONS, NATIONAL CENTER FOR EMERGING AND 
ZOONOTIC INFECTIOUS DISEASES, CENTERS FOR DISEASE 
CONTROL AND PREVENTION 

TESTIMONY OF MICHAEL WALTER 

Mr. Walter. Chairman Murphy, Ranking Member DeGette, and 
distinguished members of the subcommittee, thank you for inviting 
me to speak with you today. I appreciate the opportunity to testify 
on the Office of Health Affairs’ BioWatch program, and I am hon- 
ored to testify alongside my distinguished colleague from the Cen- 
ters for Disease Control and Prevention, Dr. Toby Merlin. My name 
is Dr. Michael Walter. I am the Program Manager for the DHS Of- 
fice of Health Affairs’ BioWatch program. 

Bioterrorism remains a continuing threat to the security of our 
Nation. A biological attack would impact every sector of our society 
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and place enormous burdens on our Nation’s public health with rip- 
pling effects on critical infrastructure. Biological attacks are par- 
ticularly challenging because they can be so difficult to detect. 
Early detection is critical to the successful treatment of affected 
populations and provides public health decision makers more time 
and thereby more options in responding to, mitigating and recov- 
ering from a bioterrorism event. If a bioagent is detected and con- 
firmed to be a threat to the public health, prophylactic treatment 
could be started prior to the widespread onset of symptoms result- 
ing in a more cohesive response and more lives saved. 

The BioWatch program is the country’s only nationwide program 
whose goal is to continuously monitor for aerosolized environ- 
mental agents. The program consists of planning, preparedness, ex- 
ercising, training and early-detection capabilities. Deployed 
throughout the country, the system is a collaborative effort of 
health professionals at all levels of government. The program is op- 
erated by a team comprised of field operators, laboratory techni- 
cians, and public health officials from city, county, state, and fed- 
eral organizations. The current detection capabilities used by the 
BioWatch program consist of aerosol collectors whose filters are 
manually collected and retrieved for subsequent analysis in 
BioWatch laboratories that are located in state or county public 
health laboratories that are members of the CDC laboratory re- 
sponse network. 

When a detection of a positive signal occurs, a BAR, or a 
BioWatch Actionable Result, is declared. A BAR is declared by the 
Director of the Public Health Laboratory or their designee, not by 
the federal government. To be clear, a BAR does not mean a ter- 
rorist attack has occurred, a viable agent has been released or that 
people have been exposed, additional information is needed to de- 
termine if an attack has occurred and if there is a threat to the 
public health. A BAR simply means that DNA of a select organism 
is present. Each BioWatch jurisdiction across the country has a 
BioWatch Advisory Committee, or BAG, made up of state, local, 
and federal partners who operate the program and are responsible 
for planning and leading response efforts. 

The BioWatch program has succeeded in bringing together state 
and local public health first responders and law enforcement per- 
sonnel along with locally deployed federal officials, resulting in 
communities that are better prepared not only for a biological at- 
tack but for an all-hazards response. The BioWatch program relies 
heavily on our federal partners for expertise in public health, law 
enforcement, intelligence and technical support to ensure optimum 
operations throughout the program. 

To that end, the BioWatch is supported by federal partners in- 
cluding the CDC, the Federal Bureau of Investigations, the Depart- 
ment of Defense and the Environmental Protection Agency, and I 
would like to take this opportunity to thank Dr. Merlin and the 
CDC for their continued engagement in support of the program. 

Consistent with the National Strategy for Biosurveillance, we 
have been looking at new technologies that could shorten the time 
to detect including autonomous detection technology. The BioWatch 
program understands the importance of providing public health of- 
ficials the timeliest information possible to help them make high- 
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consequence decisions. Automated detection would reduce the time 
to detect significantly, handing back precious time to our public 
health officials faced with responding to a potential bioterrorism 
event. In addition, it would reduce cost of operations while pro- 
viding continuous collection and analysis capability. The Depart- 
ment is currently conducting an analysis of alternatives consistent 
with Government Accountability Office recommendations prior to 
moving forward with a potential acquisition of advanced automated 
detection technologies. 

I appreciate the committee’s interest in the BioWatch program 
and your continued partnership as we work to improve our Na- 
tion’s biopreparedness. The Office of Health Affairs believes strong- 
ly in a comprehensive surveillance approach that includes environ- 
mental and clinical surveillance as well as point-of-care diagnostics. 

Thank you for the opportunity to appear today, and I look for- 
ward to your questions. 

[The prepared statement of Mr. Walter follows:] 
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Written Statement of Michael Walter, PhD 
BioWatch ftogram Manager 
U.S. Department of Homeland Security 
Before the House Committee on Energy and Commerce 
Subcommittee on Oversight and Investigations 
June 12, 2013 

Chairman Murphy, Ranking Member DeGette, and distinguished members of the Subcommittee, 
thank you for inviting me to speak with you today. 1 appreciate the opportunity to testify on the 
Office of Health Affairs (OHA) BioWatch Program and I’m honored to testify alongside my 
distinguished colleague from the Centers for Disease Control and Prevention (CDC), 

Dr. Toby Merlin. 

Bioterrorism remains a continuing threat to the security of our nation. A biological attack could 
impact any sector of our society and place enormous burdens on our nation’s public health, with 
a rippling effect on critical infrastructure. Biological attacks are particularly challenging because 
they can be difficult to detect. Detecting a biological attack as soon as it occurs and identifying 
the biological agent helps save lives. 

The early detection, planning, preparedness, exercising and training capabilities provided by the 
BioWatch Program are essential parts of a biodefense posture. Early detection is critical to the 
successful treatment of affected populations and provides public health decision makers more 
time - and thereby more options - in responding to, mitigating, and recovering from a 
bioterrorist event. If a bioagent is detected and assessed to be the result of an act of bioterrorism 
and/or a threat to public health, prophylactic treatment can be started prior to the widespread 
onset of symptoms resulting in more lives saved. 

Overview of the BioWatch System 

The BioWatch Program is the nation’s only federally-managed, locally-operated nationwide 
biosurveillance system designed to detect the intentional release of select aerosolized biological 
agents. Deployed in more than 30 metropolitan areas throughout the country, the system is a 
collaborative effort between preparedness and public health personnel at all levels of 
government. The program is operated by a team comprised of field operators, laboratory 
technicians, and public health officials from city, county, state, and federal organizations. This 
coordinated team is responsible for installing bio-collectors, collecting daily samples, analyzing 
and reporting laboratory results, and responding to the detection of a positive signal, known as a 
BioWatch Actionable Result (BAR). 
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The current detection capabilities used by the BioWatch Program consist of outdoor and select 
indoor aerosol collectors whose filters are retrieved for subsequent analysis in state or county 
public health laboratories that are members of the CDC Laboratory Response Network (LRN). 
BioWatch works with jurisdictional personnel to determine collector locations, and has an 
initiative that looks at optimizing locations. A BAR is declared by the director of that public 
health laboratory or their designee. A BAR simply means that DNA of a selected agent is 
present. To be clear, a BAR does not mean a terrorist attack has occurred, a viable agent has 
been released, or that people have been exposed. Additional analysis is needed to determine if a 
release has occurred and if there is a risk to public health. 

Federal-State-Local Partnership 

BioWatch is the only program that exercises and evaluates our national collective abilities to 
provide a detect-to-treat notification system alerting the U.S. population to an aerosolized 
biological attack. While OHA oversees, coordinates, and provides technical support to the 
BioWatch Program at the federal level, state and local public health authorities manage the day- 
to-day program. These state and local partners use the information generated by the detection 
system as an important tool in deciding whether a biological event of public health significance 
has occurred. 

The BioWatch Program relies heavily upon our federal partners for expertise in public health, 
law enforcement, intelligence, and technical support to ensure optimum operations throughout 
the program. To that end, BioWatch is supported by federal partners including the CDC, the 
Federal Bureau of Investigation, the Department of Defense and the Environmental Protection 
Agency. For example, the CDC provides public health perspectives on BioWatch guidance 
documents, as well as technical expertise to state and local public health laboratories within the 
BioWatch Program. 

While federal interagency support is critical, because the BioWatch Program is operated by state 
and local officials, partnerships nationwide are especially important. Each BioWatch jurisdiction 
has a BioWatch Advisory Committee (BAC) made up of state, local and federal partners who are 
responsible for leading response efforts. In the case of a BAR, the BAC is informed within one 
hour of the declaration, followed within two hours by a National Conference Call. The National 
Conference Call brings together all the necessary state, local and federal response partners to 
determine whether the occurrence of a BAR is due to a potential act of bioterrorism, constitutes a 
threat to public health, or both. The National Conference Call also provides the federal 
government with situational awareness of potential resources that will be requested by the 
affected jurisdiction. 
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Further, the BioWatch Program complements the existing public health surveillance systems, 
allowing information to be shared with health care providers. This system of systems approach 
is valuable even in the absence of a BAR. The BioWatch Program has succeeded in bringing 
together state and local public health, first responders, and law enforcement personnel, along 
with locally-deployed federal officials, who continue to foster relationships beyond the 
BioWatch Program, resulting in communities that are better prepared not only for a biological 
attack, but also for an all-hazards response. 

Providing Tools for Preparedness 

The BioWatch Program recognizes that, while the Federal government and private sector 
partners have an important role to play, state and local jurisdictions are on the front lines of 
responding to bioterrorism events. To this end, the BioWatch Program utilizes Jurisdictional 
Coordinators (JCs) to assist in the operation of the BACs, facilitate communications among state 
and local partners, assist in preparedness and response plan development, and to help coordinate 
exercise and special event planning (e.g., political conventions, major sporting events, and 
significant local events such as parades). This locally-embedded network of JCs provides 
jurisdictions and the BioWatch Program leadership with information regarding challenges 
encountered across jurisdictions serving to inform operational and programmatic directions. 

Additionally, the BioWatch Program manages the national notification process and offers 
laboratory support, environmental sampling, and event modeling. 

Robust Quality Assurance 

To ensure that end users have confidence in the analysis and laboratory detection methods, the 
BioWatch Program developed and implemented a formal and robust BioWatch quality assurance 
(QA) program in 2010. Key objectives of the QA program include: ensuring standardization 
across the program; characterizing performance capabilities; rapidly identifying quality issues; 
and supporting effective root-cause analyses, corrective actions, and continuous improvement. 

BioWatch developed a laboratory Quality Assurance Program Plan in close collaboration with 
the state and local public health laboratory partners. In addition, the BioWatch QA program 
conducts audits and proficiency tests of each laboratory and tracks performance of all analysis on 
a daily basis. 

Innovation for the Future 

As the President’s 2012 National Strategy for Biosurveillance states, we must foster innovation 
to facilitate new biosurveillance activities, including new detection technologies. We have been 
assessing new technologies that could shorten detection time, including autonomous biodetection 
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technology. The Department has considered automated detection because of the potential for 
this type of technology to shorten the time to detect by eliminating the need for manual filter 
retrieval and analysis through continuous collection and analysis capability. The results of this 
automated analysis would be transmitted virtually to public health officials. With automated 
detection, the time to detect could be reduced from 12-36 hours to 4-6 hours. The Department is 
currently conducting an Analysis of Alternatives (AoA), consistent with recommendations by the 
Government Accountability Office. The AoA will assess several possible alternative strategies 
based on technical feasibility, manageable risk and cost. Based on the results of the AoA, DHS 
will determine the most appropriate course of action. 

Conclusion 

1 appreciate the Committee’s interest in the BioWatch Program and your continued partnership 
as we work to improve our nation’s biopreparedness. The Office of Health Affairs believes 
strongly that a comprehensive surveillance approach includes environmental and clinical 
surveillance, as well as point-of-care diagnostics. Thank you for the opportunity to appear 
before you today. I look forward to your questions. 
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Mr. Murphy. Thank you. 

Dr. Merlin, you are recognized for 5 minutes. 

TESTIMONY OF TOBY MERLIN 

Dr. Merlin. Thank you, Mr. Chairman. 

Chairman Murphy, Ranking Member DeGette and members of 
the subcommittee, I want to thank you for the opportunity to speak 
to you today about the Department of Homeland Security’s 
BioWatch program. I am Dr. Toby Merlin, Director of CDC’s Divi- 
sion of Preparedness and Emerging Infections in the National Cen- 
ter for Emerging and Zoonotic Infectious Diseases. I am honored to 
testify alongside my distinguished colleague from DHS, Dr. Michael 
Walter, with whom I regularly work. 

CDC works 24/7 to save lives and protect Americans from health 
threats. Throughout its history, CDC and its local, national, and 
international partners have worked to detect, respond to and pre- 
vent health security threats. My remarks today will describe how 
CDC collaborates with DHS on the BioWatch program, explain the 
related role that CDC’s Laboratory Response Network plays in this 
program, and discuss CDC’s broader role in outbreak detection and 
response. All of these efforts are designed to protect Americans 
from infectious public health threats including threats of bioter- 
rorism. 

In 2003, DHS initially launched the BioWatch program, which is 
a nationwide biosurveillance system designed to detect the inten- 
tional aerosolized release of selected biologic agents. At that time, 
CDC helped establish and staff BioWatch laboratories and develop 
and validate laboratory methods for detection of targeted biologic 
agents. Since the establishment of the BioWatch program, CDC has 
provided technical assistance to DHS by ensuring that scientific ex- 
perts are available for consultations with the BioWatch labora- 
tories and conducting additional laboratory testing at CDC when 
requested. CDC provides BioWatch laboratories with specialized re- 
agents used in the testing and a system for secure electronic mes- 
saging of results. 

CDC also provides scientific expertise and guidance, especially as 
it pertains to laboratory methodology and analyses to DHS and 
states and localities that participate in the BioWatch program. In 
the event that a biological threat agent is detected through the 
BioWatch program and it is determined that a response is needed, 
CDC would coordinate any needed federal public health response. 

CDC’s Laboratory Response Network, or LRN, has 150 member 
facilities and provides support to DHS’s BioWatch program. The 
LRN is a network of local, state, and federal public health and 
other laboratories that provide the laboratory infrastructure and 
capacity to respond to biological and chemical threats and other 
public health emergencies. Participation in the network is vol- 
untary, and all member laboratories work under a single oper- 
ational plan and adhere to strict policies of safety, biocontainment 
and security. Laboratories also perform testing using LRN proce- 
dures and reagents provided by CDC, which allows for rapid test- 
ing, reproduciWe results and standard reporting. BioWatch labora- 
tories are usually collocated with LRN sites in the states and they 
use LRN procedures and reagents in the second phase of testing of 
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material collected from air samples. CDC and the LRN provide 
support to the BioWatch program by participating in this BioWatch 
testing and the review steps which are designed to detect a possible 
release of a biological agent into the air. 

Laboratory detection and epidemiological response to disease are 
the foundation of CDC’s activities. In addition to managing the 
LRN and providing support to DHS’s BioWatch program, CDC 
plays a broader, critical role in the detection of and response to 
local, state, national and international outbreaks of infectious dis- 
eases whether naturally occurring or manmade. CDC is home to 
the country’s leading experts and gold-standard laboratories in in- 
fectious disease prevention and control. CDC’s laboratories serve as 
an early warning system to rapidly identify, confirm and charac- 
terize new infectious disease threats. CDC often serves as a re- 
source for our state and local partners during outbreaks and plays 
a critical role in identifying disease patterns and linkages across 
state and local lines. 

In closing, CDC and LRN laboratories are critical and unique 
laboratory-based assets to ensure that our Nation is prepared to 
detect and respond to biological and chemical terrorism. CDC and 
LRN laboratories are essential to assuring rapid detection of these 
threat agents and other infectious diseases that pose a threat to 
the public. The BioWatch program is an important component of 
this national effort at early detection of biological threats. CDC will 
continue to work closely with DHS to support the BioWatch pro- 
gram whenever requested specifically in the areas of laboratory 
testing and public health response. 

Thank you, Mr. Chairman, and I would be pleased to answer any 
questions. 

[The prepared statement of Dr. Merlin follows:] 
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Good morning Chairman Murphy, Ranking Member DeGette, and distinguished 
Members of the Subcommittee. 

Thank you for the opportunity to testify today on the Department of Homeland 
Security’s (DHS) BioWatch program. It is a pleasure to appear before you representing 
the U.S. Centers for Disease Control and Prevention (CDC), the Nation's leading health 
protection agency. Throughout its history, CDC and its local, national, and international 
partners have worked to detect, respond to. and prevent health security threats. CDC 
works 24-7 to save lives and protect people from threats. 

I am Dr. Toby Merlin, Director of CDC’s Division of Preparedness and Emerging 
Infections in the National Center for Emerging Zoonotic and Infectious Diseases. Since 
the beginning of the BioWatch program, CDC has assisted DHS with several aspects of 
the program, including in the areas of laboratory testing and public health response. 
Today, I would like to describe how CDC collaborates with DHS on the BioWatch 
program, explain the related role that CDC's Laboratory Response Network (LRN) plays 
in this program, and discuss CDC’s broader role in outbreak detection and response. 

All of these efforts are designed to protect Americans from infectious public health 
threats, including threats of bioterrorism. 

CDC’s Role in the BioWatch Program 

Since the beginning of the BioWatch program, CDC has provided technical assistance 
to DHS when requested. In this capacity, CDC currently supplies BioWatch LRN 
verification reagent panels and also provides technical support for interpretation of 
laboratory results, process troubleshooting, and an electronic application. Results 
Messenger, for securely messaging laboratory results to CDC. In some instances, CDC 
evaluates and validates the best available testing technology for use in the BioWatch 
program. CDC also provides technical support in quality control testing and assurance 
of LRN reagents used as verification panels in BioWatch testing. 

CDC provides scientific expertise and guidance — especially as it pertains to laboratory 
methodology and analyses — to DHS and states and localities that participate in the 
BioWatch program. When DHS initially launched the BioWatch program, CDC helped 
establish and staff BioWatch laboratories and developed and validated laboratory 
methods for detection of targeted biological threat agents. Since establishment of the 
BioWatch program, CDC has provided scientific experts on-call for consultations with 
BioWatch laboratories and additional laboratory testing at CDC, if requested. CDC 
coordinates the Federal Government's public health response to the possible detection 
of a biological threat agent as well. 

CDC subject matter experts routinely provide technical advice on preparedness 
planning documents with DHS and partners to represent the public health perspective. 

Ensuring Effective Laboratory Response to Bioterrorism 
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LRN Overview 

The LRN is a CDC-managed network of local, state, and Federal public health and 
other laboratories that provide the laboratory infrastructure and capacity to respond to 
biological and chemical threats and other public health emergencies. DHS BioWatch 
laboratories work closely with these LRN laboratories to conduct tests and interpret their 
results. The LRN became operational in 1999 following the two Presidential Directives, 
which outlined national anti-terrorism policies and assigned specific missions to Federal 
departments and agencies. CDC, in partnership with the Federal Bureau of 
Investigation (FBI) and the Association of Public Health Laboratories (APHL), launched 
the LRN to strengthen the Nation's ability to respond quickly to biological, chemical, and 
radiological threats and other high priority public health emergencies through rapid 
testing, timely notification, and secure electronic submission of laboratory results. 

The network began with just 17 laboratories and, as of May 24, 2013, has expanded to 
150 member facilities, including facilities in Australia, Canada, Germany, Japan, 

Mexico, South Korea, and the United Kingdom. Using 2000 census data, it has been 
determined that approximately 90 percent of the United States population lives within 
100 miles of an LRN member laboratory. The LRN laboratories are not only 
geographically diverse, but they include public health, military, veterinary, 
environmental, and food laboratories. These laboratories provide reference testing for 
agents, such as Bacillus anthracis (anthrax), Francisella tularensis (tularemia). Yersinia 
pestis (plague). Variola major (smallpox) and Clostridium botulinum toxins (botulism), as 
well as cyanide, nerve agents, and other toxic chemicals. The different member 
laboratories can also identify agents in different types of samples, like clinical, 
environmental, food, and water samples. The LRN can be used to detect traditional 
biological threat agents, novel agents, or emerging infections. Just in the past few 
weeks, CDC developed and deployed through the LRN tests for two new health threats, 
influenza A H7N9, which has emerged in China, and MERS-CoV from the Middle East. 

Participation in the network is voluntary and all member laboratories work under a single 
operational plan and adhere to strict policies of safety, bio-containment, and security. 
Laboratories also agree to perform testing using LRN procedures and reagents 
provided by CDC which allows for rapid testing, reproducible results, and standard 
reporting. The foundation of the LRN is a unified operational plan and standardization 
of laboratory testing, where a test result generated from one LRN member laboratory is 
the same as a result generated from another network laboratory. Some of the other key 
elements of the LRNs include highly-trained laboratory workers, common laboratory 
equipment, safe facilities, rapid detection capabilities, and fast and secure notification of 
results that allow for more efficient medical countermeasure deployment. As I will 
discuss in more detail later, CDC's investment in epidemiology and laboratory capacity 
at the Federal, state and local level enables an integrated response to public health 
threats, whether natural or man-made. 
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The LRN links state and local public health laboratories with veterinary, agriculture, 
military, and water- and food-testing laboratories, and the LRN also provides laboratory 
services to evaluate threat letters containing so-called “white powders,” 

LRN and BioWatch 

BioWatch laboratories are usually co-located with LRN sites and they use LRN 
procedures and reagents in the second phase of their serial testing of material collected 
from air samples to detect biological threat agents. CDC and the LRN provide support 
to the BioWatch program by participating in their serial testing and review strategy, 
which is designed to determine when there might be a bioterrorism threat to the public 
from release of a biological threat agent into the air. The serial testing strategy 
minimizes the number of false positive laboratory test results that would indicate a 
bioterrorism threat. 

Specifically, the BioWatch serial testing strategy entails at least two separate laboratory 
tests, the first of which is called the BioWatch screening test. This test is performed by 
BioWatch laboratories, is a very sensitive test, and can produce preliminary positive 
results that indicate that the specimen should undergo further testing for confirmation of 
the presence of material from a biological threat agent. The verification testing utilizes a 
panel of LRN DNA signatures for each biological agent threat, with an algorithm that 
has to be met to make a final call decision. The approach of using a sensitive and 
specific screening assay, coupled with rigorous verification testing, is consistent with 
Good Laboratory Practices, reduces probability of false positives, and enhances 
confidence in results, LRN-trained personnel use unified operational plans and 
standardized laboratory testing approaches to interpret these test results to determine if 
additional review is needed when there is a positive test result in either of these testing 
stages. 

Outbreak Detection and Response 

Laboratory detection and epidemiologic response to disease are the foundation of 
CDC's activities. In addition to managing the LRN and providing support to DHS' 
BioWatch program, CDC plays a broader, critical role in the detection of and response 
to local, state, national, and international outbreaks of infectious diseases caused by 
naturally occurring or man-made threats. 

CDC Laboratories 

CDC is home to the country's leading experts and gold-standard laboratories in 
infectious disease prevention and control. These state-of-the-art laboratories are critical 
to our Nation’s safety and health, and are staffed and equipped to detect, track, and 
respond to a range of microbes and respond to outbreaks, such as the 2012 fungal 
meningitis outbreak. They serve as an early warning system to rapidly identify, confirm, 
and characterize new infectious disease threats. CDC laboratories maintain unique and 
critical capacities, including evaluating pathogens from outbreaks of infectious disease. 
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serving as reference laboratories, conducting tests on or identifying pathogens in 
samples from around the world, developing diagnostic tests to more quickly and easily 
identity new diseases, and researching a wide range of pathogens to understand better 
the nature of significant and emerging pathogens. 

Federal, state, local, tribal, and territorial public health departments and their 
laboratories are our Nation’s first line of defense against public health threats. These 
critical partners form a national disease detection tracking network, which is essential to 
identifying, tracking and responding to disease outbreaks and other health threats as 
quickly as possible. For this reason, CDC invests in and provides training for state and 
local laboratories to strengthen detection of and response to infectious diseases, 
including those caused by influenza, healthcare-associated infections, mosquito-borne 
diseases (e.g,, West Nile virus), foodborne pathogens, and bioterrorism threats. State 
health department and other laboratories rely on CDC laboratories for further assistance 
with rare and complex pathogens or when outbreaks are large or widely distributed 
geographically. 

The enormous diversity of microbes — combined with their ability to evolve and adapt to 
changing populations, environments, practices, and technologies — creates potential 
threats to health and continually challenges CDC’s ability to prevent and control 
disease. CDC must always be prepared for the unexpected. That means continuing to 
build state and local public health laboratory capacity throughout the United States and 
strengthening CDC's core infectious disease laboratories. 

Outbreak Response 

State and local public health departments are on the front line in detecting and 
responding to outbreaks, but they rely on CDC to provide laboratory and epidemiologic 
training and standards, and often CDC funding, to carry out their responsibility at the 
local level. CDC invests in state and local public health detection and response 
activities through the Epidemiology and Laboratory Capacity (ELC) mechanism and the 
Emerging Infections Program (EIP). These platforms bolster state and local capacity to 
detect and respond to existing and emerging infectious disease threats. Specifically, 
these investments support state and local public health laboratories, surveillance, 
outbreak investigations and response, and health tracking systems, and the training to 
develop the next generation of public health leaders, laboratorians, and disease 
detectives. 

The Public Health Emergency Preparedness cooperative agreement (PHEP) 
complements the ELC and EIP funding and focuses on all-hazards capability 
development in 62 state and local public health departments and provides emergency 
preparedness funding to advance work on 15 key public health preparedness 
capabilities. These 15 capabilities include public health laboratory testing and public 
health surveillance and epidemiological investigation, which are tied to the LRN. 
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The ELC, E!P, and PHEP cooperative agreements aliow state and local partners to hire 
and train staff, buy laboratory equipment and supplies for detecting emerging 
pathogens, and invest in information technology to improve disease reporting and 
tracking. These platforms support well over 4,800 fall- and part-time positions in the 
state, territorial, local, and tribal health deparfcments,including epidemiologists, 
laboratorians, and health information systems experts, to ensure basic capacity at the 
local level where many infectious diseases are first identified. 

CDC often serves as a resource for our state and local partners, when requested, 
during outbreaks and plays a critical role in identifying disease patterns and linkages 
across state and local lines. We work in close collaboration with health departments to 
ensure a rapid and coordinated investigation and response. CDC routinely augments 
varied state and local capacity by providing scientific guidance to them, assisting with 
the epidemiologic investigation, and providing laboratory support, when needed. CDC 
experts also engage in outbreak investigations when the source of infection is very 
uncommon, new, or complex, or the outbreak occurs in more than one state. 

CDC’s response to an outbreak does not end once the source of the outbreak has been 
identified and stopped. CDC uses the information gathered during outbreak 
investigations to work with health departments, partners, other federal agencies, and 
policymakers to implement strategies to prevent future outbreaks. CDC’s response to 
outbreaks of infectious disease, along with a thoughtful evaluation of strategies to 
prevent further outbreaks, continues to improve public health. The crucial laboratory 
and epidemiological data that CDC and its state and local partners gather allows the 
public, clinicians, health plans, and policy-makers to make rapid decisions based on 
objective evidence. CDC’s systems help identify our Nation’s health priorities, providing 
hard evidence of what works and what does not work. As a science-based agency, 
CDC data are used to guide decisions that protect Americans and prevent illness. 

Conclusion 

CDC works 24 hours a day, 7 days a week protecting Americans from health threats by 
providing laboratory and outbreak response assistance to federal, state and local 
partners. CDC helps save lives by preventing, detecting, and controlling the growing 
risks of infectious disease outbreaks, emerging infectious diseases, drug resistant 
bacteria, and natural and man-made hazards and disasters. 

CDC and LRN laboratories are critical and unique assets to ensuring the Nation’s 
preparedness to detect and respond to biological and chemical terrorism. CDC and 
LRN laboratories are essential to ensuring rapid detection of these threat agents and 
other infectious disease that could pose a threat to the public. The BioWatch program, 
and CDC and state and local public health laboratories that support it, contribute to this 
effort. CDC will continue to work closely with DHS to support the BioWatch program, as 
requested, specifically in the areas of laboratory testing and public health response. 


Continuing Concerns Over SioWatoii and Survetilance of Biotermrism 
Committee on Energy and Commerce 


Pages 



24 


I appreciate the opportunity to discuss CDC’s collaboration with BioWatch program, 
describe our LRN program, and our critical role in infectious disease outbreak detection 
and response. 
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Mr. Murphy. I thank both the witnesses here. We want to find 
out if this BioWatch system actually works, and I guess this speaks 
to the old adage, we want to know what time it is and we are told 
how a clock is made, so help us. I respect both of your experience 
and your intelligence, so help us walk through this. Dr. Walter, this 
question is for you. In yesterday’s Los Angeles Times, former 
Homeland Security Secretary Tom Ridge, who oversaw the start of 
BioWatch, stated, “Everyone knew it” — that is, the BioWatch pro- 
gram — “was a primitive, labor-intensive, fairly unsophisticated at- 
tempt.” That same technology for BioWatch is still out in the field. 
Do you agree with former Homeland Security Secretary Ridge that 
BioWatch is a primitive, labor-intensive and fairly unsophisticated 
tool? 

Mr. Walter. Thank you for that question, sir. With respect to 
Mr. Ridge, no, I do not agree with his assessment, and I think it 
lacks the insight of where the program has come from since the be- 
ginning of the program’s origin. BioWatch uses the same collector 
technology that was deployed in 2003, that is true, and BioWatch 
is a labor-intensive process; that is also true. In the areas of lab- 
oratory analysis, our preparedness, our response and our training, 
Mr. Ridge is unaware of those advances to the BioWatch program 
and I think they have taken the BioWatch program to the next 
level and made it more effective. 

Mr. Murphy. Let me ask you, the BioWatch is designed to detect 
a catastrophic, covert bioterrorism attack. Is that correct? 

Mr. Walter. Yes, sir. 

Mr. Murphy. And for BioWatch to meet its mission, the DHS is 
supported especially by the state and public health laboratories, 
correct? 

Mr. Walter. That is correct, sir. 

Mr. Murphy. And do you agree that state and local health de- 
partments need to have the capability to respond with public 
health or medical measures to minimize illness and death? 

Mr. Walter. It is essential, sir. 

Mr. Murphy. OK. Well, the threat that BioWatch is detecting is 
a large-scale covert bioterrorism attack, so when BioWatch was 
launched in 2003, the threat assessment was concerned with large- 
scale threats posed by state actor programs or terrorists getting 
possession of biological weapons from state actor programs. Do you 
agree that there was a large-scale threat in 2003? 

Mr. Walter. There was a perceived threat, yes, sir. 

Mr. Murphy. And isn’t it correct that the DHS official who con- 
ducts the bioterrorism risk assessment has found that under the 
current threat assessment, a large-scale bioterrorism attack is less 
likely and small-scale bioterrorism attacks are more likely? 

Mr. Walter. That is possible, but “less likely” doesn’t mean im- 
possible, and “less likely” means there is still a threat. 

Mr. Murphy. Let me go on to this. Dr. Merlin, if you could turn 
to tab 48 of that binder, and I will note while you are looking at 
that, in a May 23, 2012, email, you wrote, and I will quote it here, 
“The Material Threat Assessment, or MTA, which DHS is required 
to perform by statute, these drive the downstream decisions about 
medical countermeasure acquisition, diagnostic test development, 
BioWatch testing and preparedness plans. But the MTAs seem to 
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be developed without input from people who really understand the 
agents, the diseases or practical implications of these decisions.” Do 
you still have these concerns about GDC having input in DHS 
threat assessment, sir? 

Dr. Merlin. Mr. Chairman, the answer is no. My concerns have 
been diminished. The Department of Homeland Security has been 
working with the Department of Health and Human Services to 
have a more inclusive process for developing the Material Threat 
Assessments, and this process is designed to address some of the 
concerns I addressed so that experts from Health and Human Serv- 
ices are more actively engaged in developing the Material Threat 
Assessments and Material Threat Determination. 

Mr. Murphy. Let me try to understand. So you are saying that 
you don’t agree with that statement anymore or you do agree with 
that statement? 

Dr. Merlin. I believe steps have been taken to address my con- 
cerns. I believe what I said was true, and the existing Material 
Threat Assessments were performed by the Department of Home- 
land Security without the desired level of consultation with individ- 
uals from Department of Health and Human Services who have 
more knowledge of the agents. I believe this has been corrected by 
DHS. 

Mr. Murphy. Well, let me add a couple levels here and/or con- 
cerns. Dr. Merlin, isn’t it true that more than 46,000 state and 
local health department jobs have been lost since 2008, rep- 
resenting nearly 21 percent of the total state and local health de- 
partment workforce? 

Dr. Merlin. Yes, that is my understanding. 

Mr. Murphy. And Dr. Merlin, if you go to tab 34, this document 
is a presentation to the CDC Director on the quarterly performance 
review of NCEZID May 25, 2011. Is this your presentation? 

Dr. Merlin. Yes, it is. 

Mr. Murphy. And according to this internal CDC document, 
CDC has concerns about Gen-3 because of potential workload im- 
pact on LRN, or the Laboratory Response Network, from an in- 
creased number of devices that are continuously sampling and re- 
porting. Do you agree that there would be concerns about Gen-3 
from the potential workload impact on the LRN? 

Dr. Merlin. Yes. 

Mr. Murphy. Well, I see I am out of time. I may have to come 
back to some of these, but I will turn to my ranking member, Ms. 
DeGette, for 5 minutes. 

Ms. DeGette. Thank you very much, Mr. Chairman. Well, let us 
keep talking about this Gen-3 for a while. 

As I noted in my opening statement, what we were told was this 
Gen-3 was supposed to provide automated biological threat detec- 
tions so it would be sort of like a lab in the box, and there have 
been a number of issues around that. So I am wondering. Dr. Wal- 
ter, first, can you describe briefly for us exactly what is BioWatch 
Generation 3? 

Mr. Walter. Yes, ma’am. I would be happy to do that. If you 
look at the parts that make up the BioWatch program — filter col- 
lection, laboratory analysis and reporting out the results — and you 
were to take all of those pieces and put them into a machine, that 



27 


is what Generation-3, the acquisition program, Generation-3, is to 
do. 

Ms. DeGette. And how does that differ from the existing tech- 
nology? 

Mr. Walter. The existing technology is very lahor-intensive. 
Somebody has to go and collect the filter, somebody has to bring 
it to the laboratory, somebody has to analyze the filter, and some- 
body has to make a phone call with the result. What Generation- 
3 would do essentially would automate all of that. 

Ms. DeGette. Right. So it would take the sample and it would 
do the test, and then if there was some abnormality, then they 
would notify the folks and then they would come in, right? 

Mr. Walter. That is correct, if it identified a detection, essen- 
tially it creates a BAR. The other thing that Generation-3 does, 
would also do, is it continuously collects and analyzes, whereas now 
we have got one sample 

Ms. DeGette. You don’t have to go in and collect it? 

Mr. Walter. Right. 

Ms. DeGette. Right. So how much do you think it will cost to 
implement Generation-3? 

Mr. Walter. I currently don’t know because the acquisition pro- 
gram has been on hold, and that would depend on what tech- 
nologies are eventually selected for deployment. 

Ms. DeGette. Well, before it was on hold, did you get any kind 
of bids for it, any estimates? 

Mr. Walter. We had a lifecycle cost estimate that was done as 
part of the acquisition process. 

Ms. DeGette. And what did that show? 

Mr. Walter. That showed a 20-year lifecycle of $5.8 billion, and 
the lifecycle cost estimate number goes from initial testing all the 
way through disposal. 

Ms. DeGette. Of the 20 years? 

Mr. Walter. Yes, ma’am. 

Ms. DeGette. Now, the benefits of a system like this are obvious 
from your description but do you think that it would be worth the 
cost, given the fact that we haven’t really found any — I mean, I 
agree, we need to have systems in place but given the fact over 10 
years we haven’t really had any large-scale bioterrorism, do you 
think it is worth the cost? 

Mr. Walter. I think it is. I think the advantages that we would 
gain from such a system would make the cost worthwhile. I think 
the increased flexibility that we would get from such a system 
would make the cost worthwhile. I think the ability to take the sys- 
tem indoors would make the cost worthwhile. And I believe that it 
would actually reduce the workload on state and local public health 
laboratories because currently we get a sample eve^ day. With 
that system, we would only get a sample if something is seen. 

Ms. DeGette. So it might be really cost-effective over the long 
run even though there would be a big initial investment? 

Mr. Walter. Yes, ma’am. 

Ms. DeGette. Now, you mentioned that the program has been 
stopped for now. Why, and how did we get to that point? 

Mr. Walter. There was a Government Accountability Office re- 
view of the acquisition methods used as part of the acquisition pro- 
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gram, and what they found was essential the Gen-3 acquisition 
program straddled the implementation of MD-102, which is, I be- 
lieve, the acquisition directive that garners how the Department 
does its acquisitions. When BioWatch Gen-3, the acquisition pro- 
gram, was started, they weren’t being deployed or they were just 
being implemented, so we kind of started in the middle, if you will, 
and when the GAO came in and did its assessment, they said well, 
you followed the acquisition processes that were in place at the 
time but really it is a big program, you probably want to be careful 
and go back and kind of dot the i’s and cross the t’s. 

Ms. DeGette. Are you going back and dotting the i’s and cross- 
ing the t’s? What steps are you taking now to evaluate and develop 
Gen-3 in a way that will not just satisfy the GAO but will also sat- 
isfy the budget hawks on this committee? 

Mr. Walter. We have instituted an analysis of alternatives. 
That is being conducted independently of the Department. We have 
rewritten the mission needs statement and we have formulated 
what we call an acquisition con ops, which is part of the formal ac- 
quisition process, which essentially says if you had this technology, 
how would you use it. 

Ms. DeGette. And what kind of a timeline are you on? 

Mr. Walter. We are expecting the final briefing for the analysis 
of alternatives in the August-September time frame with a final re- 
port in September-October. 

Ms. DeGette. Super. Mr. Chairman, I would suggest we bring 
these folks back to talk to us about that timeline and see what they 
have looked at, see if they have looked at the alternatives, and see 
if they are planning to go forward with Gen-3. I yield back. 

Mr. Murphy. Thank you. I now recognize Dr. Burgess of Texas 
for 5 minutes. 

Mr. Burgess. Thank you, Mr. Chairman. 

Dr. Merlin, let me just start out by thanking you and your orga- 
nization. The CDC has unfailingly been helpful on not just this 
issue but any time there has been an issue that has affected the 
public health and welfare of the United States, and your director. 
Dr. Frieden, has of course come to this committee and discussed 
with us the nature of novel flu, called me personally when West 
Nile virus was a problem in north Texas, and then the fungal men- 
ingitis outbreak occurred, CDC was in fact the only federal agency 
that would talk to me and answer the telephone, so I thank you 
for that. It is good to know that you are there and on the job. 

Dr. Walter, let me just ask you, you referenced something called 
the BioWatch Actionable Result and the role of the DHS. Could you 
kind of define for us what constitutes a BioWatch Actionable Re- 
sult? 

Mr. Walter. That is an excellent question, sir. A BioWatch Ac- 
tionable Result is an analytical result, a laboratory result, and 
what we do is, we conduct — we don’t look for the actual bacteria, 
we actually look for the DNA of the bacteria and we look for very 
specific pieces of DNA that we do a two-step process. The first es- 
sentially is kind of a screen. We look for signs of the agent, and 
if it shows up, then we run additional — look for additional pieces 
of DNA using the Laboratory Response Network agents or reagents 
that we get from the CDC. And then 
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Mr. Burgess. So you do some confirmational activity? 

Mr. Walter. Oh, absolutely, sir. 

Mr. Burgess. Now, just from that, you can’t confirm or deny that 
a terrorist attack has taken place, correct? 

Mr. Walter. No, sir, and that is never the purpose of the BAR. 
The BAR is simply the detection of the DNA from the agent. 

Mr. Burgess. And will it show whether or not people have actu- 
ally been exposed or it just detects the presence of the sentinel 
DNA in the environment? 

Mr. Walter. It just detects the DNA, and we have modeling that 
we can look at to go back and look at where would this plume have 
gone. But the assessment as far as whether there is a threat to the 
public health, whether this is a terrorism attack or whether this 
is something that naturally exists in the environment is made fol- 
lowing the BAR, and that is during the national conference call 
which brings a host of agencies together including the CDC that es- 
sentially discusses what the context of this detection is. 

Mr. Burgess. So I guess that leads to my next question. What 
process is then put in place? Poor Dr. Merlin is sitting there at the 
CDC. You give him this information that oh, my gosh, we have got 
a real problem here, so Dr. Merlin is then looped in through a con- 
ference call? Is that what 

Mr. Walter. That is correct. Dr. Merlin or his designee is part 
of the conference call, and that discussion is, what do we have, 
where was it found, have we ever seen it before, is there a lot of 
it, is there a little of it. It includes the FBI and local and state and 
federal law enforcement and emergency responders. 

Mr. Burgess. Now, you referenced in your testimony the preven- 
tive measures that might be instituted. At what juncture at those 
triggered? You referenced the prophylaxis that might need to be 
administered. Where does that come in? 

Mr. Walter. That would take place after this national con- 
ference call if the decision is made that we think this is a bioter- 
rorism attack and/or there is a threat to the public health because 
they don’t necessarily have to be linked. 

Mr. Burgess. Then Dr. Merlin, when at the CDC level, I mean, 
you referenced the Laboratory Research Networks. Is this what you 
do to confirm or to gain additional knowledge about the informa- 
tion that you are given from DHS? Because at some point you have 
got to tell the doctors yes or no. I mean, DHS can’t tell the doctors 
to prescribe something. You all have to play a role. Is that correct? 

Dr. Merlin. Yes. We work with DHS and the local jurisdiction 
that has made the detection as well as other federal agencies to try 
to gather as much additional information as possible to determine 
whether the BAR represents an anomaly or a threat, and the sorts 
of things we will do is, we will ask the local jurisdiction to do addi- 
tional testing on the sample that they have. We may ask them to 
go out and perform environmental sampling in the area where the 
detector was located. We will query intelligence agencies to find out 
whether there is any indication that there might be a threat with 
this agent. We will ask subject-matter experts in the field if there 
are other things they think might be causing this positive, and we 
will try to quickly gather the information we need to sort of make 
an informed decision. 
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Mr. Burgess. Very good. In my opening statement, I referenced 
the data that was generated back in the early 1950s. No one want 
to see that type of testing go on again but I think it does — the les- 
son from that is, there is a vulnerability here from a biologic agent, 
and certainly the work — we want you to get it right, and I was 
called a budget hawk a minute ago. Yes, I am guilty as charged 
but at the same time, the primary role, my role defined in the Con- 
stitution is the defense of my Nation. I want you all to get it right. 
It is critically important that you do, and I agree with Ranking 
Member DeGette that we will need to hear from you again in the 
fall. So thank you. 

Mr. Murphy. Thank you. The gentleman’s time is expired. We 
will now go to the gentleman from New York, Mr. Tonko, for 5 
minutes. You are recognized. 

Mr. Tonko. Thank you, Mr. Chair. 

The whole issue of relationship between DHS and CDC and local 
public health partners is critical because the BioWatch program de- 
pends on local officials in order to execute many of these programs. 
In the very early days of BioWatch, as has been discussed, the rela- 
tionship between federal agencies and local public health partners 
did not work as well as it should. Dr. Merlin, what would you cite 
as examples of improved communications amongst DHS, CDC and 
local officials over recent years? 

Dr. Merlin. There are several things. I think DHS has made a 
concerted effort to include public health officials and public health 
responders in their national BioWatch meetings. They hold regular 
webinars that I believe are monthly for all stakeholders including 
public health, and whenever they have working groups, they reach 
out to public health participants, and I am impressed they reach 
out to public health participants including those whom they know 
are not their fans. So they try to have those voices at the table. 
There is an lOM meeting scheduled. Institute of Medicine meeting 
scheduled next week to go over some BioWatch questions, and I no- 
tice there is a panel with a diverse range of public health officials 
on it. So I do think they actively reach out to include public health. 

Mr. Tonko. And Dr. Walter, in terms of the overview of DHS’s 
communication efforts with local public health officials, can you 
give us a sense of how that collaboration has been improved on a 
day-to-day basis? 

Mr. Walter. I believe that it has improved in our routine com- 
munications because it does take place on a day-to-day basis. We 
spend a lot of time talking to our state and local partners, and it 
has been my business since coming into the program in 2009 to ar- 
range the relationship that we have with our state and local public 
health community as partners in this program. I don’t command 
the BioWatch program and they are not a subordinate command. 
We work in partnership with them. We have done our utmost to 
include them in all of the testing and evaluation that we have con- 
ducted so far in the acquisition program, the Gen-3 acquisition. We 
hold focus groups because we have noticed that when we get a 
large group of them on the phone, they don’t say a lot, but when 
we bring them into a small room with a select group, they are very 
opinionated and there is a wealth of expertise that we can tap into 
there. We have brought their laboratories into the program. Prior 
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to my coming into the program, there was — if technology improve- 
ments were put in, they were done at a national lab and handed 
to the state and local labs. Now we work with the laboratories 
themselves to bring those in. So we have done our utmost to make 
sure that they are part of the program and that communication is 
there. 

Mr. Tonko. Thank you very much. 

Last July, I believe it was, the President released a National 
Strategy for Biosurveillance, which outlined guiding principles for 
strengthening our capabilities, and it called for focusing on core 
functions, increasing integration and improving information shar- 
ing. To each of you, my question would be, how does BioWatch fit 
into the Nation’s larger biosurveillance strategy? 

Mr. Walter. BioWatch complements the national strategy. There 
is nothing about environmental surveillance that precludes doing 
any other surveillance. BioWatch, I believe, complements medical 
surveillance, it complements syndromic surveillance, it com- 
plements point-of-care diagnostics, and it also provides the early 
detection that we would need because the downside of medical sur- 
veillance is, people have to get sick for us to be able to detect them 
using those methods. BioWatch provides us the opportunity to de- 
tect them before they show symptoms so that we get medicines to 
them before they are sick and start to overwhelm the public health 
infrastructure, integration as far as the exercising, but the big part 
of what we do too is the planning and preparedness side, and we 
know we are not going to be able to — or it is going to be very dif- 
ficult to respond to a bioterrorism event on the fly. All of that has 
to be worked out in advance, and a big part of what the program 
does is work with our state and local jurisdictions to get them pre- 
pared, provide them exercises so we know their plans make sense. 

Mr. Tonko. Dr. Merlin, would you add to any of that? 

Dr. Merlin. Yes. I basically agree with Dr. Walter. When you 
look at the biosurveillance strategy, it addresses the spectrum of 
biological threats to the American population, and the threats can 
range from small threats that threaten a small number of people 
to very large threats. The BioWatch system addresses really the 
very far end of the threat spectrum. It addresses the catastrophic 
aerosol released, the sort of thing that would be really sort of an 
act of war, a nation-state type of action. And that is part of the 
threat spectrum that needs to be addressed. There are of course 
other things in there, and much smaller attacks like the anthrax 
letters of 2001, which were a much smaller attack, are a high risk 
and also need to be addressed in our strategy. 

Mr. Tonko. Thank you very much. Mr. Chair, I yield back. 

Mr. Murphy. Thank you. We will now go to the gentleman from 
Louisiana, Mr. Scalise. You are recognized for 5 minutes. 

Mr. Scalise. Thank you, Mr. Chairman. I appreciate you having 
this hearing. Thank you to our panelists. 

I want to really get into the BioWatch program, Mr. Walter. It 
is my understanding from the reports I have read that somewhere 
in the neighborhood of a billion taxpayer dollars has been spent on 
developing BioWatch since it started in, I think, 2003. Is that cor- 
rect? 
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Mr. Walter. I think a little less than a billion dollars has been 
invested in running the BioWatch program, not developing it. 

Mr. SCALISE. How much total between both developing and run- 
ning? 

Mr. Walter. Oh, I don’t think a lot was put into developing it 
because the technologies that we use are developed technologies. 
So 

Mr. ScALiSE. Developed by whom, and how much money? Who 
gets the money? Where does that money come from? 

Mr. Walter. Most of the technologies we use were developed by 
the Department of Defense, the Centers for Disease Control and 
Prevention, the technical aspects. We are an operational program. 
We don’t conduct research and development. I take what is avail- 
able to accomplish the mission and use that. So most of the funding 
that 

Mr. ScALiSE. When I read that the Department of Homeland Se- 
curity spent about $300 million developing this technology, you just 
said you don’t develop technology. 

Mr. Walter. The BioWatch program doesn’t develop it. A lot of 
that developmental work was done by the Science and Technology 
Group, which does do research and development and does develop. 

Mr. ScALiSE. So for a billion dollars, whether some of it was 
spent by the Department of Defense, I am sure you all coordinate 
because ultimately you are implementing it, the bottom line is, it 
hasn’t worked yet. At least it hasn’t worked the way it was sup- 
posed to. Is that accurate? 

Mr. Walter. I would respectfully disagree with that, sir. I think 
everything that we have shows that the process does work. We 
have instituted an extremely robust quality assurance program 
that tracks the ability of our laboratories to detect any agent that 
may be on a filter. 

Mr. ScALiSE. Do you get a lot of false positive tests? 

Mr. Walter. No, sir. What we get — what we have — what we de- 
tect are naturally occurring agents. All of the agents that we look 
for are naturally occurring somewhere in the environment. Most of 
them are out there endemic, and it stands to reason that we will 
occasionally detect one or two of them. 

Mr. ScALiSE. So I am looking at this report again. It says Depart- 
ment of Homeland Security spent about $300 million developing 
this technology as well as on Gen-2.5, which was deployed for 2 
years and then pulled. Was it pulled because it was working so 
well or was it pulled because it wasn’t working? 

Mr. Walter. That was before my time, sir. 

Mr. SCALISE. Are you familiar with what the status is and why 
it was pulled? 

Mr. Walter. Everything I got was secondhand. My under- 
standing, and this is just my understanding, was that it was pulled 
because it was expensive, it was pulled because of preparation for 
the acquisition program, the Gen-3 program. 

Mr. SCALISE. Do you know how much we have spent on it? 

Mr. Walter. I do not, sir. I am sorry. 

Mr. SCALISE. If you could get the committee that information? 

Mr. Walter. Sure thing, sir. 
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Mr. SCALISE. I wanted to ask you about the internal investiga- 
tion. It is our understanding that there has been an internal inves- 
tigation into BioWatch. First of all, are you familiar? Did you all 
do an internal — maybe before you were there, but I mean, are you 
aware of an internal investigation? 

Mr. Walter. I am not aware of an internal investigation into 
BioWatch itself 

Mr. ScALiSE. Or an employee at BioWatch that may have been 
removed for mismanagement? 

Mr. Walter. It may have been but that is before my time, sir, 
and I can’t comment on that. 

Mr. SCALISE. OK, but I mean, you are there now, you are head- 
ing this up. We are trying to get more details. Again, a lot of tax- 
payer money is involved in this. If there was mismanagement by 
an employee, by many employees, if someone was removed and 
maybe somebody that was removed is now back working on the 
program, we are hearing about all this secondhand but supposedly 
there is an internal investigation that was done and some docu- 
mentation about this that we don’t have. I think it is real impor- 
tant that this committee get that information. Can you, number 
one, go and find out if there was an investigation done by your 
agency, and if so, can we get a copy of that information? 

Mr. Walter. I am aware of an investigation that was under- 
taken. I don’t know really the details of why it was undertaken. 

Mr. ScALiSE. Can you at least assure us that you will get us a 
copy of that investigation? 

Mr. Walter. I give you my word, I will try, sir. 

Mr. ScALiSE. Why would you not be able to get it to us? 

Mr. Walter. I don’t know. 

Mr. SCALISE. If you tried, it would happen, so I am just asking 
if you can make it happen. 

Mr. Walter. I will make it happen, sir. 

Mr. Scalise. I appreciate that very much because, I mean, when 
we are hearing about all this and we are hearing that maybe there 
was an employee involved in mismanagement and that the em- 
ployee was maybe removed but now the employee is back over 
there, I mean, that raises a lot of questions that we have about the 
program. 

Mr. Walter. I can tell you that no one currently on the 
BioWatch program was removed and then brought back into the 
program. 

Mr. Scalise. So as long as you are going to get us that informa- 
tion, that will at least help answer a lot of these questions. We 
shouldn’t have to wonder and speculate about it if you have got an 
investigation somewhere in your agency, you can get that to us and 
then that will remove the cloud of speculation and we will know 
exactly what is going on to be able to proceed from there. So I ap- 
preciate that, and I thank the chairman for his discretion and yield 
back the balance of my time. 

Mr. Murphy. The gentleman yields back. We will now go to the 
gentleman from North Carolina, Mr. Butterfield. 

Mr. Butterfield. Thank you very much, Mr. Chairman, and let 
me thank both of the witnesses for their testimony today. 
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Mr. Chairman, I always begin whenever I can asking witnesses 
questions about the impact of sequestration is having on their 
agency because so many of our constituents really don’t fully un- 
derstand the full impact that sequestration is having on the func- 
tions of government, and so let me just start with sequestration 
and start with you. Dr. Walter. It is my understanding that many 
DHS programs are exempt from the impact of sequester but certain 
programs related to the implementation of the BioWatch program 
may be impacted. What impact has sequester had on DHS pro- 
grams related to the BioWatch program? 

Mr. Walter. The BioWatch program was not exempt from se- 
questration. It has decreased our contact with our state and local 
jurisdictions in that our travel budgets have been reduced. It has 
decreased our ability to bring state and local public health and 
emergency responders in for focus groups and discussions with 
them. And it has decreased our ability to carry out certain improve- 
ments to the program that we had planned. 

Mr. Butterfield. Can you quantify this by percentage? Is it 8 
percent, 6 percent? 

Mr. Walter. We are looking at around — I think we are looking 
at around 5 to 10 percent, in that range. 

Mr. Butterfield. And you do realize that unless sequestration 
is reversed or repealed, this is a 10-year proposition? It is not a 1- 
year deal. 

Mr. Walter. I understand. 

Mr. Butterfield. And does it have long-range implications for 
the program? 

Mr. Walter. Yes, sir, it does. As we move over time, obviously 
we have contracts that have inflation clauses built in that we will 
have to cover, and we will basically have to pare the program down 
to doing just the basics of what we need to do and not improve the 
program as we would like to. 

Mr. Butterfield. And I understand the GAO has made some 
recommendations to you that you would like to implement that this 
may impact. Has the GAO made any recommendations? 

Mr. Walter. Not that I am aware of, not relative to sequestra- 
tion that I am aware of, sir. 

Mr. Butterfield. I mean to the actual programmatic part of 
your work. 

Mr. Walter. They have done that, and we have implemented 
them. This primarily was geared towards the acquisition program, 
the so-called Gen-3 program, and we have implemented those rec- 
ommendations. 

Mr. Butterfield. And Dr. Merlin, can you speak to it from the 
GDC aspect? 

Dr. Merlin. Yes, Congressman. I can tell you about the imme- 
diate impacts it has on the work in my division. We have decreased 
the number of proficiency testing challenges that we provide to the 
members of our Laboratory Response Network because those are — 
each one has a cost associated with it. We have also had to de- 
crease the amount of reagents that we keep for surge, a potential 
surge in demand in reagents that we would need in a large-scale 
event, and in terms of the funding that we provide to state and 
local health departments through my division and other parts of 
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CDC that contribute to the ability of those health departments to 
respond to outbreaks in bioterrorism, the amount of money has 
gone down. It has gone down through our budget constraints be- 
cause most of the money that CDC receives goes out to state and 
locals. The response of the cut to us passed on to state and locals. 

Mr. Butterfield. Are we talking between 5 and 10 percent as 
DHS has experienced? 

Dr. Merlin. For us, the number is around 5 percent. 

Mr. Butterfield. All right. Back to you. Dr. Walter. Is it pos- 
sible that newer and more efficient biosurveillance technologies 
could reduce costs enough to enable the expansion of the BioWatch 
program to new municipalities? 

Mr. Walter. Yes, sir, it is. 

Mr. Butterfield. And Dr. Merlin, the number of false positive 
BAR results in 2013 has decreased to zero, and that is probably 
good. Can you explain the CDC’s role in eliminating false positives 
and elaborate on the success of the serial testing strategy? 

Dr. Merlin. We worked closely with Department of Homeland 
Security to try to effectively reduce the number of false positives 
that were being caused by an organism related to one of the target 
organisms, Francisella tularensis, and together we have imple- 
mented three changes in the testing protocol that have caused a re- 
duction in false positives. One is that we reduced the number of cy- 
cles of reaction that is used for detection. Another thing we have 
done is, we have — DHS has actually implemented use of another 
reagent for screening. They have used the Critical Reagents pro- 
gram reagent rather than a CDC reagent for screening. And the 
third thing and importantly 

Mr. Butterfield. I think the chairman is tapping on the table 
there. Can you just give us the last sentence? 

Dr. Merlin. They have put in a test that distinguishes this near 
neighbor from the target, which enables us to say no, that is a near 
neighbor, and we know it is not a target, and to not react to it. 

Mr. Butterfield. Thank you. Yield back. 

Mr. Murphy. The gentleman yields back. Now we will recognize 
the gentleman from Texas, Mr. Olson, for 5 minutes. 

Mr. Olson. I thank the chair, and welcome to the witnesses. Dr. 
Walter, Dr. Merlin, welcome. I am concerned like we all are about 
an attack by a biological weapon. I am a Member of Congress from 
Houston, Texas, about to be the third largest city in America. 
There is no better target for biological attack than Houston, Texas. 
We are the largest foreign tonnage port in America lined by the 
largest petrochemical complex in the world. We have the largest 
medical center, the Texas Medical Center, just south of downtown. 
There is no better target for biological attack by terrorists either 
with conventional bombs, sort of dirty nuclear weapon, chemical 
weapons or a biological weapon, and the scariest of these may be 
a biological attack. Say let us go to the Texas Medical Center and 
launch that weapon in the air conditioning system and disappear, 
long gone before anybody realizes that you have been attacked. The 
biological weapon flows through the air conditioning system all 
over the Texas Medical Center. Within hours, days, weeks, people 
are becoming infected, and that is a big problem. Most importantly. 
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it is not just people being infected but the people that are infected 
are the professionals that are needed to recover from this attack. 

And so one other point for my colleagues: If you want to lose 
some sleep, come down to Galveston, Texas, to the Galveston Na- 
tional Laboratory on the campus of the University of Texas medical 
branch. It is one of two bio 4 labs in America, a very, very secure 
place with all sorts of very dangerous chemical and biological weap- 
ons, mostly biological. I have been down there on a tour. I put on 
this pressure suit, negative pressure, went through a couple of 
locked doors and watched these men and women working on agents 
that if they got out in this room right now, many of us would not 
walk out of here alive within minutes. So this is a very, very scary 
proposition, and we need — it is so important that we spend our lim- 
ited resources on products that work. I am concerned about Gen- 
2, more importantly, Gen-3. 

And my first question is for you. Dr. Walter. Is there a concern 
that the BioWatch program doesn’t fully understand how the cur- 
rent generation Gen-2 works, that these concerns are real? How we 
can be confident that Gen-3 will work? 

Mr. Walter. No, we are very confident in the way the Genera- 
tion-2 system works, sir. We track our performance under our lab- 
oratory analysis. We know what we can detect at what concentra- 
tions and with what statistical confidence. We have recently actu- 
ally just completed another test of our collection and analysis oper- 
ations out at Dugway, Utah, where we looked at what is the min- 
imum number of bacteria we could collect in the atmosphere using 
chambers, of course, and then how would we — how does that num- 
ber translate through our analysis. So we have a very good under- 
standing of what our technology is capable of doing. 

Mr. Olson. And you mentioned Dugway, sir. The analysis on al- 
ternative testing done by this fall includes a cost-benefit compari- 
son between Gen-2 and Gen-3 but DHS won’t have the data from 
Dugway until sometime in the fall of this year so you are bringing 
up online before you actually have the data. 

Mr. Walter. No, the data that will be produced from Dugway 
will be the technical performance of the technology. That will be 
done in the July-August time frame. We expect the analysis of al- 
ternatives that is going to include the Gen-2 system to be done 
about the same time, and any information that the performer for 
the AOA is requesting, we are making sure that they get it as 
quickly as we can get it to them. 

Mr. Olson. Dr. Merlin, how about your concerns about Gen-3? 

Dr. Merlin. Congressman, my concerns about Gen-3 have pri- 
marily to do with lack of information about the performance of the 
assays, and Dr. Walter and I have had and his staff have had ex- 
changes about a number of concerns that my colleagues at GDC 
had about particular technical aspects of what was in the phase I 
of Gen-3, and we are just concerned that the technology be right 
and that we know what the limits of detection are likely to be and 
that we know what the limits of detection are going to be in a per- 
forming area. So my concerns are basically ab^out the availability 
of data on the performance and an appropriate review of the data 
on the performance. 

Mr. Olson. I share those concerns. I am out of time. I yield back. 
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Mr. Murphy. I thank the gentleman from Texas. Now to the 
other gentleman from Texas, Mr. Green, for 5 minutes. 

Mr. Green. Thank you, Mr. Chairman, and again, I thank our 
witnesses for being here. I also have a district just north of Gal- 
veston, and I have been to the bio lab. I was impressed in watching 
it being built, and in 2008 when Hurricane Ike literally went over 
that area, that was the one building at the University of Texas 
Medical Branch that was not damaged, and there was no issue be- 
cause we have learned in Texas, you don’t put your generating 
equipment on the bottom floor when you have four or five foot of 
water. So you put it on top. 

But again, I am pleased that we are taking the time to examine 
BioWatch because of how importance it is. Last Congress, I worked 
with colleagues on this committee on the legislation, the Pandemic 
and All Hazards Preparedness Act. We worked together to make 
sure the relevant agencies had the tools to identify threats includ- 
ing those originating from terrorists and address those threats ef- 
fectively, and I know at the bio lab, as my colleague and my neigh- 
bor talked about, the National Lab there in Galveston, does tests 
and working on developing vaccines for SAKS, West Nile encepha- 
litis, avian flu, influenza as well as microbes that are being de- 
ployed by terrorists. That topic is important to me. 

The relationship between DHS, GDC, and local public health 
partners is critical because BioWatch programs depend on our local 
officials. They execute many of the program’s most important func- 
tions. But in the early days of BioWatch, the relationship between 
federal agencies and local public health partners did not work as 
well as it should have. 

Dr. Merlin, have communications between DHS, CDC, and local 
officials improved in the last few years? 

Dr. Merlin. Congressman, I have been with this program at 
CDC for 2 years, and I personally think there has been substantial 
improvement in the communications. I believe that we now regu- 
larly have very candid discussions about concerns from local puWic 
health and that we have very candid discussions about concerns 
that my colleagues at CDC have about technical aspects of the 
BioWatch assays. I admire the fact that Dr. Walter includes, as I 
mentioned earlier, includes people in these discussions that he 
knows are critical to the program, and I think that is a good thing. 

Mr. Green. Do local public health labs have proper federal guid- 
ance on what to do in the event of what appears to be initial posi- 
tive test result known as a BioWatch Actionable Result? 

Dr. Merlin. Congressman, I think the answer to that is both a 
yes and a no. The BioWatch program recently released a new 
version of its outdoor guidance, which is guidance to the BioWatch 
jurisdictions on how to respond to an outdoor release. There is — 
and Dr. Walter is aware of this, there is no indoor guidance, which 
means that there is no formal guidance on how jurisdictions should 
respond to an indoor release, and I know the program is working 
on that. 

There are also a number of important issues related to environ- 
mental sampling and how to conduct the appropriate environ- 
mental sampling that had been worked on collaborative by DHS 
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and EPA and CDC for a number of years but there is no formal 
guidance out there that I think the locals really need. 

Mr. Green. I only have another minute. Obviously the partner- 
ship between the CDC and locals is very important. In fact, just 
as we came up, welcome to the Gulf Coast in summer, we have 
some our mosquitoes that have been tested and found to have West 
Nile encephalitis, not in the Galveston area but further north, and 
so this is important. And I know from your testimony you have had 
to cut back some of your public health meetings with local officials 
because of the budget constraints but I know you also do con- 
ference calls. Have you all increased that since you can’t do the 
physical presence? 

Mr. Walter. That is correct, sir. We have increased our con- 
ference calls. We have started a webinar series. And we are doing 
our best to keep our communications open. We also have a number 
of liaisons, we call them jurisdictional coordinators, who are in all 
of our BioWatch jurisdictions who also serve to keep us informed 
and keep the program and our state and locals informed as to what 
is happening. 

Mr. Green. And again, from a military perspective, the troops on 
the ground are those public health agencies, so obviously the more 
we can relate from what we do here and CDC and what you all do. 
Thank you. 

Mr. Murphy. The gentleman’s time is expired. Now we will go 
to the gentleman from Ohio, Mr. Johnson, for 5 minutes. 

Mr. Johnson. Thank you, Mr. Chairman. 

Dr. Walter, I will try to look around you here and still get to my 
microphone. According to the information provided by DHS, there 
have been 149 BioWatch Actionable Results, or BARs, since the 
BioWatch program started in 2003. is that correct? 

Mr. Walter. That is correct, sir. 

Mr. Johnson. And these BARs represent naturally occurring bio- 
logical pathogens detected from environmental sources. Is that cor- 
rect? 

Mr. Walter. Yes, sir. 

Mr. Johnson. In a July 12, 2012, DHS blog posting, DHS Assist- 
ant Secretary for Health Affairs, Alexander Garza, wrote this. He 
said, “Out of these more than 7 million tests, BioWatch has re- 
ported 37 instances in which naturally occurring biological patho- 
gens were detected from environmental sources.” Given the figure 
of 149 BARs reported to the committee, the 37 instances was an 
incorrect number. Is that correct? 

Mr. Walter. That is correct, sir. 

Mr. Johnson. OK. Were you involved in writing the blog posting 
for Dr. Garza? 

Mr. Walter. I reviewed it, and I missed that. 

Mr. Johnson. OK. Were you the one that provided him with 
those statistics? 

Mr. Walter. No, I don’t know where those statistics came from 
but I should have caught it, and I didn’t. 

Mr. Johnson. As the BioWatch program manager, didn’t you 
know you had over 149 BARs by July 2012? 

Mr. Walter. Yes, sir. 
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Mr. Johnson. You got any thoughts if you reviewed it, how did 
we miss it? I mean, this is an important system. 

Mr. Walter. I missed that number in his blog. I am very aware 
of the performance of the system, and I am very aware of any 
issues that come up with the system that impact its performance. 

Mr. Johnson. Did you provide the correct statistics — or let me 
go back. When did you find the error? When did you realize that 
there was an error? 

Mr. Walter. It was shortly after the blog was posted. 

Mr. Johnson. Did you provide the correct statistics to Dr. Garza? 

Mr. Walter. Yes, sir, I did. 

Mr. Johnson. Do you know if they corrected the record? 

Mr. Walter. I believe they did. 

Mr. Johnson. Dr. Merlin, would you please go to tab 36 in your 
material? In this June 24 , 2011, e-mail, you discussed, and I quote, 
“the squishy definition of a BAR.” You go on to write, “What is the 
action here? Who has made the final determination of the action 
to take? What is that determination? There seem to be different 
definitions of a BAR according to the jurisdiction, e.g.. New York 
City versus Houston.” How do definitions differ between New York 
City and Houston? 

Dr. Merlin. Congressman, the primary source of the problem, I 
believe, is use of the word “actionable” because without defining 
specifically what actions are taken on the basis of this, it leaves it 
to the mind of the jurisdiction on to what the appropriate action 
is, and I personally believe that we should do a better job of defin- 
ing of what an appropriate action is and based on concerns like 
this, the Department of Homeland Security in this most recent out- 
door guidance has become much more specific about what they 
mean by an action. In the absence of a definition of an action, some 
jurisdictions may feel that this means that the area where the BAR 
is detected should be cordoned off and evacuated. Other jurisdic- 
tions may simply feel that it means that they send in a team to 
do sampling, and I think because we know technically what testing 
is being done, I think we need to tell people what we think is ap- 
propriate. 

Mr. Johnson. Are there still different definitions of BARs today 
based on your concerns about “actionable”? 

Dr. Merlin. I will defer to Dr. Walter. He may know better than 
I do. I think we have gotten closer with the most recent outdoor 
guidance in terms of situational assessment but I am sure that all 
of the BioWatch jurisdiction committees are on the same page. 

Mr. Johnson. Mr. Chairman, I yield back. 

Mr. Murphy. The gentleman yields back, and now to the ranking 
member of the full committee, Mr. Waxman, for 5 minutes. 

Mr. Waxman. Thank you, Mr. Chairman. 

Last October, the Los Angeles Times reported on the failed de- 
ployment of BioWatch Generation 2.5, which was supposed to pro- 
vide interim automated detection capability before the deployment 
of Generation 3. The technology suffered from delays and issues re- 
lated to scientific validation and I would like to hear from our wit- 
nesses today about how this happened and what steps have been 
taken to ensure that it won’t happen again. The Los Angeles Times 
reported that the BioWatch program put new testing assays called 
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multiplex assays into use without adequately validating them. Ac- 
cording to the article, the tests were used for 2 years from 2007 to 
2009 before it became clear that they were so insensitive to the 
presence of bioterror agents that they were unsuitable for 
Bio Watch. 

Dr. Walter, I know these programs occurred before you became 
the head of the BioWatch program. Still, I would like to get your 
views on the allegations of the L.A. Times story. Was the BioWatch 
program relying on inadequate tests for two full years? 

Mr. Walter. I honestly can’t answer that question. I would like 
to think they are not, but what I can tell you is that before we de- 
ploy assays now, we have a very robust testing and evaluation 
process in place. We track the performance of those assays on a 
daily basis. We conduct proficiency tests of our laboratories periodi- 
cally throughout the year and we conduct independent audits of 
our laboratories periodically throughout the year. 

Mr. Waxman. And what actions were taken when the program 
officials discovered these problems? 

Mr. Walter. I believe the system was withdrawn but, like I said, 
this is before my time and I really can’t speak to it. 

Mr. Waxman. Well, this is an important development, and it is 
like being told that the salesperson that defrauded you was no 
longer here and therefore you don’t know anything about it, but 
you are the head of the program and you ought to know what hap- 
pened not that long ago, 2007 to 2009. Well, there was a problem. 
What corrective measures were taken to ensure that something 
like this won’t happen again? 

Mr. Walter. For the Gen-3 program, which is the acquisition 
program, which is the technology that would be deployed in place 
of the Gen-2.5, we have instituted a multiple-phase process that 
has an enormous amount of testing and evaluation attached to it. 
That testing and evaluation is decided upon in a committee that in- 
cludes our interagency partners including the CDC. Those results 
are made available to all of the members of that group, and noth- 
ing goes forward unless it meets the requirements that we have set 
forward for the deployment of this technology. 

Mr. Waxman. Can Americans have confidence now that the tests 
used in the BioWatch programs are capable of detecting a bioterror 
attack so public health officials can act quickly? 

Mr. Walter. I believe they can, sir. We have done our best to 
make that happen. 

Mr. Waxman. You have done your best to make sure that doesn’t 
happen but you don’t know what happened in the past. 

Mr. Walter. I mean, I am hesitant to speculate on what hap- 
pened to the program before I was here. I understand that the 
technology was deployed. My understanding was that it was essen- 
tially initially thought to be kind of a pilot to look at developing 
con ops. It was then actually deployed, from what I understand, 
and then there were issues that developed relative to some of the 
assays that were used. I am sorry I don’t have the details of that. 

Mr. Waxman. Well, the BioWatch program has been plagued by 
technical and management problems, and I hope you and your 
team have put these problems behind us so that the program can 
move forward. 
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Mr. Walter. We are doing our best. 

Mr. Waxman. Thank you. Mr. Chairman, I yield back my time. 

Mr. Murphy. The gentleman yields back. Now to Mr. Harper for 
5 minutes. 

Mr. Harper. Thank you, Mr. Chairman, and thank you, gentle- 
men, for being here, and Dr. Merlin, I know we have had a lot of 
concerns obviously and work done on the state and local level as 
they try to look through this, and I would ask if you would go to 
tab 35 in your notebook there. In a May 26 , 2011, email, CDC sci- 
entist Michael Farrell wrote this in part in that email that you are 
looking at: “Bottom line for me is that despite whatever changes 
they have done or assay or systems validation that they performed, 
the Gen-3 system with these assays is going to be dead on arrival 
at the public health service labs, especially and importantly at 
NYC. This will be simply because of a lack of confidence due to pre- 
vious experience with environmental cross-reactivity and the prob- 
lematic APDS, or Gen 2.5 deployment. Confidence in the system is 
going to be paramount with the current actionable nature of the 
signal that is intended. I just don’t see how this is going to be pos- 
sible.” 

Now, Dr. Merlin, do you agree with that statement or disagree? 

Dr. Merlin. It is difficult to give a yes or no answer. My col- 
league, Dr. Farrell, was talking about what he knew about the de- 
velopment of Gen-3, the basis of the testing and the signatures that 
were being used, and the similarities of that system to the multi- 
plex system that was just referenced that had been withdrawn, and 
because that previous system had failed. Dr. Farrell was very con- 
cerned that this was going down the same line. What Dr. Farrell 
didn’t know at the time and we found out subsequently was that 
this system was the first phase of a multi-phase development for 
Gen-3 and was not intended to be the final product, and that is 
what we found out in a meeting with Dr. Walter and his staff. I 
am benefited by having people who report to me who are quite can- 
did about their concerns, and I take them forward to the BioWatch 
program. 

Mr. Harper. Dr. Merlin, let me ask you this. Has prior mis- 
management by DHS and extended scientific disputes with DHS 
negatively impacted the confidence the CDC and the public health 
laboratories in working with BioWatch Gen-3? 

Dr. Merlin. I think the scientific community wants to see data. 
They want to see data, and it needs to be conveyed in a fashion 
that isn’t “trust me, I have the data, it supports that this works.” 
They really want to see the data. 

Mr. Harper. Can you go to tab 46 and let us look at that for a 
moment? And this is a May 2012 email where you stated about the 
historical tensions in the BioWatch program, and you said, in part, 
“I think the bottom line is that NYC public health feels that public 
health is struggling to be heard in a program that is dominated by 
DHS and law enforcement but which has huge implications for 
public health departments.” Is this still the case? 

Dr. Merlin. This references the particular situation in New York 
City and the New York City jurisdictional BioWatch Advisory Com- 
mittee, and I know that both Dr. Walter and I have struggled with 
this. New York City specifically asked me to become personally en- 
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gaged and to go there as a CDC representative because they 
thought there wasn’t a sufficient scientific voice at the table of 
these discussions. It is the nature of the constitution of these indi- 
vidual BioWatch Advisory Committees and I think they vary from 
jurisdiction to jurisdiction. 

Mr. Harper. So is this still the case? 

Dr. Merlin. I think it is still the case. 

Mr. Harper. Thank you. I will yield back the balance of my time. 

Mr. Murphy. The gentleman yields back. Now to the gentlelady 
from North Carolina, Ms. Ellmers, for 5 minutes. 

Mrs. Ellmers. Thank you, Mr. Chairman, and thank you to our 
two gentlemen who are with us today. 

I am listening to the testimony, and I am listening to the ques- 
tioning, and you know, sometimes I end up with more questions 
after I hear the discussion. I am concerned about some of the 
issues with false positives or no false positives, what has been de- 
tected in the past, what has not, and you know, basically is this 
an effective system, and are we, you know, developing a system for 
future use but not necessarily taking into account things that have 
happened in the past and making it the most effective plan as pos- 
sible. 

Going back to some of the discussion that has already taken 
place in association with Assistant Secretary of Health Affairs, Dr. 
Alexander Garza, Dr. Merlin, do you agree with the way that Dr. 
Garza articulated the performance record of BioWatch by stating 
that BioWatch has never had a false positive result? 

Dr. Merlin. No, Congresswoman, I do not agree with that char- 
acterization. 

Mrs. Ellmers. OK. Great. 

Dr. Walter, according to the GAO, in order to build user con- 
fidence in the system, BioWatch has established a stringent thresh- 
old of one in 10 million for the false positive rate. That is the rate 
at which the system is allowed to indicate a pathogen is present 
when one is not. Is that still the threshold and is that correct? 

Dr. Merlin. I believe it is, yes, ma’am. 

Mrs. Ellmers. OK. Moving on, in that thinking, a pathogen, we 
mean the threat agent to be detected, not the near neighbor back- 
ground organism? 

Dr. Merlin. That is correct, ma’am. 

Mrs. Ellmers. OK. That is two yeses. Wonderful. So keeping 
that in mind with the development of Generation-3, DHS has 
changed the definition of false positive from the one used in Gen- 
eration-2 in which the definition of false positive means the system 
indicated the DNA of the bacteria including those of the near 
neighbor. Is that correct? Is that the change — has that change oc- 
curred in relation to the Generation-3 or is that yet to be deter- 
mined? 

Dr. Merlin. No, I think that has yet to be determined but when 
we look at a detection, we believe we are detecting the actual orga- 
nism, not the near neighbor. With Francisella tularensis, the DNA 
assays we had deployed weren’t specific enough to go down into 
what are known in — and I am sorry I am going to throw microbi- 
ology at you but the subtypes of these organisms that actually 
cause the disease, and so what we were detecting was actually 
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there. It was Francisella tularensis. It is not a near neighbor. It is 
potentially not the pathogenic form, that subtype of Francisella 
tularensis. 

Mrs. Ellmers. I guess that brings me to the question of speci- 
ficity. So the Generation-3 operational requirement document de- 
fines specificity as the ability to detect strains of the target species 
without detecting near neighbor or background organisms. So 
under that definition, the BioWatch systems detection of near 
neighbors would be false positives? 

Dr. Merlin. That is correct. 

Mrs. Ellmers. That is correct? OK. And then one last question, 
I have about a minute left. 

Dr. Merlin, during the interview with the committee staff, you 
compared BioWatch to the Magna Line. What did you mean by 
that? 

Dr. Merlin. I compared it to the Maginot Line, which was a 
French defensive line built prior to World War II to protect against 
a German invasion where the French general staff believed that 
the Germans were most likely to invade. 

Ms. Ellmers. Right. 

Dr. Merlin. And it was a wonderful defensive mechanism. The 
problem was, it wasn’t where the Germans chose to invade; they 
invaded through Belgium and the Netherlands into northern 
France. And I made the comparison because we need to be careful 
that we build our defenses across the entire spectrum of where at- 
tacks might come, not where we think, you know, this is going to 
be, and that is what — in reference to the earlier strategy, bio- 
surveillance strategy, we need to a strategy that cuts across a spec- 
trum of threats. 

Mrs. Ellmers. Right, not just where we might assume some- 
thing would happen. 

Dr. Merlin. Or we most fear. 

Mrs. Ellmers. OK. Thank you very much. Thank you both very 
much. I yield back the remainder of my time. 

Mr. Murphy. On your time, I want to ask a follow-up question 
to what she said. Do we have actual numbers on the specificity and 
sensitivity of the Gen-2 and the Gen-2.5 and Gen-3 in term of 
these, you know, similar to other medical tests that we have some 
sense of, is it 20 percent, 50 percent, 80 percent? Where are we 
with those? 

Mr. Walter. We conducted — as part of the first phase of the 
Gen-3 acquisition, we conducted a number of assay evaluations 
using the GDC assays and the critical reagent assays that we em- 
ploy operationally to test the assays that were being proposed for 
the first phase of the Gen-3 systems that we were testing, and that 
data essentially looked at the specificity and the sensitivity of the 
assays that we employ under laboratory conditions, and that infor- 
mation was compiled and actually transferred to the CDC for their 
use as well. 

Mr. Murphy. Well, do we have those numbers? 

Dr. Merlin. Yes. We have turned over to the committee staff in- 
formation related to the testing we performed on the LRN assays 
that are used in the Generation-2 system, and you can certainly — 
if you don’t have it 



44 


Mr. Murphy. We will put it out then. Thank you. 

I now recognize the gentleman from Florida, Mr. Bilirakis from 
the full committee, for 5 minutes. 

Mr. Bilirakis. Thank you, Mr. Chairman. I appreciate it very 
much. Thank you for allowing me to sit on this panel. I have heen 
actively interested and involved in oversight over BioWatch, the 
program, for a couple years now. 

We all wish to ensure a comprehensive biosurveillance capability. 
However, we must be smart about how we accomplish that goal. I 
think we all agree, this capability must be reached in the most ef- 
fective and efficient manner, must be based on sound science and 
must ensure an appropriate return on taxpayers’ investment. We 
must not lose sight of the greater goal of overall preparedness by 
harnessing all of our resources toward a single static technology. 

I have a question for Dr. Walter. When it used this report on 
BioWatch last year, the GAO confirmed that there has been no 
comprehensive cost-benefit analysis done to ensure that the $5.8 
billion that have been spent over BioWatch’s lifecycle will buy 
down risk sufficient to justify such a large expenditure. Doctor, can 
you please update the subcommittee on any efforts to measure the 
cost-effectiveness of the BioWatch program? 

Mr. Walter. We are currently conducting an analysis of alter- 
natives relative to the Gen-3 acquisition, and part of that analysis 
of all alternatives will include a cost-benefit analysis. 

Mr. Bilirakis. OK. When are we going to have any 

Mr. Walter. We should be getting the final briefing on that in 
August. We expect that with a final report in the September-Octo- 
ber time frame. 

Mr. Bilirakis. And you will report back to us? 

Mr. Walter. I will do that, sir. 

Mr. Bilirakis. OK. How much more certainty is gained from 
Generation-3 machines? Do we know the decrease in human mor- 
bidity and mortality? I know most of the members have touched on 
this, but if you can expand. 

Mr. Walter. Currently, there is no Gen-3 program, acquisition 
program. It has all been placed on hold. So that would depend on 
the acquisition, the technology that would be eventually deployed. 
As originally advertised, we would be increasing the number of sys- 
tems that were deployed and actually increasing the number of cit- 
ies to which the systems were also deployed in and then also tak- 
ing the system indoors. Based on all of that, you would expect that 
our resolution of where the attack took place would be better be- 
cause we have more sensors out. We would be getting more fre- 
quent analysis during the day. We would be getting up to eight 
analyses as opposed to one, so our timeliness would be improved 
and we can take the system indoors so we would know a lot more 
a lot faster and able to reduce morbidity and mortality if we can 
respond appropriately. 

Mr. Bilirakis. Dr. Merlin, do you want to comment on that? 

Dr. Merlin. I agree with Dr. Walter’s assessment that the tran- 
sition from Generation 2 to Generation 3 would increase the testing 
frequency and increase the number of testing sites, and would de- 
crease the amount of time available, and those are essential fea- 
tures. What we need to know is how sensitive the system would be. 
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what its lower limits of detection would be, and how specific it 
would, how many false positives it would give in an operating envi- 
ronment in order to know how it truly performs. There are a num- 
ber of determinants of performance. One is how many you have, 
how often you do it, and the other is how well it works, and what 
we don’t know is how well it would work. 

Mr. Bilirakis. OK. Thank you. Next question. BioWatch com- 
prises about 80 percent of the Office of Health Affairs’ budget but 
constitutes just a single niche of the very broad mandate that is 
biosurveillance. Aside from BioWatch, are there other things we 
need to be doing to fill other capability gaps. Dr. Walter? 

Mr. Walter. I think we need to make sure that BioWatch is not 
mutually exclusive of other surveillance systems. BioWatch needs 
to complement medical surveillance. BioWatch needs to com- 
plement syndromic surveillance. BioWatch needs to complement 
point-of-care diagnostics. Also, out of the detection realm but into 
the preparedness and training realm, we need to make sure that 
our jurisdictions, our state and locals, know what they are going 
to do in the event of a biological attack, which is a major part of 
what the BioWatch program spends its time doing. It is not our re- 
sponsibility nor do we want to develop their response cutoffs but 
we do provide them with guidance documents, points to consider, 
and we do provide them with a robust exercise program to see if 
those plans they put in place make sense. All of that together is 
a big part of how we are going to — what we need to do improve bio- 
defense in the country. 

Mr. Bilirakis. Very good. I understand that Gen-3 BioWatch sys- 
tem uses local laboratories to manually analyze filter samples for 
the presence of suspicious bacteria. I can imagine that there are 
likely several hundreds of scientists and laboratory technicians in- 
volved in this activity across the United States. If Gen-3 technology 
works as planned, then the need for manual analysis would be 
most likely eliminated. Would this result in reduction of BioWatch 
laboratory workforce and thereby saving taxpayer dollars, or does 
it not save money because the system is so expensive? Either one 
of you. 

Mr. Walter. I think that is probably mine. You are correct in 
that as we envision it, the only laboratory analysis that would need 
to be done is in the event of an automated system detecting some- 
thing, and either going forward and collecting additional samples 
or getting an archived sample from the unit or units that have 
shown a positive in doing that analysis. So we would actually need 
less support on our field operations and also less support in our 
laboratory operations. We would still need to support state and 
local public health because we would basically be trading the man- 
ual part in for interpretation of results. What is the machine tell- 
ing us? Who do I need to make sense of that. So there wouldn’t be 
a wholesale — we couldn’t subtract off the funding that we need to 
support the field and laboratories but I believe that would be re- 
duced. 

Mr. Bilirakis. What do you think. Dr. Merlin? Do you think we 
will save some money? 

Dr. Merlin. I think the jury is out on that. I think almost invari- 
ably new technology programs are offered with the promise that 
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they are going to save money by saving labor and decreasing costs, 
and often that doesn’t turn out to be the case. One question will 
be the actual acquisition costs, and from the numbers I have heard, 
the actual acquisition costs and operating costs are greater than 
the current Gen-2 costs. I don’t see how there could be a net sav- 
ings of money. There is going to be an increase anyhow. And then 
there is a question in the rollout period once it is rolled out what 
the implications are of the downstream effects on public health de- 
partments and the need to support it. I think it is just very hard 
in a program like this to speculate what the operating costs are 
truly going to be. 

Mr. Bilirakis. I appreciate that. Thank you very much. I yield 
back, Mr. Chairman. 

Mr. Murphy. Thank you. Just a quick question. The President 
in July 2012 released the National Strategy for Biosurveillance. He 
said he would have a strategic implementation plan in 120 days. 
Do either of you gentlemen know if we have one yet? 

Dr. Merlin. On the way here yesterday from Atlanta, I got an 
email saying that the implementation plan had been posted. I 
didn’t have a chance to look but it should be — if it is there, it 
should be on the Executive Office of the President Web site. 

Mr. Murphy. Would you please help make sure we see that too? 
And also about the costs. On July 16, 2008, the GAO testified at 
the House Homeland Security Subcommittee hearing that the Gen- 
eration-2.5 lab-in-a-box units would cost $120,000 per unit and 
$65,000 to $72,000 annually per unit to operate and maintain. Ac- 
cording to a slide from DHS scientists in December of 2011, the 
cost estimates for Gen-3 showed $117,000 per unit, which is com- 
parable to Gen-2.5, but a much higher $174,000 per unit for oper- 
ation and maintenance for Gen-3 lab-in-a-box services. So Dr. Wal- 
ter, why is the operation and maintenance for Gen-3 devices more 
than $100,000 higher per unit than the Gen-2.5? Do you know? 

Mr. Walter. I do not know that. Like I said, Gen-2.5 predates 
me. I know Gen-2.5 was a fairly expensive system to maintain but 
we are also looking as part of the acquisition to reduce the costs 
of maintaining those systems. Most of the costs in maintaining or 
fielding an automated detection system is going to be in operations 
and maintenance, and anything we can do to reduce those costs is 
going to work in our favor. 

Mr. Murphy. Well, thank you. I think we heard today on both 
sides of the aisle the concern about these costs, the effectiveness, 
the sensitivity and specificity, and we will want to continue to work 
with you to make sure that we have that information. 

I ask for unanimous consent that the written opening statements 
of members be introduced into the record, and without objection, 
the documents will be entered into the record. 

I also ask unanimous consent that the contents of the document 
binder be introduced into the record and authorize staff to make 
any appropriate redactions. So without objection 

Mr. Tonko. Without objection. 

Mr. Murphy. The documents will be entered into the record with 
any redactions staff determines are appropriate. 
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I also ask for unanimous consent to put the majority staffs sup- 
plemental memorandum into the record, so without objection, this 
memorandum will be put into the record. 

So in conclusion, I would like to thank the witnesses and the 
members for their hard work and thoughtful participation in to- 
day’s hearing. I remind members they have 10 business days to 
submit questions for the record, and I ask that the witnesses all 
agree to respond promptly to the questions. 

So with that, the subcommittee is adjourned. 

[Whereupon, at 11:49 a.m., the subcommittee was adjourned.] 
[Material submitted for inclusion in the record follows:] 



48 


SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS 
DOCUMENT BINDER INDEX 

June 18, 2613 

"Continuing Concerns Over BioWatch and the Surveillance of Bioterrorism” 


f \hihit 

Nuin her 



June 14, 2013 Majority Meraorandum 


June 1 7, 20 1 3 Scientific American Article, by Dina Fine Maron, “U.S. 

Biolerror Detection Program Comes Under Scrutiny” 

3 

Appendix C: Glossary 

4 

Glossary of Acronyms 

5 

Table of Biological Threat Agents 

6 

June 7, 2103 Congressional Research Service Memorandum: Information for 
a hearing on the Department on the Homeland Security BioWatch program 

7 

July 8, 20 12 Los Angeles Times Article, by David Willman, ‘‘The 
biodefender that cries wolf’ 

8 

October 22, 2012 Los Angeles Times Article, by David Willman. “BioWatch 
technology couldn’t detect lethal germs, tests found” 

9 

December 21, 2012 Los Angeles Times Article, by David Willman, 

“Troubled BioWatch program at a crossroads” 

10 

June 16, 2013 Los Angeles Times Article, by David Willman, BioWatch 
faces congressional hearing this week” 

n 

July 19, 2012 Letter to Centers for Disea.se Control Prevention Director 

Thomas Frieden 

12 

November 16. 2012 Response to our July 19, 2012 Letter to Centers for 

Disease Control and Prevention Director Thomas Frieden 

13 

July 19, 2012 Letter to Department of Homeland Security Secretary Janet 
Napolitano 

14 

November 13, 2012 Letter to Centers for Disease Control Prevention Director 
Thomas Frieden 

15 

Januai-y 25, 2012 Response to our November 13, 2012 Letter to Centers for 
Disease Control and Prevention Director Thomas Frieden 

16 

November 13. 2012 Letter to Department of Homeland Security Secretary 

Janet Napolitano 

17 

January 25, 2012 Response to our November 13, 2012 Letter to Department 
of Homeland Security Secretary Janet Napolitano 

18 

January 31, 2013 Letter to Department of Health and Human Services 

Secretary Kathleen Sebelius 

19 

June 10, 2013 Email From: DHS; To: Committee Staff: Subject: Number of 
BARS 

20 

June 14, 2013 Email From: DHS; To: Committee Staff; Subject: Jurisdictions 





49 


r\iulil! 

Documeat 

:i 

October 9, 2012 Email From: Jasmine Chaitran. CDC: To: Toby Merlin: 
Subject: Total Number of BARS since BioWatch inception 

22 

May 29, 2013 Email From: Shana Bevin, CDC; To; Committee Staff; Subject: 
Breakdown of the number of BARS 

23 

August 13, 201 1 Email From: Segaran Pillai (DHS); To: Toby Merlin; 

Subject: Signatures on Current PHAA Document 

24 

December 8, 201 1 Email From: Robert Hooks; To: Michael Walter (DHS); 


Subject: Update on Program 

26 

January 3, 2012 Email From: Cristin Wiltner (CTR); To: Segaran Pillai 
(DHS); Subject: BioWatch Read Ahead Material, attachment of background 
included 

27 

April 23, 2012 Email From; Douglas Drabkowski (DHS); To; Segaran Pillai 
(DHS); Subject; TEMP from OHA 

28 

June 14, 2012 Science & Technology Directorate Chem-Bio Division Review 
and Comment BioW'atch Documents-" Acquisition Program Baseline (APB) 
for BioWatch Gen-3 Autonomous Detection System” 

29 

July 12, 2012 Email From: Wendy Hall; To: Douglas Drabkowski and 

Segaran Pillai; Subject: Gen-3 IRT Outbrief 

30 

June 19, 2012 Email From: Tara O’Toole; To: Brian DeVallance; Subject: 

Bio Meeting 

31 

June 25, 2012 Email From: Erin O’Connor; To: Tara O’Toole; Subject: 
BioWatch IRB 

32 

August 6, 2012 Email From: Douglas Drabkowski; To: Segaran Pillai; 

Subject; BioWatch Gen-2 Data 

33 

September 7, 2012 DHS Acquisition Decision Memorandum, Subject: 
BioWatch Generation-3 Acquisition; From: Doctor Alexander Garza, 

Assistant Secretary for Health Affairs; To; Rafael Borras, Under Secretary for 
Management 

34 

May 22, 201 1 Email From: Toby Merlin (CDC); To; Beth Bell (CDC) and 
Thomas Hearn (CDC); Subject: OPR on LRN-Draft Outline of Presentation 

35 

May 26, 2011 Email From: Michael Farrell; To: Toby Merlin (CDC); Subject: 
Private Conversation with Mike W'alter and Ulana Bodnar and email chain 

36 

June 24, 201 1 Email From: Toby Merlin (CDC); To: Michael Farrell, Richard 
Kellogg, Harvey Holmes; Subject: Incident Notice-BioWatch Notification-F. 
Tularensis, Houston, TX CLOSED 

37 

June 9, 201 1 Email From: Toby Merlin (CDC); To: Richard Kellogg (CDC); 
Subject: LRN Comment on Proposed Email to Ranhofer about BioWatch 

Gen-3 Signature Concern 

38 

August 10, 201 1 Email From: Harvey T. Holmes; To: Toby Merlin (CDC); 
Subject: Multiplex 

39 

September 9, 2011 Email From: Richard Kellogg; To: Dan Sosin, Joanne 




50 


1 Uocunieat 


Andreadis, Toby Merlin (all CDC): Subject: Feedback on Tara O’Toole 
Discussion 

40 

September 9, 201 1 Email From: Toby Merlin (CDC); To: Dan Sosin (CDC); 
Subject: Feedback on Tara O’Toole Discussion 

41 

October 13, 201 1 Email From: Toby Merlin (CDC); To: Segaran Pillai 
(DHS); Subject: Signatures on Current PHAA Document 

42 

October 19, 201 1 Email From: James Hayslett (CDC); To: Toby Merlin 
(CDC); Subject: Conflict Between OHA and S&T 

43 

November 17, 201 1 Email From: Toby Merlin (CDC); To: James Hayslett 
(CDC); Subject; Follow-Up from Toby Merlin to NYC DOH 

44 

November 1 7, 201 1 Email From: Toby Merlin (CDC); To; James Hayslett 
(CDC); Subject: Letter We/DPEI are Sending to DHS-OHA About Our 
Concerns on Gen-3 ORD 

45 

November 17, 2011 Email From; Beth Maldin (Health.NYC.Gov); To; Toby 
Merlin (CDC), Colin Stimmler, Issac Weisfuse (CDC) and Stephen 

Papagiotas (CDC); Subject: Draft DHS OT&E Guidance 

46 

May 6, 2012 Email From: Toby Merlin (CDC); To: Beth Bell (CDC); 

Subject: Follow-Up on NYC BioWateh Concerns 

47 

May 16, 2012 Email From: Toby Merlin (CDC); To; Jasmine Chaitram 
(CDC); Subject: Question to Follow'-Up BioWateh Indoor Working Group 

48 

May 23, 2012 Email From: Toby Merlin (CDC); To: Beth Bell (CDC) and 
Tracee Treadwell (CDC); Subject: Thoughts for 1 1:30 Call about Beth’s 
Upcoming Meeting with Tara O’Toole 

49 

June 20, 2012 Email From: Beth Bell (CDC); To: AH S. Khan (CDC); 

Subject: BioWateh Story 

50 

June 21, 2012 Email From: All S. Khan (CDC); To: Beth Bell (CDC); 

Subject: BioWateh Story 

51 

June 29, 2012 Email From: Toby Merlin (CDC); To; James Hayslett (CDC); 
Sub ject: Life, Liberty and the Pursuit of Assays 

52 

July 25, 2012 Email From: Toby Merlin (CDC); To: Stephen A. Morse 
(CDC); Subject: Garza's Statement 

53 

July 26, 2012 Email From: Stephen A. Morse (CDC); To: Toby Merlin 
(CDC); Subject: Gen-3 

54 

July 26, 2012 Email From: Angela Webber (CDC); To: Toby Merlin (CDC) 
and Stephen A. Morse (CDC); Subject: Congressional Letter and Mention of 
“Trace” Detection 

55 

August 1 6, 2012 Email From: Angela Webber (CDC); To: Stephen A. Morse 
(CDC); Subject: Trace Amounts 

56 

October 22, 2012 Email From; Michael Farrell (CDC); To: Toby Merlin 
(CDC); Subject: Question #3 About the LOD Summaries 

57 

July 9, 2012 Letter; From: Bennie G. Thompson; To; Secretary Janet 
Napoiitano; Subject: L.A Times Article on BioWateh Gen-3 Technology 





51 


Document 1 



52 


The Committee on Energy and Commerce 



Memorandum 


June 14,2013 


TO: Members, Subcommittee on Oversight and Investigations 

FROM: Majority Committee Staff 

RE: Hearing on BioWatch and Public Health Surveillance 


On Tuesday, June 18, 2013, at 10:00 a.m. in room 2322 of the Rayburn House Office 
Building, the Subcommittee on Oversight and Investigations will hold a hearing entitled 
“Continuing Concerns Over BioWatch and the Surveillance of Bioterrorism.” This hearing is an 
examination of the effectiveness and efficiency of BioWatch, a Department of Homeland 
Security (DHS) program, and its relationship with the Centers for Disease Control and 
Prevention (CDC) and state and local public health authorities. 


I. WITNESSES 


Michael Walter, Ph.D. 

BioWatch Program Manager 

U.S. Department of Homeland Security 

Office of Health Affairs 

Toby L. Merlin, M.D. 

Director 

Division of Preparedness & Emerging Infections 

National Center for Emerging and Zoonotic Infectious Diseases 

Centers for Disease Control and Prevention 

II. BACKGROUND 


The BioWatch program was started in 2003, and is managed by the DHS Office of Health 
Affairs. BioWatch is an early warning system for detection of a large-scale, bioterrorist attack 
using pathogens that have been covertly released into the air. 

BioWatch deploys collectors in 34 of the largest U.S. metropolitan areas in outdoor 
locations to detect the possible aerosol release of a bioterrorism pathogen. This program also 
includes three indoor deployments and special event capacity. By detecting a biological attack 
much earlier than through public health surveillance, BioWatch could save more lives because 
medications would be distributed to the population before many exposed individuals became ill. 
BioWatch uses polymerase chain reaction (PCR) laboratory testing designed to detect an 
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aerosolized biological attack from several specific biological agents considered high-risk for use 
as biological weapons, such as anthrax. BioWatch has three main elements coordinated by 
different agencies: sampling, analysis, and response. The sampling component involves 
collectors with filters collecting air samples. These filters are manually collected, usually at 24- 
hour intervals. The CDC coordinates analysis, and the laboratory testing of the samples, though 
the testing is carried out in state and local public health laboratories. Local jurisdictions are 
responsible for the public health response to positive findings. 

The detection of biological agent DNA by the BioWatch program is referred to as a 
BioWatch Actionable Result (BAR). A BAR is defined as one or more PCR-verified positive 
result(s) from a single BioWatch collector that meets the algorithm for one or more specific 
BioWatch agents. If there are positive findings, federal, state, and local officials review findings 
from other collectors, conduct additional tests on samples, and review additional relevant 
information. If it is determined that an actual attack has occurred, several public safety and 
health measures take place, including potential mass prophylaxis of exposed populations and 
requesting vaccines or anti-viral medications from the Strategic National Stockpile. 

Under the current BioWatch system called Generation 2 (Gen-2), the detection process 
can take 12 to36 hours and entails labor costs for manual collection and analysis. Because 
prompt treatment may minimize casualties in a bioterrorism event, federal efforts have aimed to 
reduce the inherent delay in daily BioWatch filter collection by developing autonomous 
detection systems. Unlike the current BioWatch system, these autonomous systems would not 
only collect the samples, also identify the specific agent. 

Since 2004, DHS has been pursuing a technology - which is to be the third generation of 
deployed BioWatch technology, called BioWatch Generation-3 (Gen-3). The goal of Gen-3 is to 
improve upon existing technology by enabling autonomous collection and analysis of air samples 
using the same laboratory science that is carried out in manual processes in the current system. 
The new technology would operate as a self-contained “laboratory-in-a-box” that would reduce 
the time to six hours between potential exposure and confirmation of the presence of biological 
pathogens and eliminate manual collection and analysis costs. In addition to this technological 
enhancement, DHS has aimed to widen deployment of the Gen-3 collectors to more cities, and to 
add collectors to each of these cities to widen population coverage for each area. 

BioWatch currently costs about $85 million a year to operate, with over $1 billion spent 
since 2003. However, an internal DHS document from December 201 1 projected the anticipated 
future cost for operating Generation 3 at $7.7 billion for 15 years. According to the Government 
Accountability Office (GAO), the cost of Gen-3 without risk adjustments is estimated to be 
about $5.8 billion over 10 years. These cost estimates were based on technologies that failed to 
meeting operational requirements in testing. There is no current cost estimate for Gen-3 because 
the BioWatch program is completing an Analysis of Alternatives (AoA), and will update the cost 
estimate to reflect any changes in the program. 

Acquisition Status 

The BioWatch Gen-3 acquisition process has had difficulties maintaining target costs 
goals and meeting technical requirements. The estimated lifecycle costs of the Gen-3 program 
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increased between 2009 and 201 1 from $2.1 billion to $5.8 billion. The GAO questioned the 
prior cost estimates and concluded that they “did not account for risk and uncertainty, and it was 
not based on the work breakdown structure for Gen-3 and as such, DHS did not have assurance 
that it captured all relevant costs.”' 

The competing technologies for Gen-3 have also failed to meet requirements, leading 
DHS and the Congress to put Gen-3 on pause. 

Last September, Congress cut approximately $40 million that DHS had requested for 
Oen-3. Congress in effect also required the Secretary of DHS to certify that the science of Gen-3 
is proven before procurement can be permitted. During the passage of the Consolidated and 
Further Continuing Appropriations Act of 2013" (the CR), the House and Senate appropriators 
issued the following explanatory statement that instructs DHS with respect to the Gen-3 
program: 

The Committees have consistently demonstrated strong support for the development of an early warning 
network to detect biological agents to speed response and recovery from a terrorist attack. While the 
Committees support OHA’s ongoing efforts to improve the Nation’s biological detection capabilities, 
.serious concerns have been raised about the Biowatch Generation 3 program, to include scientific validity 
and delays in execution that have created large carryover balances. The Department is encouraged to 
continue with Phase II, Stage I activities, as currently planned with available carryover funding, to ensure 
candidate systems meet entry criteria through performance testing. However, prior to entering Phase 11, 
Stage 2 that includes down-selection for a single solution and entering operational testing and evaluation, 
the Secretary shall certify to the Committees that the science used to develop the technology is proven and 
warrants operational testing and evaluation. 

It is unclear what will be required to show that the science is proven. At a minimum, the 
acquisition process will impose certain requirements before Gen-3 can be certified. In 
September 2012, DHS revised its acquisition strategy and ordered an AoA, and re-evaluated the 
mission and goals of Gen-3. The AoA must include a Cost-Benefit Analysis of the deployed 
Bio- Watch Gen-2 performance versus the proposed Gen-3 performance. The AoA is underway 
and is expected to conclude in the fall of 2013. 

In addition, other studies and information-gathering efforts may further delay possible 
certification of Gen-3. Recently, Dr. Walter, the DHS BioWatch program manager, asked the 
National Academies of Science (NAS) to convene an ad hoc committee to conduct a study and 
prepare a report that will evaluate and provide guidance on appropriate standards for the 
validation and verification of PCR tests and assays used by the BioWatch program. The efforts 
are expected to make adequate performance data available to public health and other key 
decision makers so that they have a sufficient confidence level to facilitate the public health 
response to a BAR. The requested report is not expected to be issued until the latter part of 
2014. In addition, DHS is also funding a June 25-26, 2013, NAS workshop to explore 
alternative biodetection systems to Gen-3. 


^ Government Accountability Office, BiosurveUlance: DHS Should Reevaluate Mission Need and Alternatives 
before Proceeding with BioWatch Generation-3 Acquisition, GAO- 12-8 10, September 2012, p. 30. 

^ Explanatory Statement of Managers associated with Public Law 1 13-6, March 26, 2013. 
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Committee investigation 

On July 19, 2012, Chairman Upton and O&I Subcommittee Chairman Stearns opened an 
investigation into the BioWatch program, to examine its performance and its impact on the 
nation’s public health system. Request letters were sent to both DHS and CDC. The 
investigation followed up on a July 8, 2012, Los Angeles Times article, which reported that 
BioWatch had been plagued by false alarms and other failures. In addition, state and local health 
officials reportedly expressed their lack of confidence in BioWatch. 

DHS disputed the Los Angeles Times article. On July 12, 2012, Dr. Alexander Garza, 
Assistant Secretary for Health Affairs and Chief Medical Officer at the Department of Homeland 
Security (DHS), posted a blog on the DHS website entitled “The Truth About Biowatch: The 
Importance of Early Detection of a Potential Biological Attack.” In his posting. Dr. Garza wrote: 
“Recent media reports have incorrectly claimed that BioWatch is prone to ‘false positives’ or 
‘false alarms’ that create confusion among local officials and first responders. These claims are 
unsubstantiated. To date, more than 7 million tests have been performed by dedicated public 
health lab officials and there has never been a false positive result.” 

On November 13, 2012, Chairman Upton and Subcommittee Chairman Steams sent 
request letters to DHS and CDC concerning the BioWatch program. The Committee was 
following up on an October 23, 2012 Los Angeles Times article, which reported that a BioWatch 
system was operating with defective components. In addition, the requests were reaffirmed and 
expanded because of inadequate responses to the July 12, 2012, request letters. 

On January 31, 2013, Chairman Upton and O&I Subcommittee Chairman Murphy sent a 
request letter to HHS Secretary Kathleen Sebelius reaffirming the November 13, 2012, document 
request sent to CDC and asking that the document production be expedited. 

Both DHS and CDC have provided documents. Committee staff has also conducted 
interviews with officials from DHS and CDC. 

III. ISSUES 

Do state and local authorities in BioWatch jurisdictions have adequate guidance from DHS on 
what response actions to take following a BioWatch Actionable Result? 

Before making a certification on the science of Gen-3, will the Secretary of DHS rely on 
information from the study and report by the National Academies of Science that is to be 
conducted over the next year? 

What factors led to the delays in the Gen-3 acquisition timeline? 

What improvements have been made to Gen-2, the current BioWatch program technology? 

What additional type of information will CDC look for before taking public health actions with 
the distribution and dispensing of medical counter-measures? 
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IV. STAFF CONTACTS 

If you have any questions regarding this hearing, please contact Alan Slobodin or Carl 
Anderson at (202) 225-2927. 



57 


Document 2 



58 


U.S. Bioterror Detection Program Comes Under Scrutiny: Scientific American Page 1 of 2 


SCIENTIFIC 

AMERICAN" 


PenTKmenI ltt^;//www.sci*ntIRcimtrtcan.coin/aitict«.crm?id>us-bto(«<Tor-d»t«ct)on 


U.S. Bioterror Detection Program Comes Under Scrutiny 

A national air samplmg system tasked wth (^ing up terrorist biotogicai attacks teces soutiny 
By Dins Fine Maron 1 Monday. June 17, 2013 1 2comn»nts 


A cutting-edge biological taror alert system detected a potential threat in the air 
one morning back in 2008, threatening to derail then-Sen. Barack Obama's 
acceptance speech in Denver for his par^s presidential nomination at die 
Democratic National Conventicm. Initial results iitim a pricey national air sampling 
system suggested that bacteria that cxiuld cause tularemia had been detected. The 
microbe, Francisella tvlarensis, might haw been weaponized to cause the 
inf»itious disease. 

Public health officials sprang into action and tested further samples from the area 
that triggered the s>«tem, but turned up negative results. TTie al«t, like others 
issu^ by the system in the past decade, was ruled to be a false alarm. Obama still 
made his acceptance speech that night, of course, in an open-air stadium as 
planned. But the system’s critics say Bio Watdi has repeatedly triggaed an alarm 
when no threat has exist^i. Now the program faces the scrutiny of Confess. 



5>(n« 


pyuncuelb tviomutt. 

Imagt: Miaouri Departmtia of HeoM and Senior Service 


BioWatch, an alert system designed to be an early detection system forairbome 
threats such as anthrax and ^nallpox, was unveiled in 2003 by Pres. George W. 

Bush. In his State of the Union address, he talked about the ^'stem, saying he was, 
“deploying the nation's first early warning network of sensors to detect biological 
attack.” Since then the system has cost $1 billion and been met with mixed reviews. 

A committee convened by the Institute of Medicine (lOM) and the National 
Research Council (NRC) said in a 201 1 report no expansion of the program should 
be made without better collaboration with the existing public health system. The 
pane! also called forfurther analysis of the program and how it could be used to 
reduce mortality and morbidity. 

The network erf outdoor and select indoor air samplers was installed, under the 
aegis of the U.S. Department of Homeland Security (DHS), in more than 30 U.S. 
metropolitan areas to sniff the air for potential threats. The Biters from those 
aerosol collectOTS are retrieved fca* analysis in state or county public health laboratories. 


But it's okay 
to stojt small. 





V^ereas technically the potential threats detected by the system in the past were not false positives— they did accurately jMck up tiny, 
background amounts of DNA from organisms naturally present in the environment— in effect, they were false alarms because th^ 
signaled the potential occurrence of a terrorist attack when none had occurred. Some public health officials have said they are hesitant 
to rely on the program. Othere say it is an important piece of the bioterror response puzzle. 


“The way I look at BioWatch is that it is a tod," says Umair A. Shah, executive director of the Harris County Public Health and 
Environmental Services Department in Texas. “It is one of many tods that are available to public health decision-makers and needs to 
be kept in the rontwet of that paradigm, llie sum of all those tods is really how we go about making sound public health decisions." 
Sensors in area around Houston and Harris County had the first-ever positive result throu^ BioWatch in 2003. Like the later DNC 
incident, BioWatch picked up indications of F. fu/aremsis. Those readings also turned out to be a false alarm; BioWatch again had 
detected organisms naturally present in the environment. 
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The value of the system, even with its false alarms, b that it could give public health officials the first clues of a bioterror attack. "You 
don't necessarily want to make [BioWatch] less sensitive to avoid false positives,” says Seth Foldy, a physician who works on public 
health informatics and served on the NRC— !OM panel looking at the program. The tricky part, he says, is finding a way to make the 
s^tem sensitive enough so that it would pick up actual disea^-causing agents in the event of a bloterror threat, but specific enou^ to 
be able to distinguish them from very closely related bacteria that may exist in the environment but do not lead to human disease. 

A House subcommittee is set to examine the program Tuesday, with representatives from the DHS and the U.S. Centers for Disease 
Control set to discuss the ^stem's future. ‘The BioWatch Prc^ram is the only federally-managed, locally— operated nationwide 
bio— surveillance system designed to detect select aerosolized biologiol agents," says DHS spokesman SY Lee. “BioWatch provides 
public health officials with a warning of a biological agent release, before potentially exposed individuals develop symptoms of illness.” 

Against the backdrop of lukewarm reviews, however, a planned expansion of BioWatch, Generation 2.5, was canceled in fall 2008. The 
next proposed stage of the system, Generation 3, will be under discussion at the hearing. The system as it stands now is designed so that 
the time between sample collection and laboratory results indicating potential biological aerosol release is between 10 to 36 hours. With 
future iterations of the program the hope is to get initial analysis of the samples wrapped up within six hours. For Generation 3, DHS is 
looking into including autonomous biodetection technology to help eliminate the need for manual filter retrieval and analj^is. Still, 
confiitnatory tests would still be required raising questions about how much time would be saved and if it would result in faster 
response times and disbursement of emergency drugs fiiat could help avoid human sickness or death. 

At the very least it may help preliminary results get out faster. “The differena; it would make," says Bob England, director of the 
Maricopa Osunty Department of Public Health, which covers the Phoenix metropolitan area, “is you would get your fiist inkling that 
something mi^t be going on hours earlier. That would give you that much more time to get people together and ready to evaluate the 
confirmatMy results when they do come back so it does make the response earlier.” 

In the current fiscal environment there Is also concern from some public health offices that dollars allocated to detecting biological 
threats through BioWatch may be competing with the ones needed to provide «>mp 1 ementaiy information to help detect threats-such 
as picking up any uptick in certain symptoms at hospitals through robust health surveillance. At^iding to National Association of 
County and City Health Officials (NACCHO), 59 percent of local health departments rely exclusively on federal funding to support their 
emergency preparedness programs. As cuts have been made to public health emergency response in recent years, says Jack Hemnann, 
senior advisor and chief of public health preparedness at NACCHO, that makes it more difficult to conduct consistent public health 
monitoring and create optimal response plans. 





httn;//www..scientiflcamerican.coni/aTtic1e.cfTn?id=!is-hinterrnr-Hftte^tioni^nnnt=rinir» 
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For Oi^cial Use Onl^ 

Appendix C: Giosssi-y 

Acquisition Decision Authority: The indIvWual designated m acco«tance with criteria established by the 
Dopartmeni Chief Acquisition Ofneertoapproveentry of an acquisition prr^ram Into the next phase of the 
acquisition process. I'ormerly known as a Mifesfeme Decision Auftority \MDA). 

Acquisition Decision Event: A predetermined paint within the acqt«slfe>n phases at which the investimmt wiff 
undergo 3 review prior to commencement ^ the next phase. Formerty known ss a Key Decision Point iKDP), 

Agent Data; Data containing sampte analysis or resufts. 

BioVVaten Actionable Result (BAR); One or more PCR-verified positive results from a sinyie BioWaich 
cQileefor that meets the algorithm for one or more sp^tfic BloWatch agents (i.e., three of three signatums). If 
PCR'Verified positive results are obtained for two BfoWatch agente on a sirrgle coUccior. this is considered 
one SAR. See below for PCR-vcrfSed dofinftion, 

BioVitetch Autonomous detector; The BioWatch Airtonomous Detertor is a networked device capable of 
achieving the folfawing; (1) Rapidly process and acairately analyze aerosol samples with a high level of 
confidence (2) Automate and integ.rate the majex- system functions into the detector including aerosol sample 
collection, preparation, analysis, and analytical results reporting (3) Operate in its intended outdoor and indoor 
environments (4) Disseminate and archive analysis results and system operational data. 

BioWatch Collector; Collector is the generic term used to describe the devices used to extract podiculate 
matter from the air and deposit it onto a Wter that is subsequently analyzed at a laboratory. 

BioWatch Jurisdiction: For purposes of this d^^ment. the term “BioWateh Jurisdiction" wiii be used to 
describe each of the BioV^atcJi program metropolitan areas. BioWatch Is operational In mors than 30 of the 
largest metropolitan areas in the United States. These oreos may be composed of one or mare city, courtty, 
state, andfor rogiona! BioWatch Jurisdictions or decision making bodies. Officials in each BioWatch 
Jurisdiction should ir»{erprGl this term to reflect their unique deciston-making and communications structure. 

BioWatch Signal: A BioWaich Sigital is defined to mean detector an^ysis results that .exceed specified 
tereshoids. This enables a means of filtering high frequency data to assure that results that may contain 
significant content are automatically brought to the user's attention. 

Data centers: High-availabiiity Information Technology facilities where G3BOSS is hosted. These data centers 
provide data processing, backup, storage, end dissemination of irtformation in a secure environment, 

DNA signature: A region of a DNA sequejice that is specific to a certain organism or gorrus. 

Funclion Cycle; A fohetion cycle rotors to each function's (sub-systern) unique cycle of operation thus 
requiring a tovei of detail that includes independent monitoringfreporling fw each function. 

Gcn-.3 BioWatch Operation.^ Suppwt System {G3BOSS); The Gete3 BioWatch Operational Support System 
consists of the Information and data management technology required to deiiver high-ava{{abi% data ser\'ices 
to the Gen'3 user. 

Jamming: Emitting a signal from o communications dsvico that creates constant or partial bfockaga of an 
established telecommunications channel, e.g. Creating collisions on a wired network to interaipt normal data 
communication; gerierating random radio signals on a known frequency to disrupt normal data 
transmission on tfsat frequency. 

Key Perfarmance Parameter (KPP): Those attributes «• charactehstias of a system/program/projcrtlhat are 
considered critical or essential parts of an effective sysfem'program/project capability. 


Bk>WaU';h Gen-J Autonomous Dctcctcn System ORD 2.0 
May 16, 2015 


For Official Use Only 
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Die average faWt^tcal agent air concenlsaUon over (he collection period, assuming 
a prabSt^nietectl^equai to or greater ttian 9S%. The average air concentration of agents over the 
coHectinn period includes flov/ rate, colieotion efficiency, aslieciion duration, and limit of detection (LCD) of the 
analysis subsystem. For example, if the LOD of the analysis subsystem is 900 organisms, the collection 
duration is 3 hours, coilection effidency is 90%, and the flow rate is 100 liters per minutes, the system- 
level sensitivity of ttie detector is &6 org^^s per cubic meters. 

SystenJHI^HII^ystem specificity Is defined as the abifsty of the Gen-3 BioWatch System to detect strains 
of the target species wthout detecting near-neighfaors or background organisms. 


Time to Detect; The elapsed time between mtake of tfje agent and generation and transmission of the 
analytical results. 


flioWslch Gen-3 Autonomous Detection System ORD 2.0 
May 16,2011 


For Official Use Only 
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Glossary of Acronyms 


BAR 

A BioWatch actionable result (BAR) is defined as one or more PCR-verified 
positive results from a single BioWatch collector that meets the algorithm for 
one or more specific BioWatch agents (i.e. three of three signatures). If PCR- 
verified positive results are obtained for two BioWatch agents on a single 
collector, this is considered one BAR. See below for PCR-verified definition. 

BioWatch 

Collector 

Collector is the generic term used to describe the devices used to extract 
particulate matter from the air and deposit it onto a filter that is subsequently 
analyzed at a laboratory. 

BRRAT 

Laboratory 

Bioterrorism Rapid Response and Advanced Technology I.,aboratory. This is 
the primary bioterrorism laboratory located at the CDC. It is a state-of-the-art 
facility that develops and validates new Laboratory Response Networks (LRN) 
assays, processes suspicious samples, and provides 24-hour diagnostic support 
to bioterrorism response teams. 

BTRA 

Bioterrorism Risk Assessment. This is an evaluation conducted by The 
Department of Homeland Security Science and Technology Directorate every 
two years and it began in 2006. It provides a mechanism for assessments and 
reprioritization of federal capabilities in response to changing adversary 
capabilities. 

ConOps 

Concept of Operations. A term used to describe the characteristics of a 
proposed system from the viewpoint of an individual who will use that system. 

It is used to communicate the quantitative and qualitative system characteristics 
to all stakeholders. It may include the goals and objectives of the system, 
strategies, tactics, policies, and constraints, specific operational processes for 
fielding the system and processes for initiating, developing, maintaining, and 
retiring a system. 

Ct 

Cycle threshold. A term used in real-time PCR describing the cycle number at 
which fluorescence intensity exceeds threshold baseline. 

LRN 

Laboratory Response Network of the Department of Health and Human 

Services, Centers for Disease Control and Prevention. The LRN maintains a 
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national and international network of laboratories fully equipped to respond to 

acts of biological or chemical terrorism, emerging infectious disease, or other 

public health threats and emergencies. 

ORD 

Operational Requirements Document This document describes what intended 

role the system will be used for and therefore determines what requirements the 

system must have. 

PCR 

Polymerase chain reaction is a laboratory technique used to amplify a DNA 

fragment present in BioWatch samples as part of the process of detecting genetic 

fingerprints of intentionally released aerosolized biological agents. 

PCR-verified 

positive test 

First event that triggers an initial BioWatch response. A PCR-verified positive 

result is defined as a result that meets a particular threshold and algorithm (i.e. 

three of three signatures are reactive) for a specific BioWatch agent. When a 
sample is deemed reactive during the screening assay (one agent signature 

crosses the threshold), a verification panel for that particular agent is tested. 

PSU 

Portable Sampling Unit (PSU) is a type of sample collector. The PSU is 
designed for use as a constant flow air sampler. It is used to pull air through a 

filter for the collection of airborne pathogens for analysis. A unique feature of 
the PSU sampling system is that the sample inlet is adjustable between 48 and 

72 inches above the ground. The PSU has been custom designed to enclose and 
provide chain of custody for the pump, flow controller, flow meter, filter holder, 

and all electronics inside two individual, lockable, weather-resistant boxes. 

SNS 

Strategic National Stockpile. This is the national repository of antibiotics, 
vaccines, chemical antidotes, antitoxins and other critical medical equipment 
and supplies. In the event of a national emergency involving bioterrorism or a 
natural pandemic, the SNS has the capability to supplement and re-supply local 

health authorities that may be overwhelmed by the crisis, whit response time as 

little as 12 hours. The SNS is managed by the Centers for Disease Control and 

Prevention with support from other agencies in the Department of Health and 

Human Services and the U.S. Government. 
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Table of Biological Threat Agents 

Commoa Name 

Spedes & Sab^pedcs 

Description 

Anthrax 

Bociilas anih’aw 

Antitrax is an infectious disease caused by 8. otahracis spores that are 
lifted by grazing animals,’ Humans are infected through mhaktion of 
i^soKs or iDgestioQ ofinfected animals. Anthrax leads to skin infection, 
resfOTaioiy infection, and gastrointestinal infection. Inhalation of anthrax 
is fetal of identified cases led to death). Skin infection and 

gasuointestinal infection may be treated with antibiotics, unless the 
infection ieads to the bloodstream resuJtins in death. 

Brucellosis 

Malta Fever 

Undulant Fever 
Mediterranean Fever 

Rode Fever 

Gibraltar Fever 

Brucella melkerKis 

Brue^lasua 

Bmcdla abams 

Brucella canh 

Bracdlapinr^>edsae 

Brucella eaaeeae 

Brucellosis is a disease that infects cattle, goats, camels, pigs, and dogs."' 
Humanscontract the disease from eating infected food products. Infechon 
is rare in the U.S., roughly 100-200 cases per year. Symptoms include 
on/ofF fever persisting for moaths, headaches, ntuscle/backpain, swelling 
of he^ and fatigue. Mortality rate is low (<3%) witli appropriate 
treatERCOt of antibiotics, 

Plague 

Bubonic 

Riaiyngea! 

Meningeal 

Septicemic 

Pngumonic 

Yersinia pestis 

Plague is a deadly infectious disease, popitlarized as foe bubonic plague 
front the Middle Ages." The three most common forms of plague are 
Btfoonk, Pneumonic, and Septicwiic. Human contraction comes from 

Sea bhes or inhalation of bacteria. Fleas contract foe disease from rabbits, 
squitreis, jwairie dogs, and cats. Symptoms typically occur after 2-S days 
of bacterial exposure. Mortality rate is high if treatment is not received in 
24-hours after symptoms appear. Without treatment 50% of bubonic 
plague patients die and nearly all pneumonic plague patients die, 

Treainent can onfv reduce mortality rate to 50%. 

Q Fever 

Coxielia btmtHii 

Q Fever is a global infectious disease that infects sheep, goats, cahle, 
dogs, cats, birds, rodents, and ticks.' Humans contract the disease by 
inhaling or ingesting milk, urine particles. ^ fecal particles of infected 
animals. Humans can be mfecied by a single bacterium. Treatment wifo 
antibi«ic.s is very effective leadine to low mortality rates. 

Tularemia 

Deetfly Fever 

Rabbit Fever 

Ohara Disease 

Lemming Fever 

Pahvant Valiev Piarue 

Fratcisella tularensis t»l<a-^is (Type A) 
f'rancisella tularensis holariica B) 

Francisetla iwficida 

Francisella philomiragia 

Tuiaremia is an infectious disease caused by foe species Francisella. The 
bacterium is carried by small rodents (rabbits, beavers, muskrats, rets, 
squirrels, raccoons, and skunks.).’-* Ticks, Bies, and mosquitoes spread 
foe disease to humans through bites. Tularemia can essUy be aerosolized 
and spread as a bioterror agent. Treatment of Tularemia is veiy effective 
wifo anhbiolics. Monalitv rate is -5% in untreated cases. 

Smallpox 

Variola msMor (Virus) 

Variola minor (Virus) 

Sm^lpox is R deadly virus that has been eradicated by the WHO in (he 
1970s.' Variola major causes life threatening symptoms to those not 
vaccinated wifo the smallpox vaceme. Variola tnmor causes a mild 
infection that rstcly leads to deafo. Contraction of Smuiipox wiOunu 
vaccination has a mortality rate of nearly 30%. The virus is contracted 
forou^ humes-to>bu!nan contact and eontact wifo contaminated objects. 
The virus can be aerosolized and distributed easily as a bioterror acent. 
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VrraS Encepiiaiilis 

Polioviras 

EchovtRK 

CytMnegalovinis 

Adoovirus 

Nfeasles/R^lla 

E{stetB-&ST Virus 

H^>es SiB^kx Vinis 

Variceila-Zos&r Virus 

Eftcq^iris car be caused by diverse virai infectioas. 1, .. a rare infection 
is mwe susceptible in the first year of life or wiUt the elderly * 
Encq^iaUtis is charactered as inflainniaiion and irritation of the brain 
daeto viral infecnoRs. Humans contract the virus tbrougli airborne 
uifectitHW bisect bites, aisd ingesting contaminated food. Symptoms iead to 
fcvw, vomiting, headache, light sensitivity, seiaares, paralysis/body 
sriflsess, coma, amnesia, rash, and pneumonia. 

Vita) Hemorrtiagic Fever 
l-assa Fever 

Crimean-Congo Fever 
Haniavires Fever 

O)ola Fever 

Marsburg Fever 

Aiemviiidae (Virjs) 

Bm^aviridES (Vans) 

FiSoviiidae (Virus) 

Fiaviviridae (Virus) 

Viral Hemorrhagic Fevers are c^ed by a diverse array of viruses, 

Clinicai symptoms range fkim mild to severe. The mostpopuiarly 
cfeaiactCTized VHF is die Ebola virus, Ebola is a deadly illness that affects ; 
humans and primates.’ Mortality rate of Ebola is a.shigh ns 90%. There is ' 
i» known treatment for Ebola. .AH the viruses are carried by sroail rodents : 
and insects. Human.? contract the virus via insea bites, ingesting 
contaminated food, and inhaline particles. 

BiTtulistn 

BoSViitoum Toxin (Types A-G) 

CtosiriiHam botxiiiman 

C bofuiinim is found globally in tlte soil and untreated water. The 
bacterium produces hardy .spores tliat create a neurotoxin. Tlie toxin is 
hi^y infectious and in small dosages can cause severe poisoning. The 

E)xii is noted for its ability to paralyre muscles. Around i 10 ca.sesof 
botulism occur in the U-S. yearly. A derivative of the netuotoxin is 
commofllv used for Botox Thcranv. 

Staphylococcal Enierntcxin tt (SEB) 

^i^kylococais aareus 

St^yJococcus bacteria dirive in unrefHgeraied meats and dairy 
products.” The bacterium will excrete 1?EB toxins that lead to toxic shock 
syndrome- SEB is very stable and is easy to aerosolize. SEB inhalation 
leads to high Itivels of ineapacital ion and even death. S. cmreia is a 
common source for food poisoning leading to diarrhea, nausea, intestinal 
cramping, fever, sore throat, chest pain, and votnitine.’" 

Melioidosis 

Whitmore’s Disease 

BurUtoldtrsa pseudoaudlei 

Melioidosis is an infectious disease that affects humans and animals.'’ The 
bacuria causing the disease is predominately found in soil and 
contamioatsd water. The disease is global, but commonly found in the 
tropics. Hianan contraction comes from contamination of wounds, 
ingestion, and inhalation, ’‘incubation period may last from one day to 
tnany yuars. Symptoms can include ulcers, skin .abscess, pulmonary 
infecikin, fever, headache, and septic shock. Animal species susceptible to 
Melioidosb arc sheep, goats, swine, horses, wts, dogs, and cattle.” 
Treatmou ref{uires antibiotics from weeks to monSis. Mortality raw has 
been observed to be around 20-50%.’^ 

danders 

Bvfkholderia nudlei 

Vw*Uc JIOMtJlininiV " kt^^viMvwk 

Me JVrNHEOCrSTV ** lig* »«*««« lOE^Kfied 

wnwMtiMii nHjtfMMiaswowwaowra' 

Glanders is a disease that affccB horses, donkeys, and mules, It is mostly 
seen in parts of A.sia, Africa, the Middle East, as weU as Central and South 
America.** Humans can contract the disease via contact with infected 
animals. Glanders can easily be aerosolized and spread out. If inhaled can 
lead to severe disea.?e. The bacteria can cause rashes, opening of wounds, 
fever, diarrhea, and lung abscesses. Treatment for Glanders is directed 
toward antihitHics. as there is no vaceme available. 

"117 fiWvvviiK luit 

'«Scvi«i(na 
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fiflEMORANDUM June 7, 2013 

To: House Committee on Enei©' and Commerce 

Attention: Alan Slobodin 

From: Dana A. Shea, Specialist in Science and Technology Policy, 7-6844 

Frank Gottron, Specialist in Science and Technology Policy, 7-5854 
Sarah Lister, Specialist in Public Health and Epidemiology, 7-7320 

Subject: Information for a hearing on the Department of Homeland Security BioWatch 

, program 


This memorandum responds to your request for an overview of the Department of Homeland Security 
(DHS) BioWatch program. You requested infonnation about the history of the BioWatch program; 
funding appropriated for its development, operation, and maintenance; and policy issues of potential 
interest to the Committee. 

Information in this memorandum is of general interest to Congress. As such, this infonnation may be. or 
may have been, provided to other congressional requesters, and may be published in CRS products for 
general distribution to Congress at a later date. Your confidentiality as a requester would be preserved in 
any case. Please contact us with any questions. 


History and Background of the BioWatch Program 

The BioWatch program, started in 2003, is responsible for oversight of a system of biological agent or 
pathogen detectors deployed in order to provide early warning, detection, or recognition of a biological 
attack. It is located within the DHS Office of Health Affairs (OHA). The BioWatch program is also 
responsible for acquiring the next-generation of pathogen detectors in order to provide detection 
continuity and increased technical capabilities. 

The BioWatch program has located current-generation BioWatch systems in more than 30 cities. 
President Bush announced the existence of the BioWatch program during the 2003 State of the Union 
address.' The DHS Science and Technology (S&T) Directorate deployed and oversaw the BioWatch 
systems from the program’s inception until the creation of OHA late in 2007. The DHS then transferred 
responsibility for the BioWatch program to OHA. The S&T Directorate performed and continues to 
perform research and development (R&D) into biological detection technologies. The OHA does not have 
R&D responsibilities. 


^ Executive Office of the President, The White House, Store of the Union Address, Januaiy 28, 2003. 
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The Bio Watch system is composed of biological detectors that monitor the air for the presence of specific 
pathogens.^ These detectors collect airborne particles onto filters, which are subsequently transported to 
laboratories for analysis. It is expected that this system will provide early warning of a pathogen release, 
alerting authorities of the bioterrorism event before victims begin to show symptoms and providing the 
opportunity to deliver medical intervention earlier. Computer models constructed by the Department of 
Health and Human Services and other experts suggest that early response to an airborne biological attack 
may lead to fewer casualties and fatalities.^ The DHS used a technology developed at the Department of 
Energy national laboratories, the Biological Aerosol Sentiy and Information System (BASIS), to develop 
the initial BioWatch systems, know’n as BioWatch Generation !, or Gen-1 . In 2005, DHS expanded the 
Bio Watch deployment. This expanded deployment included the addition of indoor monitoring 
capabilities. These systems, which are currently in place, are known as BioWatch Generation 2, or Gen-2. 
In recent years, DHS has deployed few new Gen-2 BioWatch systems, except for temporary use 
associated with National Special Security Events. However, DHS requires annual funding to operate and 
maintain existing Gen-2 systems. 

Positive findings from BioWatch samples are termed “BioWatch Actionable Results” (BARs). When this 
occurs, federal, state, and local officiis take steps to determine the appropriate response. They may 
review findings from adjacent devices, conduct additional tests on samples, and review additional 
relevant infonnation to determine next steps. In the event of a suspected mass exposure to a bioterrorism 
agent, state and local public health officials, with federal assistance, arc responsible for the public health 
response.'' These officials may decide to begin mass prophylaxis of exposed populations and may request 
medical countermeasures (e.g., drugs and vaccines) from the Strategic National Stockpile (SNS), 
managed by the Centers for Disease Control and Prevention (CDC).’ State and local health officials are 
responsible for mass distribution and dispensing. Through its Cities Readiness Initiative, CDC provides 
grant funds to 72 major metropolitan areas to strengthen their ability to respond to a large-scale 
bioterrorist event within 48 hours.* 

The BioWatch program has not delected a bioterrorism incident since its inception, although it has 
detected pathogens of concern. Scientists believe that natural airborne “background” levels of these 
pathogens, or close relatives of them, exist in certain regions. In 201 2, the Los Angeles Times published a 
series of investigative articles criticizing the performance of BioWatch.’ These articles echoed in part the 
concerns of the Government Accountability Office (GAO)‘ and the National Research Council.’ The Los 


* Hie identities of these pathogens are classified. The GAO has identified that the BioWatch system detects at least five 
pathogens (Government Accountability Office, Biosurveilhnee: DHS Should Reevaluate Mission Need and Alternatives before 
Proceeding with BioWatch Generation-3 Acquisition, GAO-12>810, September 2012), 

* See, for example, Prasith Baccam and Michael Boechicr, “Public Health Response to An Anthrax Attack: An Evaluation of 
Vaccination Policy Options.” Biosecurity and Bioterrorism: Biod^ense Strategy. Practice, and Science, Vol. 5, 2007, pp. 26-34; 
and Lawrence M. Wein, David L, Craft, and Edward H. Kaplan, “Emergency Response to an Anthrax Attack,” Proceedings of 
the National Academy of Sciences oftke United States of America, Vol, 100, 2003, pp. 4346-4351. 

^ The Federal Bureau of Investigation is responsible for the law enforcement response to a bioterrorism incident. 

^ Centers for Disease Control and Prevention, Strategic National Stockpile, http;//www'.cdc.BOV/phpr/stockpiIe/stockpile.htm. 

^ Centers for Disease Control and Prevention, Cities Readiness Initiarive (CRI), http://www.cdc.gov/phpr/stockpile/cri/index.htin. 
BioWatch jurisdictions may be among the CRI cities, but CRS cannot confirm this with publicly available infonnation, 

'David Willman, “The Biodefender that Cries Wolf,” Times, 8, 2012. 

* Government Accountability Office, Biosurveillance: DfiS Should Reevaluate Mission Need and Alternatives before Proceeding 
with BioWatch Generation-3 Acquisition, GAO-12-810, September 2012. 

® National Research Council, Committee on Effectiveness of Nationa! Blosurveillance Systems: BioWatch and the Public Health 
System, BioWatch and Public Health Surveillance: Evaluating Systems for the Early Detection of Biological Threats: 
Abbreviated Version, National Academies Press, Washington, 1X3, 2011. 
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Angeles Times articles claimed that the BioWatch system is prone to false alarms and is also insufficiently 
sensitive to detect an actual bioterrorism incident. Dr. Alexander Garza, then the DHS Assistant Secretary 
for Health Affairs, disputed these claims.”* In addition, some state and local health officials defended the 
program, saying, among other things, that it has fosto^d collaboration among federal, state, and local 
officials who would be called upon to work together in response to an actual incident." 

The systems currently deployed require technicians to collect samples periodically from the 
geographically distributed devices. These samples generally are brought to local public health laboratories 
and tested for the presence of biological agents. The lack of sample collection automation and the time 
required to transport and process samples at local public health laboratories create logistical challenges. In 
practice, samples from BioWatch systems are processed on a daily basis, though this might be done more 
frequently with commensurate increases in operational costs. Since soon after the initial deployment of 
the BioWatch Gen-2 systems, DHS has focused its attention on developing a next-generation BioWatch 
system with increased automation. Such increased automation might increase the number of samples 
processed daily and thus reduce the amount of time elapsing between a potential biological release and its 
detection. The concept of a next-generation BioWatch system became known as BioWatch Generation 3, 
or Gen-3. 

BioWatch Gen-3 has been under development since 2004 by the DHS S&T Directorate.’^ The BioWatch 
Gen-3 system would include the air sampling and the biological agent detection in the same device. This 
system is to analyze samples autonomously and remotely report the results. The OHA intends the 
BioW’atch Gen-3 systems to reduce the time to detect a biological agent release from the current 36 hours 
to less than 6 hours. Shortening the time to detection in this way would allow more time for public health 
response and a greater likelihood of success in providing medical countermeasures to exposed 
populations before serious illnesses ensued. 

In 2007, DHS established a pilot program as an interim solution to the development of BioWatch 
Generation 3. Through this pilot program it deployed the Autonomous Pathogen Detection System 
(APDS), a prototype system developed by Lawrence Livermore National Laboratory in association with 
private industry. The APDS is sometimes referred to as BioWatch Gen-2.5. The DHS had identified 
shortcomings in the APDS, including size, efficiency, environmental robustness, and sensitivity, but 
believed that some of the APDS shortcomings could be minimized throu^ deployment in indoor 
settings.'’ The DHS halted the APDS pilot deployment when the APDS began malfunctioning in the 
field.’* 

The DHS has experienced multiple challenges in attempting to develop, test, and acquire the BioWatch 
Gen-3 system. Initially expected to be deployed in 2012,” DHS now estimates Gen-3 deployment 


” Dr. Alexander Gaiza, Assistanl Secretary for Health Afiains. DHS, “The Truth About BioWatch: The Importance of Early 
Detection of a Potential Biological Attack.” blog posting, July 12, 2012. 

" See, for example, Robert Roos, “Public HealUi Officials Respond to Critique of BioWatch,” CIDRAP News, August 17, 2012, 
http; Vi'ww.cidrap.umn.edu/cidrap/content/bl/bioprep/news.'augl712biow^tch.htnil. 

Department of Homeland Security, Department of Homeland Security: Science and Technology Fiscal Year 2006 
CongressionalJusiification, p. 61. 

Jeffery Range, Department of Homeland Security Assistant Secretary for Hedth Affairs and Chief Medical Officer, Testimony 
before the House Committee on Appropriations Subcommittee on Hc«neland Security, April 1, 2008. 

Spencer S. Hsu, '^.S. Halts Pilot Program in New York to Detect Biological Attacks,” Washington Post, May 1, 2009. 

^ ^ National Research Council, Committee on Effectiveness of National Biosurveillance Systems: BioWatch and the Public Health 
System, Bio Watch and Public Health Surveillance: Evalvating Systems for the Early Detection of Biological Threats: 
Abbreviated Version, National Academies Press, Washington, DC, 201 1, p. 52, 
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beginning in 2016/^ The life-cycle cost estimaie'”^ for the program has increased from $2.1 billion to $5.8 
billion.’* The performance of the Bio Watch program has attracted the attention of Members of Congress 
since its inception. These challenges in acquiring a next-generation system have been the subject of 
congressional hearings.’^ Congressional appropriators have at times sought to limit funding for program 
expansion and/or called for program reviews.^® The BioWatch Gen-3 program is currently undertaking a 
new Analysis of Alternatives (AoA/’ for the BioWatch Gen-3 acquisition, as recommended by GAO in 
201 2p The DHS expects to complete the AoA in 20! 3. Hie DHS has stated its intention to decide the 
future of the BioWatch Gen-3 acquisition in late 2013 following consideration of the AoA results.^^ 

Appropriations for the BioWatch Program 

From FY2003 through Fy2007, the DHS Science and Technology Directorate (S&T) oversaw the 
BioWatch program. The DHS did not specifically identi:fy funding in the S&T Directorate for BioWatch, 
instead incorporating it with other biological countermeasures funding. In FY2008, DHS transferred 
BioWatch operations and management responsibilities from S&T to the Office of Health Affairs (OHA). 
Table 1 presents BioWatch funding for OHA since the transfer. BioWatch funding accounts for more than 
half of the OHA budget. 


Table (.Appropriations for BioWatch in Office of Health Affairs 

($ in millions) 








FY20I4 

FY20<ia 

FY2009 

FY20I0 

FY20II 

FY20I2 

FY20I3" 

Request 

77.1 

tll.6 

89.5 

fOO.8 

114.2 

8S.3 

90.6 


Source: CRS analysis of Department of Homeland Security appropriations acts, FY20 1 3 operating plan, and FY201 4 
budget request, http://wvw<,dhs.|ov/dhs*budgeL 

a. Amount reflects across-the-board rescissions and sequestration. 


** Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives before 
Proceeding with BioWatch Generation'S Acquisition, GAO-I2-810, September 2012, p, 26. 

A lifecycle cost estimate is the expected total cost to the government of acquisition and ownership of a system over its usefbl 
life. It includes the expected costs of development, acquisition, operation.?, and support (to include manpower), and where 
applicable, disposal. 

Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives before 
Proceeding with BioWatch Generation-3 Acquisition, GAO-I2*810, September 2012, p. 26. 

For example, U.S. Congress, House Cormnittce on Homeland Security, Subcommittee on Emergency Preparedness, Respond 
and Communications, The Fiscal Year 2013 Budget Request for the Department Homeland Security's Office of Health Affairs, 

1 \ 2th Cong-, 2nd sess., March 29, 2012. 

See CRS annual Homeland Security ^propriations reports, sections on Office of Health Affairs, for examples. 
http;//crs.gov/p^es/subissue.aspx?cliid~2345&parentjd=73&preview=Fa!se. 

An Analysis of Alternatives (AoA) provides a systematic analytic and decision maJdng process to identify and document an 
optimal solution for an identified mission capability gap. An AoA involves application of analyses that evaluate effectiveness, 
suitability', and financial justification for each viable alternative. The AoA considers both materiel and non-materiel solutions as 
well as combinations of non-material and materiel solutions, such as reengineered processes supported by modernized systems. 

Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives before 
Proceedingwith BioWatch Generation-3 Acquisition, GAO-I2-81Qi September 2Q12. 

Department of Homeland Security, BioWatch Gen-3 Phase 11, Sfisge / Presolicitaiion and Draft Request for Proposal, 
HSHQDC-13-R-00026, February 8, 2013. 
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The DHS has not presented BioWatch funding amounts according to generation. However, for FY2007, 
the House Appropriations Committee urged the S&T Directorate, in report language, to proceed with 
GeE-3 development,^'* Both chambers reiterated this directive to the S&T Directorate for FY2008, 
although ongoing BioWatch operations were funded through OHA beginning that year.^* Beginning with 
FY2009, congressional appropriators, in report language, expressed concerns regarding Gen-3 
development and deployment,^ 


Policy Issues 

The BioWatch program faces a wide range of policy challenges. Below are selected issues of potential 
interest to congressional policymakers. They are organized into three broad categories: strategy, 
relationship with public health, and acquisition of next-generation systems. 

Strategic Issues 

Environmental surveillance is a key component of federal strategic planning against biological 
terrorism.^’ Within these federal biodefense efforts, the BioWatch program is intended to play a central 
surveillance role, complementing traditional disease reporting efforts and recently developed efforts to 
use health data to identify disease outbreaks, a process sometimes known as syndromic surveillance. In 
determining the efficacy of the BioWatch program in meeting the strategic goal of providing warning of a 
biological terror attack, policymakers may be interested in how the BioWatch program adapts to the 
changing biological terrorism threat, how DHS determines the population protected through the BioWatch 
program, and how DHS and other stakeholders respond to BioWatch alarms that do not arise from 
terrorism. 

Risk Assessment and the Evolving Threat 

When DHS began BioWatch in 2003, it intended the program to address a range of adversary capabilities 
regarding biological weapons. For example, in 2004, DHS described the deployment of first-generation 
BioWatch systems as part of “domestic preparedness during war with Iraq and A1 Qaeda,”^* implying that 
the program was to address both potential state-sponsored and transnational terrorism. During *e 
existence of the BioWatch program the biological weapon threat has altered due to chan^ng events, such 
as advances in technology, changes in terrorist capabilities, and changes in political regimes in various 
countries. 

In 2004, President Bush issued Homeland Security Presidential Directive (HSPD) 10, Biodefense for the 
2!” Century, part of which required “a continuous, formal process for conducting routine capabilities 
assessments to guide prioritization of our on-going investments in biodefense-related research. 


H.Rept. 109-476, Jo accompany H.R. 544!, appropriations for the Department of Homeland Security forFY2007, p. 112, May 
22,2006. 

“ H.Rept. 1 10-181, p. 92; and S.Rept. 1 10-84, pp, 88-89. 

For more information, see sections on Office of Health Affairs Issues for Congress in CRS Report R42644, Department of 
Homeland Security: FY2013 Appropriations, coordinated by William L. Painter. 

White House, National Strategy for Biosurveillance, July 20 12, p. 5, 
http://www.whitehouse-gov/sites/defau!t/flles/National_Strategy_fof_Biosurveinancc_JuIy„2012.pdf. 

P. L. Estacio, Senior Medical Advisor and BioSecurity Program Executive, Department of Homeland Security, Bio-Watch 
Overview, September 27, 2004. 
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development, planning, and preparedness.”^’ HSPD-10 assigned responsibility for these assessments to 
DHS. The DHS S&T Directorate has conducted a bioterrorism risk assessment (BTRA) every two years, 
starting in 2006. While some experts have critiqued the risk methodology used in the BTRA and 
questioned its use as a planning mechanism,®* many would agree that it provides a mechanism for 
assessment and reprioritization of federal capabilities in response to changing adversary capabilities. 

In 2012, GAO found that the BioWatch program generally incorporated BTRA information and aligned 
its detection capabilities against the biological agents of significant concern (as identified in the BTRA), 
In addition, DHS has stated that the expanded number of biological threat agents to be detectable by 
future generations of BioWatch systems will be informed by the BTRA’s risk rankings.^' Policymakers 
may be interested in the extent to which the DHS bioterrorism risk assessment has determined the 
technical requirements of the Gen-3 system and the capabilities of the Gen-3 system to evolve and 
respond to the potential changing threat. 

Population Coverage 

The DHS deployed the BioWatch Gen-2 systems in urban environments with high population density. 
Each BioWatch system provides detection capability for some fraction of the population. Deployment of 
BioWatch systems might be viewed as a tradeoff between the detection coverage and the costs of such 
deployment. More detectors provide greater population coverage but with increasing cost. However, as 
population density decreases (often with increasing distance from the center of a city), each additional 
system provides a smaller increase in coverage for the same increase in cost. The DHS goal for BioWatch 
Gen-2 population coverage within a BioWatch jurisdiction was 80%,’^ but apparently only 65% coverage 
exists.” Assuming that DHS places existing detectors in each jurisdiction’s most population-dense areas, 
it would be more costly to cover an additional 15% of the jurisdiction’s target population (in less dense 
areas) than it was to provide any 1 5% increment of existing coverage. 

The DHS set a population coverage goal for the BioWatch Gen-3 system of 90% of the population within 
a BioWatch jurisdiction, an increase relative to the existing BioWatch Gen-2 system. The GAO reported 
that the BioWatch Gen-3 system deployment would increase the number of BioWatch jurisdictions, the 
number of systems per jurisdiction, the total U.S. population covered, and the population coverage in 
BioWatch jurisdictions.” It is unknown whether BioWatch Gen-3 will have a gap between the population 
coverage goal and the actual coverage similar to the BioWatch Gen-2 gap, especially since DHS has not 
identified a final technology for the system. 


The White House. Biodefense for the 21" Century, Homeland Security Presidential Directive (HSPD) !0, April 2S, 2004, 
National Research Council, Committee on Methodological Improvements to the Department of Homeland Security's 
Biological Agent Risk Analysis, Department of Homeland Security Bioterrorism Risk Assessment A Call for Change, National 
Academies Press, Washington, DC, 2008. 

Government .Accountability Office. Chemical, Biological, Radiological, and Nuclear Risk Assessments: DHS Should Establish 
.More Specific Guidance for Their Use, GAO- 1 2-272, January 2012, pp. 26-27. 

” Office of Inspector Ocneral, Environinemal Protection Agency, EPA Needs to Fulfill Its Designated Responsibilities to Ensure 
Effective BioWatch Program, 2005-P-00012, March 23, 2005, p. 4. 

” Government Accountability Office, Biosurveillance: DHS Should Reevaluate .Mission Need and Alternatives before 
Proceeding with BioWatch Generation-3 Acquisition, GAO-12-810, September 2012, p. 2t. 

“ Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Altermtives before 
Proceeding with BioWatch Generation-3 .icquisition, GAO-12-810, September 2012, p. 22. 
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The population coverage in each BioWatch jurisdiction likely depends upon the number of detectors 
deployed and the modeling and assumptions used regarding the transport of biological agents from their 
point of release to the detector. As a consequence, coverage areas and populations affected likely depend 
on the type of pathogen released, For example, estimates of detection coverage are likely larger for a 
pathogen that can travel further in viable form (e.g., a spore-former such as Bacillus anthracis) than for a 
pathogen that cannot. Similarly, detector performance and pathogen transport behavior likely affect the 
minimum quantity of a released pathogen that can be detected. As a consequence, performance of the 
BioWatch system likely varies depending on the type of biological agent and expectations regarding how 
the adversary wiil use the agent. 

The GAO and others have identified challenges in the use of plume modeling in urban environments, 
although federal agencies have attempted to consolidate and coordinate such modeling efforts.^’ Such 
plume modeling is key to predicting the likelihood that a biological release will be detected and to 
determine the extent of exposure and the prophylaxis distribution plan. Accurate models allow for 
estimates of detectable release amounts, the number of detectors needed for coverage of a given area, and 
subsequent response to a detection event. 

Policymakers may be interested in identifying the range of threats that DHS expects the BioWatch Gen-2 
and Gen-3 systems to detect. For example, policymakers may view a system able to detect only large 
aerosol releases as having a different value than one also able to detect small-scale attacks. 

Definition of a False Positive 

A system designed to detect just one type of threat can be characterized by two numbers: 

o the true positive rate, or probability of detection, which is defined as the probability that 
the system will detect a threat when one is present; and 

» the false positive rate, or false alarm rate, which is defined as the probability that the 
system will indicate a threat when no threat is present. 

Each of these characteristics can also be described by its complement: 

o the false negative rate, which is defined as the probability that the system will not detect a 
threat when one is present (this is 100% minus the true positive rate); and 

o the true negative rate, which is defined as the probability that the system will not indicate 
a threat when no threat is present (this is 100% minus the false positive rate). 

Table 2 illustrates these definitions. 


” For an overview of challenges identified by GAO and interapmey groups, see Govemment Accountability Office, Homeland 
Security: First Responders ' Ability to Detect and Model Hazardous Releases in Urban Areas Is Significamly Limited, G.AO-OS- 
180, June 2008, 
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Table l.Terms Used to Describe Detector Performance for a Single Threat 


Actual 

Alarm 

No Alarm 

Threat 

True Positive 

False Negative 

No Threat 

False Positive 

True Negative 

Source: CRS 


The use of the terai false positive is potentially confusing when discussing the Bio Watch program, as it 
has referred specifically to the act of detection rather than the context for the detection. The BioW'atch 
program is intended to detect biological terrorism, but some of the pathogens under detection also 
naturally exist in the environment. According the DHS, the events identified by the National Research 
Council and the Los Angeles Times as false positives were actually correct identifications of the biological 
agent, but these pathogens either arose from natural circumstances or are similar, naturally occurring, 
non-pathogenic versions of the biological agents. The National Research Council report acknowledges 
this difference, and identifies a new term, a “Bio Watch Actionable Result (BAR) false positive,” to 
address false positives in the BioWatch context: 

Indeed, the iaboratoiy assays have never indicated the presence of a biological agent when it was not 
present, although several BARS have been declared that have been attributed to the detection of 
ambient DN.A that was naturally present in the local environment. From the wider perspective of 
public health authorities responsible for determining whether a eonfimied positive laboratoiy test (a 
BAR) represents aplausible indication of a bioterrorist attack meriting initiation of mass dispensing of 
prophylaxis, the committee concluded that all BARs to date have been “BAR false positives,” 
meaning they have signaled the potential occunence of a terrorist attack when none has occurred,’* 

When one considers the number of BAR false positives relative to the number of potential detection 
events (samples analyzed), the false positive rate is quite low, estimated at approximately 1 in 1 89,000 
events.” Such a false positive rate meets or exceeds requirements for other homeland security detection 
systems.” Some policymakers might view such a false positive rate as acceptable given the limits of 
comparable technology. Other policymakers might view any number of BAR false positives as 
unacceptable, since the desired response to a BioWatch Actionable Result is to begin early treatment of 
potentially exposed individuals. Such early treatment may involve activation of federal assets such as the 
Strategic National Stockpile; notification of the public regarding necessary treatments; and the initiation 
of law-enforcement activities. In contrast to the response to alarms from other detectors used for 
homeland security, these activities come with both a financial and social cost that some policymakers may 
view as too expensive for a false alarm. 


National Research Council, Committee on Etreetiveness ofNational Bfosurveillancc Systems: BioWatch and the Public Health 
System, BioWatch aoA Public Health Surveillance: Evaluating Systems for the Early Detection of Biological Threats: 
Abbreviated Version, National Academies Press, Washington, DC, 201 i,pp. 50-51. 

’’ CRS analysis based on data reported in Alexander Garza, Assistant Secretary for Health .Affairs and CMefMedical Officer for 
DHS, “Tlie Truth About BioWatch: The Importance of Early Detection of a Potential Biological Attack,” The Bhg@Homeland 
Security, July 12, 2012, http;,0'blog.dhs.gov/2012/07/tnith-about-b!owatch-importance-of.hlTn!. 

” For example, the testing and evaluation protocol for certain radiation detection systems requires a false alarm rate of less than 1 
in 1 .000. National Institute of Standards and Technology, Testing and Evaluation Protocol for Spectroscopy-Based Portal 
Monitors Used for Homeland Security, T&E Protocol N4238, Version 1.02, 2010. 
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External Reviews 

External groups have studied the Bio Watch system and provided advice to DHS, These include the 
National Research Council of the National Academies (NRC),^’ GAO.‘° Sandia National Laboratories, 
and the Homeland Security Studies and Analysis Institute.'" 

In 2009, the NRC provided DHS with the findings of its study, although the final report was not published 
until 2011 The NRC found it difficult to determine the effectivene.ss of the Bio Watch Gen-2 system due 
to insufficient testing by DHS. It also found that performance of the system could be improved throu^ 
better DHS collaboration with local public health jurisdictions. Additionally, the NRC found that DHS 
would need to overcome significant scientific and technical hurdles to successfully develop Gen-3 
detectors. 

In September 2012, GAO published its report to Congress on BioWatch Gen-3 development. The GAO 
found deficiencies in the DHS Gen-3 acquisition process. It found some key documents used to support 
acquisition decisions, such as the Mission Need Statement*^ and the Analysis of Alternatives, appeared to 
have been written to fit predetermined findings rather than using objective analysis.'*'' The GAO 
recommended that DHS reevaluate its biosurveillance needs and then complete an objective analysis of 
several possible solutions to address the identified capabilities gap. The DHS did not comment in the 
GAO report whether it planned to complete a new Mission Needs Statement.*’ However, the DHS expects 
the new Analysis of Alternatives to be completed in fall 2013. Some of the alternatives that DHS could 
consider include other technical approaches, varying the number of planned detectors and population 
coverage, continued use of Gen-2 systems as currently deployed or modified, or ending the BioWatch 
program. However, the DHS has not stated what options it has included in its analysis. 

The DHS commissioned at least two studies that are not publicly available. According to GAO, Sandia 
National Laboratories evaluated the requirements set by DHS regarding the level of Gen-3 pathogen 
sensitivity. This study led DHS to relax its technical requirements regarding the Gen-3 pathogen 
sensitivity.** The Homeland Security Studies and Analysis Institute was to evaluate whether (he Gen-3 
technology is mature enough to proceed to acquisition or whether it needs additional development work, 


National Research Council, Committee on EtTectiveness of National Biosurveillance Systems: BioWatch and the Public Health 
System, BioWatch and Public Health Surveillance: Evaluating Systems for the Early Detection of Biological Threats: 

A bbrevtated Version^ National Academies Press, Washington, DC, 2011. 

Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and A Uernatives before 
Proceeding with BioWatch Generational Acquisition^ GAO-12-S10, September 2012. 

The Homeland Security Studies and Analysis Institute and Sandia National Laboratories studies are not publicly available. 
National Research Council, Committee on Effectiveness of National Biosurveillance Systems; BioWatch and the Public Health 
System, Bio Watch and Public Health Surveillance: Evaluating Systems for the Early Detection of Biological Threats: 
Abbreviated Version, National Academies Press, Washington, DC, 2011, p.I. 

A Mission Need Statement is a high-level document whose primary purpose is to clearly define and articulate an identified 
capability need/gap. It describes the mission need in sufficient detail for reviewers to understand the need for the specific 
capabilities required to perform a mission. It is intended to provide the basis on which the reviewers can decide whether to 
initiaiiy authorize an acquisition program or project. 

'*■’ Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and A Uernatives before 
Proceeding with BioWatch Generation-3 Acquisition, GAO-12-8IO, September 2012, p.l8. 

Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives before 
Proceeding with BioWatch Generatton-3 Acquisition, GAO-l2-ilQ, September 2012, p. 41. 

** Goveromen! Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives before 
Proceeding with BioWatch Generation-3 Acquisition, GAO-12-810, September 2012, p. 28. 
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as the NRC had found previously.'’' The extent to which DHS has incorporated the findings of these 
reports into its acquisition decision making process is difficult to assess because these reports are not 
publicly available. 

Intersection with Public Health 

The success of the BioWatch program relies heavily on its use by state and local public health officials, 
who have the primary authority and responsibility for public health decisions in their jurisdiction. The 
confidence of these officials in the performance of existing BioWatch Gen-2 and the potential 
autonomous Gen-3 systems relies on multiple factors, including the robustness of concepts of operation; 
the extent of trust and experience between federal, state, and local stakeholders; and the rigor of the 
detection technology underlying the BioWatch systems. 

Concepts of Operation and Local Jurisdiction Participation 

In the current BioWatch Gen-2 configuration, local jurisdictions, which are the principal responders to a 
BAR, play a key role in the program. (See Figure 1.) They collect and analyze BioWatch samples and 
determine whether a result is positive. Local officials need to have sufficient confidence in the BioWatch 
system to make difficult and potentially economically costly decisions following a positive BioWatch 
result. However, media coverage over the past year has raised questions regarding local jurisdictions’ 
confidence in the current BioWatch Gen-2 system.*® 

If a positive BioWatch result signaled an actual or potential mass exposure to a bioterrorism agent, public 
officials would have to consider a number of potentially high-regret decisions. Those responsible for 
public safety may weigh decisions to close major transportation hubs or cordon off large numbers of 
dwellings or businesses. It falls to public health officials to deteimine if mass medical treatment of 
potentially exposed populations should be carried out, and if they so determine, to carry out this task 
under substantial time pressure. 

The Laboratory Response Network for Bioterrorism (LRN), coordinated by CDC, also supports testing 
for bioterrorism agents. Certain member laboratories (most of them governmental) test both 
environmental samples (e.g., white powders) and clinical samples (e.g., blood). LRN tests are non- 
commercial and are generally developed and delivered by CDC to network participants.*® CDC provides 
ongoing technical support to LRN member laboratories conducting bioterrorism testing. Many of them 
are state and local public health laboratories. BioWatch Gen-2 testing is an LRN activity. 


Government Accountability Office, BiosurveUtancz: DHS Should Reevaluate Mission Need and Alternatives before 
Proceeding with BioWatch Generation-3 Acquisition, G.AO-12'8IO, September 2012, p. 23. 

For example, .see David Willman, “The Biodefender That Cries Wo!f^” Los Angeles Times, July 8, 2032. 

Department of Health and Human Services, Centers for Disease Coairoi and Freventioa, “Facts About the Laboratory 
Resportse Network,” http://errtergeiicy.cdc.gDv/im/faclsheet.asp. 
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Figure I . Role of Jurisdictions in Bio Watch (Gen-2) 
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Source: CRS modified from Government Accountability Office, Shsurveillanct: OHS Should Reevaluate Mission Need and 
Alternatives before Proceeding with SioWotch Geoerotiorv,? Acrjus/tion, GAO* 1 2-8 10, September 2012, p. ii. 


a. Polymerase chain reaction {PCR) is a technique to copy DNA for laboratory testing. 

b. The BioWatch program defines a BAR as one or more PCR-verified positive results from a single BlcWatch detector. 


As noted, in the current BioWatch Gen-2 configuration, local public health officials are generally 
involved in sample analysis. They are, therefore, the first to know if a sample is positive and are actively 
involved in determining whether such a finding signals an actionable incident. Under an autonomous 
analysis system such as BioWatch Gen-3, local officials would no longer be responsible for sample 
analysis; such a change could affect their confidence in BioWatch results. OHA officials told GAO that 
they “want the jurisdictions to have enough confidence in the system that they are willing to take action 
based on positive results from a Gen-3 system without confirmatory laboratory testing.”^ 

Some of the confidence local jurisdictions have in Gen-2 likely arises from their familiarity through 
extensive use of the system. To help instill local confidence in the Gen-3 system DHS told GAO 


they provide guidance to jurisdictions and are in the process of developing a quality assurance process 
to track system performance. Furthermore, these officials anticipate running Gen-2 and Gen-3 
concurrently for up to 6 months in BioWatch jurisdictions, and requiring all candidate technologies to 


Government Accountability Office, Biosurveilltmce: DBS ShauidRgevalmle Mimon Need and Alternatives before 
Proceeding with BioWatch Generation~3 Acquisition, GAO-12-S10, September 2012, p, 38. 
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archive positive samples so that the jurisdictions can run confirmatory laboratory analysis on the 
samples/' 

One of the key possible benefits of Gen-3 technology over Gen-2 technology is the decrease in time 
between the biological release and the signaling of a positive result. However, local officials who lack 
sufficient trust in the results from the autonomous detectors may delay the politically difficult and 
potentially economically costly decisions until the results are confirmed by a methodology in which they 
have greater confidence. Such a course of action could significantly reduce the benefits from acquiring 
Gen-3 technology. Given the importance of local jurisdiction confidence in the new technology, it is 
unclear whether the confidence building efforts DHS has outlined will prove sufficient. 

Assay Performance'^^ 

The decision to conduct mass medical treatment in a potentially exposed population involves 
administering drugs, vaccines, and/or treatments. These are medical (i.e., clinical) decisions. In order to 
assure reliable performance of medical tests, the federal government regulates clinical laboratory testing 
in two ways. The Food and Drug Administration (FDA) requires demonstration of a test’s efficacy in 
routine use in order for the test to be licensed for use. In addition, the Centers for Medicare and Medicaid 
Services (CMS), pursuant to the Clinical Laboratory Improvement Amendments of 1988 (CLIA), certifies 
laboratories that conduct clinical testing as being able to do so reliably.” 

BioWatch assays are not required to confonn to these federal standards, and it is not clear that they could 
conform. A key element in quality assurance, both for test method performance and laboratory 
performance, is assessment of an assay against a “gold standard,” a rigorous test with known performance 
characteristics. Gold standard tests are often too costly, cumbersome, or slow for routine or screening 
uses. Instead they are used to assess the reliability of rapid screening tests, for example, and to confirm 
their findings. In clinical microbiology, testing often involves assays of microbial chemicals or genetic 
material (DNA or RNA) to determine the presence of the organism. The gold standard is subsequent 
growth of the organism (“culture confirmation”), confirming the accuracy of the positive chemical or 
DNA screening test. In the context of BioWatch microbial testing, confirmatory culture is often not 
possible; pathogens may dry out and become non-viable in the sensors. Also, the time required for culture 
confirmation would come at the expense of the early warning capability that is the key purpose of 
BioWatch. 

If the BioWatch assays met an alternate set of meaningful benchmarks, public health decision-makers’ 
trust in the assays could potentially increase, even without the benefits of FDA approval, CLIA oversight, 
and confirmatory testing. The DHS S&T Directorate is interested in developing consensus standards for 
microbial field tests that are intended to be actionable by public .safety officials (i.e., guiding decisions to 
evacuate, close, or cordon) and actionable by public health officials (i.e., guiding decisions regarding 
mass prophylaxis or quarantine.)” Such standards would include general elements, such as a concept of 


Government Accountability Office, Biosurvetllance: DHS Should Reevaluate Mission Need and Alternatives before 
Proceeding rvith BioWatch Generation-3 Acquisition, GAO-12-8It), September 2012, p. 38. 

An assay is an analysis used to determine the presence (and sometimes also die amount) of a chemical or substance of interest 
in a sample. An assay includes both physical components, such as treated filters and liquid reagents, and the procedures used in 
performing the assay. 

P.L. 100-578. See Department of Health and Human Services, Centers for Medicare & Medicaid Services, “Clinical 
Laboratory Improvement Amendments,” http://www.cms.gov/Regu1ations-and-Guidance/Legislation/CLIA/mdex.htniI. 

Department of Homeland Security, Science and Technology Directorate, Framework for a BioThreat Field Response Mission 
Capability, April 5, 2011, p. 7. 
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operations, and specific elements, such as characteristics (e.g., DNA sequences) that definitively identify 
each biothreat agent of interest. 

Acquisition of Next-Generation Systems 

The DHS has attempted to acquire next-generation BioWatch systems since 2009. This acquisition has 
had multiple challenges, including questions regarding the benefits and costs of the system. While DHS 
has received appropriations to acquire a next-generation system, DHS has not yet acquired such a system. 
Instead, most funds have been invested in testing and evaluating prototype systems that did not meet 
system requirements. In this context, policymakers have questioned the evolution of technical analyses 
and requirements and the viability of the current acquisition process. 


BioWatch Gen-3 Costs and Benefits 

The DHS acquisition process, as defined in DHS acquisition management directive 102-01, is a multistep 
process with specific associated acquisition decision events.** DHS acquisition policy requires 
development of certain analysis and documentation for prog-ams with lifecycle costs above specified 
thresholds. Within these requirements are assessments of alternative approaches and estimates of the costs 
and benefits of the proposed acquisition. Even in cases where costs or benefits cannot be quantified, 
“breakeven” or threshold analysis might be performed. As described by the WTiite House Office of 
Information and Regulatory Affairs: 

When quantification and monetiaation are not possible, many agencies have found it both usefcl and 
informative to engage in threshold or “breakeven” analysis. This approach answers the question, 

“How large would the value of the non-quantified benefits have to be for the rule to yield positive net 
benefits?”** 

The GAO has reported that DHS did not fully assess the costs and benefits of the BioWatch Gen-3 
program. The DHS performed a limited cost analysis and did not analyze or identify specific benefits 
beyond those accruing from early detection. The GAO identified that these analyses were limited because 
within DHS “consensus already existed that autonomous detection was the optimal solution,”** A key 
question for policymakers is whether the costs of the Gen-3 acquisition, or even the BioWatch program as 
a whole, are worth the benefits received. 


Costs 

The BioWatch Gen-3 acquisition has had challenges regarding the program’s overall costs and 
maintaining target cost goals. The GAO has reported that key DHS goals for the BioWatch Gen-3 
program included “to deploy in all major cities an autonomous BioWatch detection device reducing the 
operating cost per site by more than 50 percent and warning time to less than 6 hours.”*' The detection 


” Department of Homeland SecuriQ', Acquisition Management Directiyfe, 102-01, undated, 

http://\^ww,dhs.gov/x]ibrary/as5ets/foia/nignit_directive_102'01__acquisition_man^ement_directive.pdf. 

Office of Information and Regulatory Affairs, The White Regulatory Impact Analysis: A Primer, undated, 

http://www.whitehouse.gov/siles/defauit/fiies/omb/ioforeg/regpol/drcular-a-4_regulatoiy'impact-analysis-a-primer.pdf. See also 

U-S. Office of Management and Budget, Circular A-4, September 17, 2003. 

Government Accountability Office, Biosurveillance: DHS Should Ree)Kilmte Mission Need and Alternatives before 
Proceeding with BioWatch Generations Acquisition, GAO-12-810, September 20 12, p. 20. 

Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives before 
(continued...) 
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system tested by the BioWatch Gen-3 program does not reduce the operating cost per detector. 
Consequently, replacing BioWatch Gen-2 systems with an equivalent number of BioWatch Gen-3 systems 
would itself lead to a more expensive BioWatch program. 

In addition, GAO reports that DHS plans to increase both the number of BioWatch jurisdictions and the 
number of detectors per jurisdiction. Thus, the envisioned BioWatch Gen-3 program would deploy a 
greater number of detectors than currently deployed under Gen-2. The GAO asserts this deployment 
would have a Gen-3 annual operating cost approximately four times greater than the current BioWatch 
Gen-2 program.^’ 

Further, the estimated lifecycle costs of the BioWatch Gen-3 program increased between 2009 and 2011 
from $2. 1 billion to $5.8 billion.^ According to the GAO, prior cost estimates “did not account for risk 
and uncertainty, and it was not based on the work breakdown structure for Gen-3 and as such, DHS did 
not have assurance that it captured all relevant costs.”*' In contrast to the estimate from 2009, the 201 1 
estimate captures relevant costs, includes the full expected lifecycle of the Gen-3 system, and is adjusted 
for risk and uncertainty.*^ The $5.8 billion estimate in 201 1 has an 80% confidence level, meaning there is 
an 80% likelihood that the lifecycle cost will not exceed $5,8 billion.® For comparison purposes, DHS 
provides an estimate at the 28% confidence level that the lifecycle cost will not exceed $3.8 billion. 

Benefits 

The GAO found that DHS planning documents for BioWatch Gen-3, specifically the Analysis of 
Alternatives, failed to “identify any benefits of investment beyond the assumption — inherent in its focus 
on increasing the number of detection cycles per day — ^that earlier detection has the potential to save lives 
and limit economic loss, a basic and accepted principle for all enhanced surveillance efforts.”** The GAO 
identified at least four metrics that DHS could include in estimates of the benefits of acquiring, deploying, 
and operating the BioWatch Gen-3 system: 

• risk reduction per additional BioWatch jurisdiction; 

• risk reduction per fraction of U.S. population covered; 

• risk reduction per fraction of BioWatch jurisdiction population covered; and 
o risk reduction per hour of detection time. 


(...continued) 

Proceeding wUh BioWatch Generaiion-3 Acquisition, GAO-1 2-810, September 2012, p, 16. 

Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Heed arid Alternatives before 
Proceeding with BioWatch Generations Acquisition, GAO-12-8IO. September 2012, p. 22. 

Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Aliernaiives before 
Proceeding with BioWatch Generation-3 Acquisition, GAO-I2-810, September 2012, p. 26. 

Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives before 
Proceeding with BioWatch Generations Acquisition, GAO-12-81(^ September 20 1 2, p. 30. 

Note the 2011 cost estimate considers costs through FY2028, w^iiie the 2009 cost estimate considers costs through FY2020 
(Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives before Proceeding 
with BioWatch Generation-3 Acquisition, GAO*!2-810, September 2012, p. 31). 

Government Accountability Oflice, Biosurveillance: DHS ShouM Reevaluate Mission Need and Alternatives before 
Proceeding with BioWatch Generation-3 Acquisition, GAO-12-810, September 2012, p. 26. 

Government Accountability OfSce, Biosurveillance: DHS Shotdd Reevaluate Mission Need and Alternatives before 
Proceeding with BioWatch Generation-3 Acquisition, GAO-12-810, September 2012, p. 38. 
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The DHS might take other approaches to estimating benefits, such as determining the results from various 
attack scenarios, determining the beneficial impacts arising from the presence of the BioWatch system, 
and attempting to convert these benefits into monetary terms. The U,S. Coast Guard took such an 
approach, for example, when determining the benefits from mandating implementation of electronic 
Transportation Worker Identification Credential (TWIC) readers.^ 

Another potential factor for policymaker consideration is the increasing age of the BioWatch Gen-2 
systems. The DHS deployed BioWatch systems beginning in 2003, and these systems may be reaching or 
surpassing their expected life-span. In general, as systems approach their design life-span, operation and 
maintenance costs increase. Often, replacement of these systems becomes more cost-effective, over the 
long term, than continued maintenance of aging systems. A potential benefit from deploying a BioWatch 
Gen-3 system would be the avoided cost of recapitalizing Bio%’atch Gen-2 systems. The DHS has not 
publicized the contents of the program AoA to be completed in 2003, its range of costs and benefits 
considered, and the alternatives analyzed. 

Requests for Proposals 

The DHS effort to acquire a BioWatch Gen-3 system that meets the technical requirements established by 
OHA has relied on a series of DHS requests for information and proposals from vendors that have 
systems that might meet the Gen-3 technical requirements. Few vendors have participated, and Congress 
has expressed concern regarding the range of competition present in BioWatch Gen-3 acquisition.® In 
addition, DHS has delayed acquisition and deployment of BioWatch Gen-3 systems as the program has 
evolved. 

Initially, DHS identified a two-phase approach to acquiring a BioWatch Gen-3 system. First, DHS would 
engage in independent testing of multiple bio-detectors. Then, following that testing, DHS would issue a 
single acquisition contract for the successful Gen-3 technology. The DHS began the first phase 
(Independent Testing of Bio-detectors) of the BioWatch Gen-3 acquisition in 2009.” Five vendors 
responded to the DHS request for proposals (RFP), and DHS provided contracts to two of them. 

Following the testing and evaluation of these candidate systems, neither system met all key performance 
parameters required for the Gen-3 acquisition. Only one system, the Next-Generation Automated 
Detection System (NG-ADS), completed the first round of testing and remains a potential candidate 
technology. 

In February 2011 , DHS issued a new request for information (RFl) regarding vendors with systems able 
to provide BioWatch Gen-3 capabilities.** According to then-DHS Assistant Secretary for Health Affairs 
and Chief Medical Officer Alexander Garza, replies from the RFI indicated that two vendors might have 
systems capable of responding to a request for proposals.** 


78 Federal Register 17782-17833 (March 22, 2013), at 17821-17824. See also U.S. Coast Guard, Transportation Worker 
Identification Credential (TWIC) - Reader Requirements Notice of Proposed Rulemaking Preliminary Regulatory Analysis atui 
Initial Regulatory Flexibility Analysis, USCG-2007-28915, February 2013. 

House Committee on Homeland Security, Subcommittee on Emergency Preparedness, Response, and Communications, 
“Ensuring Effective Preparedness Responses and Recovery for Events Impacting Health Security,” Serial No. 1 1 2-12, March 17, 
2011, p. 19. 

Department of Homeland Security, BioWatch Gen-3 Industry Day, Mzzch 6, 2009. 

Department ofHomeland Security, DHS BioWaichGenS -Phase 11, PHASEIIRFI-2172011, February J7. 2GU. 

House Committee on Homeland Security, Subcommittee on Emergency Preparedness, Response, and Communications, 
“Ensuring Effective Preparedness Responses and Recovery for Events Impacting Healtii Security,” Serial No. 112-12, March 17, 
(continued...) 
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In August 2011, DHS issued a draft RFP for the second phase (System Production, Deployment, 
Operations, Supply Support, and Maintenance) of the Gen-3 acquisition. Under the draft RFP, DHS 
would issue a single contract for a technology that met the operation requirements for the Gen-3 system. 
At that time, DHS expected to issue a final Request for Proposals (RFP) in October 2011 and award 
acquisition contracts in May 20 1 2.’“ The DHS testified that it considered this acquisition “low risk 
because of the technology maturity required to be accepted.”” 

In September 2012, DHS revised its acquisition strategy to include a two-step competitive process rather 
than issuing a single contract. Under this two-step process, candidate technologies would undergo a round 
of performance testing, similar to that engaged in during 2010-201 1 as part of the first acquisition phase. 
Following this testing, DHS would issue an acquisition contract. In January 2013, DHS issued a new draft 
RFP as part of the two-step competitive process. The DHS expects to release a final RFP and contract in 
the third quarter of FY20 1 3.” According to GAO, DHS would begin deployment of Gen-3 systems in 
2016.” 

Some policymakers may question the appropriateness of the Gen-3 requirements given the extent of 
industry participation in the RFP process and the lack of successful candidate systems. Few industry 
participants may indicate too stringent requirements that outstrip current capabilities. Some policymakers 
may question the repeated delays in the Gen-3 acquisition timeline and the impacts of these changes in 
acquisition strategy. 

Technical Requirements 

The technical requirements for the Oen-3 detectors, known as Key Performance Parameters (KPPs), have 
changed over time. These KPPs are the threshold requirements, or the minimum standard DHS 
determined that candidate technologies had to meet to achieve the program goal. In the 2008 Operational 
Requirements Document, the minimum requirements for Bio Watch Gen-3 included the detection of 6 
different agents at 10 particles per cubic meter and a false positive rate of 1 in 100 million.” According to 
the GAO, in 2009 the Gen-3 KPPs included the detection of fewer agents (5), at the higher concentration, 
(60 particles per cubic meter) and higher false positive rate (1 in 10 million). According to GAO, OHA is 
making additional changes to the Gen-3 KPPs following the failure of the candidate system to meet some 
KPPs during testing in 2010 and 2011.” According to GAO, the candidate system did not meet the 
pathogen sensitivity requirement and required more frequent maintenance than planned.” 


(...continued) 

2011, p. 19. 

Department of Homeland Security, Bio Watch Cen-S Phase lllndustry Day, September 1 2, 20! 1 . 

House Committee on Homeland Security, Subcommittee on Emergency Preparedness, Response, and Communications, 
“Ensuring Effective Preparedness Responses and Recovery for Events Impacting Health Security.” Serial No. 112-12, March 17, 
2011, p, 19. 

^ Department of Homeland Security, Bio Watch Gen-3 Phase II, Stage 1 Peesalicitation and Draft Request for Proposal, 
HSHQDC-13-R-00026, Fcbraary 8, 2013. 

Government Accountability Oftice, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives before 
Proceeding with BioWatch Generation-3 Acquisition, GAO-12-810, September 2012, p. 26. 

” Office of Health Affairs. BioWatch Gen-3 Detection System Operational Requirements Document, January 24, 2008. 

” Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives before 
Proceeding with BioWatch Generation-} Acquisition, GAO-12-810, September 20 1 2, p.48. 

” Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives before 
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86 


Congressional Research Service 


17 


To date, DHS has based its acquisition decisions on analyses using technical requirements more stringent 
than the current ones. It is not clear how the more easily achievable standards will affect the DHS 
analysis. A sufficient reduction in the Gen-3 system’s detection capability could reduce the benefits of the 
system enough that other alternative solutions become acceptable to DHS. Similarly, increased system 
operating costs caused by more frequent maintenance could shift cost considerations to favor other 
alternatives. The DHS has not stated whether the ongoing Analysis of Alternatives due in fall 2013 relies 
on new or preexisting requirements. 

The G AO raised issues with regard to DHS testing for some of the KPPs, ITte GAO stated that legal 
restrictions prevented DHS from testing one of the BioWatch agents (GAO did not identify the particular 
agent in its publicly available report). Another KPP that would be difficult to test prior to acquisition 
decisions is the probability of false positives. To test that a detector would not signal the presence of an 
agent when none was present less than once per 10 million tests would require 33.5 years.” Policymakers 
may question the utility of such untestable requirements and the implications of basing acquisition 
decisions on them. 

Coordination ofR&D and Acquisition 

Initially. DHS received appropriations for the BioWatch program in the S&T Directorate, which operated 
BioWatch systems and attempted to develop the next-generation successor to it. Following the creation of 
OHA, Congress provided appropriations to both the S&T Directorate, for R&D of biological detectors, 
and OHA, for operation of the BioWatch program and acquisition of Gen-3. 

The S&T Directorate did not present BioWatch operations funding separately in its budget request. 
According to the DHS Office of Legislative Affairs, the S&T Directorate spent approximately $160 
million between FY2004 and FY2008 to develop potential BioWatch Gen-3 systems.^' One technology 
developed by the S&T Directorate, called the Bioagent Autonomous Network Detector (BAND), 
competed to be a BioWatch Gen-3 candidate technology but did not meet the required performance 
measures.™ 

The GAO estimates that OHA spent $104 million on BioWatch Gen-3 acquisition from FY 2007 to 
FY20 1 1 , approximately 27% of its total BioWatch funding for that time period.® In addition to operating 
and maintaining BioWatch Gen-2 systems, the OHA also deployed an interim BioWatch solution, the 
Autonomous Pathogen Detection System (APDS), sometimes referred to as BioWatch Gen-2.5. The DHS 
halted the APDS pilot deployment when the APDS began malfunctioning in the field.®' The remainii® 
BioWatch Gen-3 candidate technology under consideration is the Next-Generation Automated Detection 
System (NG-ADS), a system based upon the Autonomous Pathogen Detection System (APDS). 

Policymakers may identify this situation as a problem in coordination and sharing expertise and technical 
knowledge between the S&T Directorate and OHA. Some policymakers may question the investments 


Government Accountability Office. Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives before 
Proceeding with BioWatch Generation‘3 Acquisition, September 2012, p. 48. 

Personal communication between CRS and DHS Office of Legislative Affiiirs, August 13, 2012. 

’’ Government Accountability Office, Biosurveillance: DHS Should Reevaktats Mission Need and Alternatives before 
Proceeding with BioWatch Generation-3 Acquisition, GAO-12-810, September 2012, p. 46. 

Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives before 
Proceedingwith BioWatch Generation-3 Acquisition, GAO-12-810, September 2012, p. 38. 

Spencer S. Hsu, “U,S. Halts Pilot Program in New York to Detect Biologicai Attacks,” Washington Post, May 7, 2009. 
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made by the S&T Directorate regarding Gen-3 BioWatch, While the S&T Directorate attempted to 
develop a BioWatch replacement system, its investments did not lead to a successor system. In this light, 
policymakers may assess this as an R&D failure, with the S&T Directorate failing to incorporate 
operational requirements into its R&D activities. Similarly, policymakers may question the investments 
made by OHA. While the OH.A has spent at least $104 million on Gen-3 acquisition,*^ no system has met 
the technical requirements established by OHA. Some policymakers might perceive this as an overly 
optimistic assessment by OHA of the maturity and c^bilities of existing technology. 

If you have further questions, please feel free to contact any of the authors directly. 


“ Government AccMontabilily Office, Biosurvelllmce: DHS Should Reevaluale Mission Meed andAltematives before 
Proceedmgwdh BioWatch Generation-3 AcguisUion, GAO-t2-SIO, September 2012, Highlights page. 
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The biodefender that cries wolf 

The Department of Homeland Security's BioWatch air samplers, meant to detect 
a terrorist biological attack, have been plagued by false alarms and other failures. 

By David Willman, Los Angeles Times 

July 8, 2012 

DENVER — As Chris Lindley drove to work that 
morning in August 2008, a call set his heart pounding. 

The Democratic National Convention was being held 
in Denver, and Barack Obama was to accept his 
party's presidential nomination before a crowd of 
80,000 people that night. 

The phone call was from one of Lindley's colleagues 
at Colorado’s emergency preparedness agency. The 
deadly bacterium that causes tularemia — long feared 
as a possible biological weapon — had been detected 
at the convention site. 


Should they order an evacuation, the state officials 
wondered? Send inspectors in moon suits? Distribute anbbiotics? Delay or move Obama's speech? 

Another question loomed: Could they trust the source of the alert, a billion-dollar government system 
for detecting biological attacks known as BioWatch? 

Six tense hours later, Lindley and his colleagues had reached a verdict: false alarm. 

BioWatch had failed — again. 

President George W. Bush announced the system's deployment in his 2003 State of the Union 
address, saying it would "protect our people and our homeland." Since then, BioWatch air samplers 
have been installed inconspicuously at street level and atop buildings in cities across the country — 
ready, in theory, to detect pathogens that cause anthrax, tularemia, smallpox, plague and other deadly 
diseases. 

But the system has not lived up to its billing. It has repeatedly cried wolf, producing dozens of false 
alarms in Los Angeles, Detroit, St. Louis, Phoenix, San Diego, the San Francisco Bay Area and 
elsewhere, a Los Angeles Times investigation found. 


gdverlis-ortH'jH 
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Worse, BioWatch cannot be counted on to detect a real attack, according to confidential government 
test results and computer modeling. 

The false alarms have threatened to disrupt not only the 2008 Democratic convention, but also the 
2004 and 2008 Super Bowls and the 2006 National League baseball playoffs. In 2005, a false alarm in 
Washington prompted officials to consider closing the National Mall. 

Federal agencies documented 56 BioWatch false alarms — most of them never disclosed to the public 
— through 2008. More followed. 

The ultimate verdict on BioWatch is that state and local health officials have shown no confidence in 
it. Not once have they ordered evacuations or distributed emergency medicines in response to a 
positive reading. 

Federal officials have not established the cause of the false alarm.s, but scientists familiar with 
BioWatch say they appear to stem from its inability to distinguish between dangerous pathogens and 
closely related but nonlethal germs. 

BioWatch has yet to face an actual biological attack. Field tests and computer modeling, however, 
suggest it would have difficulty detecting one. 

In an attack by terrorists or a rogue state, disease organisms could well be widely dispersed, at 
concentrations too low to trigger BioWatch but high enough to infect thousands of people, according 
to scientists with knowledge of the test data who spoke on condition of anonymity. 

Even in a massive release, air currents would scatter the germs in unpredictable ways. Huge numbers 
of air samplers would have to be deployed to reliably detect an attack in a given area, the scientists 
said. 

Many who have worked with BioWatch — from the Army general who oversaw its initial 
deployment to state and local health officials who have seen its repeated failures up close — call it ill- 
conceived or unworkable. 

"I can't find anyone in my peer group who believes in BioWatch," said Dr. Ned Calonge, chief 
medical officer for the Colorado Department of Public Health and Environment from 2002 to 2010. 

"The only times it goes off, it's wrong. I just think it's a colossal waste of money. It's a stupid 
program." 

Officials at the Centers for Disease Control and Prevention, the federal agency that would be chiefly 
responsible for rushing medications to the site of an attack, told White House aides at a meeting Nov. 
21 that they would not do so unless a BioWatch warning was confirmed by follow-up sampling and 
analysis, several attendees said in interviews. 

Those extra steps would undercut Bio Watch's rationale: to enable swift treatment of those exposed. 

Federal officials also have shelved long-standing plans to expand the system to the nation's airports 
for fear that false alarms could trigger evacuations of terminals, grounding of flights and needless 
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panic, 

BioWatch was developed by U.S. national laboratories and government contractors and is overseen 
by the Department of Homeland Security. Department ofiicials insist that the system’s many alerts 
were not false alarms, Each time, BioWatch accurately detected some organism in the environment, 
even if it was not the result of an attack and posed no threat to the public, officials said. 

At the same time, department officials have assured Congress that newer technology will make 
BioWatch more reliable and cheaper to operate. 

The current samplers are vacuum-powered collection devices, about the size of an office printer, that 
pull air through filters that trap any airborne materials. In more than 30 cities each day, technicians 
collect the filters and deliver them to state or local health labs for genetic analysis. Lab personnel look 
for DNA matches with at least half a dozen targeted pathogens. 

The new, larger units would be automated labs in a box. Samples could be analyzed far more quickly 
and with no need for manual collection. 

Buying and operating the new technology, known as Generation 3, would cost about $3.1 billion over 
the next five years, on top of the roughly $ 1 billion that BioWatch already has cost taxpayers. The 
Obama administration is weighing whether to award a multiyear contract. 

Generation 3 "is imperative to saving thousands of lives," Dr. Alexander Garza, Homeland Security's 
chief medical officer, told a House subcommittee on March 29. 

But field and lab tests of automated units have raised doubts about their effectiveness. A prototype 
installed in the New York subway system in 2007 and 2008 produced multiple false readings, 
according to interviews with scientists. Reid tests last year in Chicago found that a second prototype 
could not operate independently for more than a week at a time. 

Most worrisome, testing at the Pacific Northwest National Laboratory in Washington state and at the 
Army's Dugway Proving Ground in Utah found that Generation 3 units could detect a biological agent 
only if exposed to extremely high concentrations; hundreds of thousands of organisms per cubic meter 
of air over a six-hour period. 

Most of die pathogens targeted by BioWatch, scientists said, can cause sickness or death at much 
lower levels. 

A confidential Homeland Security analysis prepared in January said these "failures were so 
significant" that the department had proposed that Northrop Grumman Corp., the leading competitor 
for the Generation 3 contract, make "major engineering modifications." 

A spokesman for the department, Peter Boogaard, defended the performance of BioWatch. 
Responding to written questions, he said the department "takes all precautions necessary to minimize 
the occurrence of both false positive and false negative results." 

"Rigorous testing and evaluation" will guide the department's decisions about whether to buy the 
Generation 3 technology, he said. 
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Representatives of Northrop Grumman said in interviews that some test results had prompted efforts 
to improve the automated units' sensitivity and overall performance. 

"We had an issue that affected the consistency of the performance of the system," said Dave Tilles, 
the company's project director. "We resolved it. We fixed it.... We feel like we're ready for the next 
phase of the program." 

In congressional testimony, officials responsible for BioWatch in both the Bush and Obama 
administrations have made only fleeting references to the system's documented failures. 

"BioWatch, as you know, has been an enormous success story," Jay M. Cohen, a Homeland Security 
undersecretary, told a House subcommittee in 2007. 

In June 2009, Homeland Security's then-chief medical officer. Dr. Jon Krohmer, told a House panel: 
"Without these detectors, the nation has no ability to detect biological attacks until individuals start to 
show clinical symptoms." Without BioWatch, "needless deaths" could result, he said. 

Garza, the current chief medical officer, was asked during his March 29 testimony whether 
Generation 3 was on track. "My professional opinion is, it's right where it needs to be," he said. 

After hearing such assurances, bipartisan majorities of Congress have unfailingly supported additional 
spending for BioWatch. 

Olympic prototype 

The problems inherent in what would become BioWatch appeared early. 

In February 2002, scientists and technicians from Lawrence Livermore National Laboratory deployed 
a prototype in and around Salt Lake City in preparation for the Winter Olympics. The scientists were 
aware that false alarms could "cause immense disruptions and panic" and were determined to prevent 
them, they later wrote in the lab's quarterly magazine. 

Sixteen air samplers were positioned at Olympic venues, as well as in downtown Salt Lake City and 
at the airport. About 5:30 p.m. on Feb, 12, a sample from the airport's C concourse tested positive for 
anthrax. 

Utah Gov. Mike Leavitt was at an Olympic figure skating competition when the state's public .safety 
director. Bob Flowers, called with the news. 

"He told me that they had a positive lead on anthrax at the airport," Leavitt recalled. "I asked if they'd 
retested it. He said they had — not just once, but four times. And each time it tested positive." 

The Olympics marked the first major international gathering since the Sept. 11, 2001, airliner 
hijackings and the deadly anthrax mailings that fail. 

"It didn't take a lot of imagination to say, 'This could be the real thing,"' Leavitt said. 

But sealing off the airport would disrupt the Olympics. And "the federal government would have 
stopped transportation all over the country," as it had after Sept. 1 1 , Leavitt said. 
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Leavitt ordered hazardous-materials crews to stand by at the airport, though without lights and sirens 
or conspicuous protective gear. 

"He was ready to close the airport and call the National Guard,” recalled Richard Meyer, then a 
federal scientist assisting with the detection technology at the Olympics. 

After consulting Meyer and other officials, Leavitt decided to wait until a final round of testing was 
completed. By 9 p.m., when the results were negative, the governor decided not to order any further 
response. 

"It was a false positive," Leavitt said. "But it was a live-fire exercise, I'll tell you that." 

Pressing ahead 

The implication — that BioWatch could deliver a highly disruptive false alarm — went unheeded. 

After the Olympics, Meyer and others who had worked with the air samplers attended meetings at the 
Pentagon, where Deputy Defense Secretary Paul D. Wolfowjtz was building a case for rapidly 
deploying the technology nationwide. 

On Jan. 28, 2003, Bush unveiled BioWatch in his State of the Union address, calling it "the nation's 
first early-warning network of sensors to detect biological attack.” 

The next month, a group of science and technology advisors to the Defense Department, including 
Sidney Drell, the noted Stanford University physicist, expressed surprise that "no formal study has 
been undertaken" of the Salt Lake City incident. The cause of that false alarm has never been 
identified. 

"It is not realistic to undertake a nationwide, blanket deployment of biosensors," the advisory panel, 
named the JASON group, concluded. 

The warning was ignored in the rush to deploy BioWatch. Administration officials also disbanded a 
separate working group of prominent scientists with expertise in the pathogens. 

That group, established by the Pentagon, had been working to determine how often certain germs 
appear in nature, members of the panel said in interviews. The answer would be key to avoiding false 
alarms. The idea was to establish a baseline to distinguish between the natural presence of disease 
organisms and an attack. 

The failure to conduct that work has hobbled the system ever since, particularly in regard to tularemia, 
which has been involved in nearly all of Bio Watch's false alarms. 

The bacterium that causes tularemia, or rabbit fever, got its formal name, Francisella tularensis, after 
being found in squirrels in the early 20th century in Central California's Tulare County. About 200 
naturally occurring infections in humans are reported every year in the U.S. The disease can be deadly 
but is readily curable when treated promptly with antibiotics. 

Before BioWatch, scientists knew that the tularemia bacterium existed in soil and water. What the 
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scientists who designed BioWatch did not know — because the fieldwork wasn't done — was that 
nature is rife with close cousins to it. 

The false alarms for tularemia appear to have been triggered by those nonlethal cousins, according to 
scientists with knowledge of the system. 

That BioWatch is sensitive enough to register repeated false alarms but not sensitive enough to 
reliably detect an attack may seem contradictory. But the two tasks involve different challenges. 

Any detection system is likely to encounter naturally occurring organisms like the tularemia 
bacterium and its cousins. Those encounters have the potential to trigger alerts unless the system can 
distinguish between benign organisms and harmful ones. 

Detecting an attack requires a system that is not only discriminating but also highly sensitive — to 
guarantee that it won't miss traces of deadly germs that might have been dispersed over a large area. 

BioWatch is neither discriminating enough for the one task nor sensitive enough for the other. 

The system's inherent flaws and the missing scientific work did not slow its deployment. After Bush's 
speech, the White House assigned Army Maj. Gen. Stephen Reeves, whose office was responsible for 
developing defenses against chemical and biological attacks, to get BioWatch up and running. 

Over the previous year, Reeves had overseen placement of units similar to the BioWatch samplers 
throughout the Washington area, including the Pentagon, where several false alarms for anthrax and 
plague later occurred. 

Based on that work and computer modeling of the technology's capabilities, Reeves did not see how 
BioWatch could reliably detect attacks smaller than, for example, a mass-volume spraying from a 
crop duster. 

Nevertheless, the priority was to cany out Bush's directive, swiftly. 

"In the senior-level discussions, the issue of efficacy really wasn't on the table," recalled Reeves, who 
has since retired from the Army. "It was get it done, tell the president we did good, tell the nation that 
they're protected. ... I thought at the time this was good PR, to calm the nation dovm. But an effective 
system? Not a chance." 

Why no illness? 

It wasn't long before there was a false alarm. Over a three-day period in October 2003, three 
BioWatch units detected the tularemia bacterium in Houston. 

Public health officials were puzzled: The region's hospitals were not reporting anyone sick with the 
disease. 

Dr. Mary desVignes-Kendrick, the city's health director, wanted to question hospital officials in detail 
to make sure early symptoms of tularemia were not being missed or masked by a flu outbreak. But to 
desVignes-Kendrick's dismay. Homeland Security officials told her not to tell the doctors and nurses 
what she was looking for. 
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"We were hampered by how much we could share on this quote-unquote secret initiative," she said. 
After a week, it was clear that the Bio Watch alarm was false. 

In early 2004, on the eve of the Super Bowl in Houston, BioWatch once again signaled tularemia, 
desVignes-Kendrick said. The sample was from a location two blocks from Reliant Stadium, where 
the game was to be played Feb. 1 . 

DesVignes-Kendrick was skeptical but she and other officials again checked with hospitals before 
dismissing the warning as another false alarm. The football game was played without interruption. 

Nonetheless, three weeks later, Charles E. McQueary, then Homeland Security's undersecretary for 
science and technology, told a House subcommittee that BioWatch was performing flawlessly. 

"I am very pleased with the manner in which BioWatch has worked," he said. "We've had well over 
half a million samples that have been taken by those sensors. We have yet to have our first false 
alarm." 

Asked in an interview about that statement, McQueary said his denial of any false alarm was based on 
his belief that the tularemia bacterium had been detected in Houston, albeit not from an attack. 

"You can't tell the machine, 'I only want you to detect the one that comes from a terrorist,'" he said. 

Whether the Houston alarms involved actual tularemia has never been determined, but researchers 
later reported the presence of benign relatives of the pathogen in the metropolitan area. 

Fear in the capital 

In late September 2005, nearly two years after the first cluster of false alarms in Houston, analysis of 
filters from BioWatch units on and near the National Mall in Washington indicated the presence of 
tularemia. Tens of thousands of people had visited the Mall that weekend for a book festival and a 
protest against the Iraq War. Anyone who had been infected would need antibiotics promptly. 

For days, officials from the White House and Homeland Security and other federal agencies privately 
discussed whether to assume the signal was another false alarm and do nothing, or quarantine the 
Mall and urge those who had been there to get checked for tularemia. 

As they waited for further tests, federal officials decided not to alert local healthcare providers to be 
on the lookout for symptoms, for fear of creating a panic. Homeland Security officials now say 
findings from lab analysis of the filters did not meet BioWatch standards for declaring an alert. 

Six days after the first results, however, CDC scientists broke ranks and began alerting hospitals and 
clinics. That was little help to visitors who already had left town, however. 

"There were 100 people on one conference call — scientists from all over, public health officials — 
trying to sort out what it meant," recalled Dr. Gregg Pane, director of Washington's health department 
at the time. 
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Discussing the incident soon thereafter, Jeflrey Stiefel, then chief BioWatch administrator for 
Homeland Security, said agency officials were keenly aware that false alarms could damage the 
system's credibility. 

"If I tell a city that they've got a biological event, and it's not a biological event, you no longer trust 
that system, and the system is useless," Stiefel said on videotape at a biodefense seminar at the 
National Institutes of Health on Oct. 6, 2005. "It has to have a high reliability." 

Ultimately, no one turned up sick with tularemia. 

Culture of silence 

Homeland Security officials have said little publicly about the false positives. And, citing national 
security and the classification of information, they have insisted that their local counterparts remain 
mum as well. 

Dr. Jonathan Fielding, Los Angeles County's public health director, whose department has presided 
over several BioWatch false positives, referred questions to Homeland Security officials. 

Dr. Takashi Wada, health officer for Pasadena from 2003 to 2010, was guarded in discussing the 
BioWatch false positive that occurred on his watch. Wada confirmed that the detection was made, in 
February 2007, but would not say where in the 23-square-mile city. 

"We've been told not to discuss it," he said in an interview. 

Dr. Karen Relucio, medical director for the San Mateo County Health Department, acknowledged 
there was a false positive there in 2008, but declined to elaborate. "I'm not sure it's OK for me to talk 
about that," said Relucio, who referred further questions to officials in Washington. 

In Arizona, officials kept quiet when BioWatch air samplers detected the anthrax pathogen at Super 
Bowl XLII in February 2008. 

Nothing had turned up when technicians checked the enclosed University of Phoenix Stadium before 
kickoff. But airborne material collected during the first half of the game tested positive for anthrax, 
said Lt. Col. Jack W. Beasley Jr., chief of the Arizona National Guard's weapons of mass destmction 
unit. 

The Guard rushed some of the genetic material to the state's central BioWatch lab in Phoenix for 
further testing. Federal and state officials convened a 2 a.m. conference call, only to be told that it was 
another false alarm. 

Although it never made the news, the incident "caused quite a stir," Beasley said. 

The director of the state lab, Victor Waddell, said he had been instructed by Homeland Security 
officials not to discuss the test results. "That's considered national security," he said. 

The dreaded call 

In the months before the 2008 Democratic National Convention, local, state and federal officials 
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planned for a worst-case event in Denver, including a biological attack. 

Shortly before 9 a.m. on Aug. 28, the convention’s final day, that frightening scenario seemed to have 
come true. That's when Chris Lindley, of the Colorado health department, got the phone call from a 
colleague, saying Bio Watch had detected the tularemia pathogen at the convention site. 

Lindley, an epidemiologist who had led a team of Army preventive-medicine specialists in Iraq, had 
faced crises, but nothing like a bioterrorism attack. Within minutes, chief medical officer Ned 
Calonge arrived. 

Calonge had little faith in BioWatch, A couple of years earlier, the health department had been turned 
upside down responding to what turned out to be a false alarm for Brucella, a bacterium that primarily 
affects cattle, on Denver's western outskirts. 

"The idea behind BioWatch — that you could put out these ambient air filters and they would provide 
you with the information to save people exposed to a biological attack — it's a concept that you could 
only put together in theory," Calonge said in an interview. "It's a poorly conceived strategy for doing 
early detection that is inherently going to pick up false positives." 

Lindley and his team arranged a conference call with scores of officials, including representatives 
from Homeland Security, the Environmental Protection Agency, the Department of Health and 
Human Services, the Secret Service and the White House. 

None of the BioWatch samplers operated by the state had registered a positive, and no unusual cases 
of infection appeared to have been diagnosed at area hospitals, Lindley said. 

The alert had come from a Secret Service-installed sampler on the grounds of the arena where the 
convention was taking place. The unit was next to an area filled with satellite trucks broadcasting live 
news reports on the Democratic gathering. Soon, thousands of conventioneers would be walking from 
Pepsi Center to nearby Invesco Field to hear Obama's acceptance speech. 

Had Lindley and Calonge been asked, they said in interviews, they wouldn't have put the BioWatch 
unit at this spot, where foot and vehicle traffic could stir up dust and contaminants that might set off a 
false alarm. As it turned out, a shade tree 12 yards from the sampler had attracted squirrels, potential 
carriers of tularemia. 

The location neat the media trailers posed another problem: how to conduct additional tests without 
setting off a panic. 

EPA officials "said on the phone, 'We have a team standing by, ready to go,'" Lindley recalled. But 
the technicians would have to wear elaborate protective gear. 

The sight of emergency responders in moon suits "would have derailed the convention," Calonge said. 
On the other hand, sending personnel in street clothes would risk exposing them to the pathogen. 

"This was the biggest decision we ever had to make," Lindley said. 

When the conference call resumed, Lindley said the state would collect its own samples, without 
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using conspicuous safety gear. "No one was willing to say, 'That's the right response, Colorado,"' 
Lindley recalled. "Everybody was frozen. We were on our own." 

State workers discreetly gathered samples of soil, water and other items for immediate DNA analysis. 
No pathogen was found. 

At 3 p.m., Lindley told participants in another national conference call that his agency was satisfied 
there was no threat. "1 said: 'We are doing no more sampling. We are closing up this issue,'" Lindley 
recalled. 

Lindley and Calonge, having staked their reputations on not believing BioWatch, were vindicated: 
Barack Obama gave his acceptance speech on schedule. No one turned up sick with tularemia. And, 
to their surprise, news of the false alarm never became public. 

'An opportunity' 

Officials responsible for BioWatch insist that the false alarms, which they refer to as "BioWatch 
actionable results," or BARs, have been beneficial. 

Each incident "has provided local, state and federal government personnel an opportunity to exercise 
its preparedness plans and coordination activities," three senior Homeland Security BioWatch 
administrators told a House subcommittee in a statement in July 2008. "These real-world events have 
been a catalyst for collaboration." 

Biologist David M. Engelthaler, who led responses to several BioWatch false positives while serving 
as Arizona's bioterrorism coordinator, is one of the many public health officials who see it differently. 

"A Homeland Security or national security pipe dream," he said, "became our nightmare." 

david.wiUman@latimes.com 

Copyright © 2013, Los Angeles Times 
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BioWatch technology couldn’t detect lethal germs, tests found 


Scientists say the U.S. biological defense system relied on kits that were far less 
able to help detect lethal germs than officials thought. 


By David Willman 

8:44 AM PDT, October 22, 2012 


Washington 


WASHINGTON — For tw'o years, the nationwide 
BioWatch system, intended to protect Americans 
against a biological attack, operated with defective 
components that left it unable to detect lethal germs, 
according to scientists with direct knowledge of the 
matter. 

The federal official who oversaw installation of the 
components was quietly shifted to a position vvith no 
responsibility for BioWatch, and the entire episode 
was kept out of public view. 
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The U.S. Department of Homeland Security, which oversees BioWatch, opened an internal 
investigation, whose status remains confidential. 

FULL COVERAGE: BioWatch system plagued bv false alarms 

In more than 30 cities, BioWatch samplers located atop buildings, in train stations and in other public 
places suck air through diy filters around the clock. Once a day, the filters are taken to public health 
laboratories to be analyzed for traces of smallpox, anthrax, plague and other pathogens. 

Lab technicians extract genetic material from the filters and then use kits, called assays, to release 
fluorescent dyes into it. When a laser is shined through the mixture, the dyes are supposed to light up 
if one of the pathogens targeted by BioWatch is present. 

The labs originaliy used a series of separate assays, each designed to detect a specific germ. In 2007, 
Homeland Security equipped most of the labs with new kits intended to screen for multiple pathogens 
at the same time. 
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The aim was to reduce personnel costs and enable faster detection of a biological attack, and thus a 
speedier response. 

But the new components, called "multiplex" assays, triggered false alarms, a recurring problem with 
Bio Watch since the system was put into operation nationwide in 2003. 

After scientists at many of the labs voiced concerns. Homeland Security officials, in consultation with 
microbiologists from other federal agencies, ordered testing of the new assays. 

The tests, conducted in secrecy at the Pacific Northwest National Laboratory in Washington state and 
the federal Centers for Disease Control and Prevention in Atlanta, found that the kits were unsuitable 
for BioWatch, scientists familiar with the matter said. They spoke on condition of anonymity, citing 
the sensitivity of the information. 

The multiplex assays could not distinguish between the bacterium that causes tularemia, a potentially 
deadly condition also known as rabbit fever, and similar but benign organisms called "near neighbors" 
that are abundant in outdoor environments. 

The original assays had exhibited the same problem. But the multiplex assays had an additional 
shortcoming, scientists said: They were found to be far less sensitive to the presence of actual 
pathogens than Homeland Security officials had presumed. 

In late 2009, Homeland Security officials removed the new assays and returned to using kits that 
searched for pathogens one at a time. 

Peter Boogaard, a Homeland Security spokesman, declined to respond to written questions about the 
matter, Jeffrey Stiefel, the department official responsible for installing the ill-fated a.ssays, said he 
was not authorized to comment. 

Some of the scientists familiar with BioWatch said the multiplex assays were put into use without 
adequate testing to validate their effectiveness. 

The assays were designed at the CDC and the Lawrence Livermore National Laboratory and were 
built to Homeland Security's specifications by a private company, the scientists said. 

Richard F. Meyer, a microbiologist who helped develop the multiplex assays while at the CDC and 
later supervised their installation as a contractor for Homeland Security, defended the kits. 

Meyer said the original assays "were past their life cycle and in constant need of repair," Data 
collected by Livermore scientists, he said, "supported the use of the [new] technology." 

Meyer acknowledged that he lost his contracting role with Homeland Security because of 
dissatisfaction over how the multiplex assays performed once installed. 

"When you don't agree with those in charge you get pushed aside," he said in an email, 

A spokesman for Livermore, Steve Wampler, declined to discuss the lab's role in developing assays 
for BioWatch. 

The failure of the multiplex assays is one in a slew of problems that have beset BioWatch since 
President George W. Bush unveiled the system during his State of the Union address in January 2003. 
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Bush said BioWatch would "protect our people and our homeland" against a germ attack by terrorists. 
In subsequent years, presidential appointees in Homeland Security have repeatedly assured Congress 
that BioWatch was functioning effectively. 

The Los Angeles Times reported in July that BioWatch has been unable to distinguish between 
dangerous and benign organisms, and that as of 2008, federal agencies had documented 56 false 
alarms. 

In one of those incidents, during the 2008 Democratic National Convention in Denver, BioWatch 
units signaled the presence of the tularemia bacterium, triggering tense deliberations among local, 
state and federal officials over what steps should be taken to protect the public. 

After follow-up tests found no traces of the germ at the convention site, officials decided not to take 
emergency measures, and that evening Barack Obama accepted his party's nomination for president 
on an outdoor stage, as scheduled, before a crowd of more than 80,000 people. 

Not once have public health officials had enough confidence in a BioWatch alarm to evacuate an area, 
dispense antibiotics or take any other emergency action. 

After considering the potential disruption from false alarms, federal aviation officials shelved plans to 
install air-sampling units inside the nation's major airports. 

In response to The Times' reporting, congressional Republicans and a senior Democrat have written to 
Homeland Security Secretary Janet Napolitano seeking documents and explanations. Although 
Napolitano has not commented publicly, the department's chief medical officer, Dr, Alexander Garza, 
has staunchly defended BioWatch. 

In a statement, Garza said in July that the system had never generated a false alarm. "The detection of 
commonly occurring environmental agents," he wrote, "is not a 'false positive.'" Asked to elaborate 
while appearing before a congressional panel Sept. 13, Garza said each detection by BioWatch was "a 
true positive." 

The notion that such events — which Homeland Security calls BioWatch Actionable Results, or 
BARS — are not false alarms was earlier considered and rejected by a committee of experts appointed 
by the National Academy of Sciences. 

In its report in October 2010, the committee said that "all BARs to date have been 'BAR false 
positives,' meaning they have signaled the potential occurrence of a terrorist attack when none has 
occurred." 

FULL COVERAGE: BioWatch system plaeucd bv false alarms 

The committee warned that "repeated false alarms may eventually create a sense of skepticism or 
complacency that could delay or hinder an appropriate response to a true bioteixorism event." 

One of the committee members. Northern Arizona University geneticist Paul Keim, said in an 
interview that the detection of a benign organism could not be considered a "true positive." 

"That’s why we call them near neighbors," Keim said. "If they cause disease, we call them a 
pathogen," 
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Garza, in his recent congressional testimony, said that die existence of ttie near neighbors had come as 
a surprise to Homeland Security and that the department was now seeking "more specific assays." 

david. willman@latimes. com 

Copyright © 2013, Los Angeles limes 
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Troubled BioWatch program at a crossroads 

Afier years of loncern over fahe alarms and other prob/tims with the hioterrorism detecfion 
system, a ffouse panel wants Homeland Sex-urity to explain why an addttiona! $5,1 billion 
should be spent on it. 
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WASHINGTON — Year afteryear, health cftidals meeting 
at invitation-ooly guvemmeDt conferences leveled with nne 
another about Biowatch, the nation's system for detecting 
deadly pathogens that might be unleashed into the air by 
terrorists. 



They shared stories of r^ealed ^$e alarms — mistaken 
warnings of germ attadcs irom Los Angeles to New York 
Gty. Some questioned whether BioWatch worked at all. 
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Th<y did not publicize their misgivings. Indeed, the sponsor of the conferences, the U.S. Homeland 
Security Department, insists that BioWatch's operations, in more than 30 dties, be kept mostly secret. 

Now, congressiwialinvestigatwswBDt Homeland Security' Secretary Janet NapoHtanotoopKi theboiks 
on the 9-ye8r-o]d program and explain why $3.1 billion in additional spending is warranted. 

The move by the House Energy and Commerce Committee — spurred by reports in the Los Angeles 
Times about BioWatch’s deficiencies — puts the program at a crossroads. 
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On one side is mounting evidence that the technology does not work. On the other are companies eager 
to tap federal contracts, pditidans fearful of voting against any program created to fight terrorism, and a 
top Homeland Security oSldal who says the program is functioning properly. 


Harly warnings on BioWatch 
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Government recwdsdiowlljBtBioWatci signaled attacks more than 100 times when none had occurred. 
Nor is the ^stem sensitive encugh to reliably detect low yet infectious concentrations of such pathogens 
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- — 8JJ anthrax, smaUpox or league, »»»rdlitg to sptsdalists familiar with teat results and computer modeling. 

MORE STORIES ABOUT Another defect is BtoWatdi’s inability to di^nguish between particular pathogens that are genetically 

similar, but benign. 

Lab and Sdd tests found simile iBxjblems in the latest technology intended for BioWatch, "Generation 
.\’ot_live_wfb 3-“ The congresaonsl investigates are seeiung internal documents illuminating BioWatch 's 
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O'Toole’s ^epticistn is ^redby Dr. Donald A. Henderson, a renewned epidensiologis! who led the 
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"Jt has neverstood the test of rationality," Henderson said. "I'his whole concept is just preposterous." 
PoHUcaities 
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candidates, campaign finance records show. Norftrop Grumman, a top defense contractor, ranked No, 

10 this year among all PACdonOTS to congressional campaigns. 
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Northrop Grumman also hired tbe former head of BioWatch, Dr. Jeffrey Vf. Runge, as an advisor to assist 
its pursuit of the Generation 3 contract. 

On Sept. 27, Runge told invitees to the Harvard Faculty Club that a survey he designed fer what be called 
"homeland security related professionals" bad found support for deploying the new technology, regardless 
of potential shortcomings. 

Rather than wait for more research to refine Generation 3, Runge told the gathering, "the respondents 
seem to be saying ... Deploy tbe detectors, even if they can't pick up every intentional pathogen or genetic 
variation, and deal with the problems later."' 

Runge, who provided his prepared remarks to The Times, said Northrop Grumman solicited his advice a 
few months after he left the government in 2008 and paid him an hourly rate. The consulting arrangement 
ended in summer 2009. he said. 

Runge said tbe company paid him to explain how ihe Homeland Security D^rtment "is thinking, how 
Congress is thinking, about the future of biodetectioa." Among tliose he briefed. Runge said, was Northrop 
Grumman's project manager for Generation 3. 

In 2010 and 2011, Northrop Grumman donated a total of J ioo.ooo to the Heritage Foundation, a 
conservative research group, vdiiti, b^inning in July, circulated three commentaries supporting federal 
funding for BioWatch and Generation 3. Die donations were disclosed in the group’s annual reports. 

Steven P. Bued, a Heritage Foundatitm senior fellow, wrote on July ii, "BioWatch is far from an 
'unnecessary expenditure.’ Coi^ess should thus continue to fund the program." 

The third Heritage essay, issued Dee. i2 and also written by Bucci, said that although BioWatch was "only 
maipnally effective," NapoHtano and President Obama should stay the course, "(fitting funding to this 
project," be wrote, 'leaves us vidnerable in a way that will cripple our future security." Bued said his 
writings were bk own. 
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BioWatch faces congressional hearing this week 


A House pane! will question officials under oath about the troubled system 
designed to detect airborne releases of anthrax or other biological weapons. 

By David Wilhnan, Los Angeles Times 

6:53 PM PDT, June 16, 2013 


WASHINGTON — A decade ago, then-Homeland 
Security Secretary Tom Ridge oversaw the start of 
BioWatch, the nationwide system designed to detect 
airborne releases of anthrax or other biological 
weapons. 

In his 2003 State of the Union address. President 
George W. Bush had announced that BioWatch would 
"protect our people and our homeland." 

Ridge's expectations were not so high. 

"Everyone knew it was a primitive, labor-intensive, 
fairly unsophisticated attempt," Ridge recalled in a 
recent interview. 





!NTHEE„ ", 
iV1.0RI\i!NCf 


On Tuesday, a congressional panel is scheduled to question officials publicly about the program under 
oath. The House Energy and Commerce Committee began examining BioWatch last year in response 
to reports in the Los Angeles Times about the system's deficiencies. 


In more than 30 U.S. cities, BioWatch units on rooftops and other outdoor locations suck air through 
dry filters, which are removed every 24 hours and tested at public health laboratories. BioWatch 
samplers have also been deployed at major spectator events, including the Super Bowl and national 
political conventions. 


The system has been beset by false alarms — nearly 150 to date — some of which triggered tense 
deliberations over whether to order evacuations, distribute emergency medicines or shut down public 
venues. In each case, authorities decided to disregard BioWatch. 

Confidential government tests and computer modeling have pointed out an even more serious failing; 
BioWatch could not be relied on to detect an actual germ attack, according to people familiar with its 
operations. 


httD://www.latimes.com/news/nationworId/nation/la-na-biowatch-20130617.0.3641501,Dri... 6/17/2013 
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The federal government has spent more than $1 billion on BioWatch, and the Obama administration 
has taken preliminary steps to spend billions more on an automated "Generation 3," in which air 
samples would be continuously analyzed by a "lab in a box" within each unit. 

Deployment of Generation 3, however, has stalled. In March, members of the House and Senate 
appropriations committees — citing "serious concerns" about Generation 3 — said they were 
declining the Obama administration's request for nearly $40 million for further testing and evaluation 
of the technology. 

The committees reiterated their request that — before a final contract is awarded for the automated 
system — Homeland Security Secretary Janet Napolitano "certify . . , that the science used to develop 
the technology is proven." 

Napolitano's subordinates have repeatedly played down or denied flaws in the existing system. 

Last year, the department's chief medical officer. Dr. Alexander Garza, a presidential appointee, 
asserted that BioWatch had never generated a "false positive." 

Most of BioWatch's false alarms were triggered by organisms that are genetically similar to lethal 
pathogens but pose no threat to humans, according to people knowledgeable about the system. 

Garza maintained these were not false positives because BioWatch found something in the 
environment, albeit not the deadly microbes it was intended to detect. 

Experts appointed by the National Academy of Sciences have rejected this viewpoint — concluding 
in a 2010 report that all misidentifications of a pathogen by BioWatch were false positives that 
"signaled the potential occurrence of a terrorist attack when none has occurred." 

The House investigative panel said in a statement last week that BioWatch "has been plagued by false 
alarms and other failures." According to information newly verified by federal officials, BioWatch 
has generated at least 149 false alarms. 

Garza resigned his post this year to accept a private-sector job. Congressional investigators have 
questioned others at the Homeland Security Department and the U.S. Centers for Disease Control and 
Prevention, which administers the nation's stockpile of medicines to treat those exposed to a germ 
attack. 

The investigators have sought to learn why Homeland Security Department officials did not do more 
to avert false detections of the bacterium tularemia after BioWatch's first false alarms for it in late 
2003. Tularemia, also known as rabbit fever, can infect and in rare instances kill humans at relatively 
low concentrations. 

In addition to pressing officials about BioWatch's troubles, investigators have traced how the system 
functions on a daily basis. 

In the event of an intentional release of a pathogen, 36 hours or more could pass before lab testing of 
BioWatch filters alerted officials to the attack. By then, victims might be crowding emergency rooms, 
undermining the notion that BioWatch would allow authorities to quickly safeguard a stricken area or 
dispense medications in time to prevent sickness or death. 


httn://www.!atimes.com/news/nationworld/nation/la-na-biowatch-20130617.0.3641501.r)ri.., 6/17/2013 
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BioWatch was installed in 2003 amid widespread fear of biological terrorism — fear stoked. Ridge 
said, by the fall 200! anthrax letter attacks, which killed five people. 

The FBI ultimately traced those attacks not to a foreign terrorist but to a U.S. government scientist, 
Bruce E. Ivins, based at the Army's biowarfaie research center at Ft. Detrick, Md. Ivins committed 
suicide in July 2008 after learning that prosecutors were preparing to file charges against him. 

Given BioWatch's performance, Ridge said his former department should be wary of sinking more 
money into it, BioWatch, he said, evokes the Homeland Security Department's $l-billion attempt — 
now abandoned — to use experimental technology as an invisible fence along the U.S. -Mexico 
border, 

"What [Homeland Security] cannot afford to have if it's going to sustain any credibility with the 
public is the same kind of thing they did along the border," Ridge said. 

day id. willman(wlarimes. com 

Copyright © 2013, Los Angeles Times 


http://www.latimes,com/news/nationworld/nation/la-na-biowatch-201 3061 7,0, 3641 501, pri... 6/17/2013 



112 


Document 11 



113 


FRED UPTON, MICHIGAN 
CHAIRMAN 


HENRY A. WAXMAN, CALIFORNIA 
RANKING MEMBER 


ONE HUNDRED TWELFTH CONGRESS 

Coiigregs of t|e Wniteb 

^oiise of fitpresentatibei 

COMMITTEE ON ENERGY AND COMMERCE 
2125 Rayburn House Office Buiiding 
Washington, DC 20515-^115 


M«,'ori,r 12021225-2827 
MinoH^y 12021225-3641 


July 19, 2012 


Dr. Thomas Frieden 
Director 

Centers for Disease Control and Prevention 
1600 Clifton Road 
AUanta,GA 30333 

Dear Dr. Frieden: 

Poisuant to Rules X and XI of the U.S. House of Representatives, the Conunittee on 
Energy and Commerce is investigating the Bio Watch program, the nation’s first early detection 
and warning capability for biological attacks, and its impact on the nation’s public health sjstem. 
Oh July 8, 2012, the Los Angeles Times repotted that the BioWatch air samplers have been 
plagued by false alarms and other failures. In paiticulat. Federal agencies documented 56 
BioWatch false alarms, and State and local hedth officials have expressed their lack of 
confidence in BioWatch. Further, according to this same article, officials at the Centers for 
Disease Control and Prevention told White House aides at a meeting on November 2 1 , 201 1 , that 
they would not rush medications to the site of an attack detected by BioWatch unless a BioWatch 
wanting was confirmed by follow-up sampling and analysis. 

On July 12, 2012, Dr. Alexander Gana, Assistant Secretary for Health Affairs and Chief 
Medical Officer at the Department of Homeland Security (DHS) , posted a blog on the DHS 
website entitled “The Truth About Biowatch: The Importance of Early Detection of a Potential 
Biological Attack.” In his posting. Dr. Garza wrote: “Recent media reports have incorrectly 
claimed that BioWatch is prone to ’false positives’ or ‘false alarms’ that create confusion among 
local officials and first responders. These claims are unsubstantiated. To date, more than 7 
million tests have been performed by dedicated public health lab officials and there has never 
been a felse positive result.” 

We note that Dr. Garza’s representation that BioWatch has never had a false positive 
result is at odds not only with the incidents repotted by the Los Angeles Times but also with the 
observation in an October 2010 report on the BioWatch program by the National Academy of 
Sciences. The NAS report stated; 
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From the wider perspective of public health authorities responsible for determining whether a 
confirmed positive laboratory test (a BAR) represents a plausible indication of a bioterrorist attack 
meriting initiation of mass dispensing of projiiylaxis, the committee concluded that all BARs to 
date have been “BAR false positives,” meaning fliey have signaled the potential occutience of a 
terrorist attack when none has occurred. 

To assist the Committee in finding out how the Bio Watch program is actually 
performing, and whether it is meeting public protection goals without unduly disrupting the 
public health system and local emergency responders, please provide die foUowing by August 2, 
2012 : 


1 . All documents sines January 1 , 201 1, relating to the CDC’s views about the Bio Watch 
program. 

2. List of CDC attendees at the November 21 , 201 1 , meeting with WMte House aides 
referenced in the Los Angeles Times article, and all documents relating to this meeting. 

3. All documents containing data (including inconclusive data) showing whether the 
Bio Watch program or any test used by the Bio Watch program can accurately detect 
traces of dangerous pathogens. 

4. CDC’s view of the DHS claim that there has never been a false positive result, including 
the basis for concluding that the incidents reported in the Los Angeles Times and the BAR 
false positives referenced in the NAS report as not being false positives. 

5. Information on any program improvements that have been made based on lessons 
learned from past Bio Watch incidents. 

An attachment to this letter provides additional information about how to respond to the 
Committee’s request. 

If you have any questions regarding this request, please contact Alan Slobodin with the 
Majority Committee staff at (202) 225*2927. 


Sincerely, 



Subcommittee on Oversight and Investigations 


Attachment 
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ce: The Honorable Henry A. Waxman, Ranking Member 

The Honorable Diana DeGette, Ranking Member 
Subcommittee on Oversight and Invcastigations 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 


Public Health Service 


Centers for Disease Control 
and Prevention (CDC) 
Atlanta GA 30333 

November 16, 2012 


The Honorable Fred Upton 
Chairman 

Committee on Energy and Commerce 
U.S. House of Representatives 
Washington, D.C. 20515 

Dear Representative Upton: 

Thank you for your letter regarding the Department of Homeland Security’s (DHS) BioWatch 
program. 

Since the beginning of the BioWatch program, the Centers for Disease Control and Prevention 
(CDC) has provided assistance as requested by DHS. Specifically, CDC helped establish and 
staff BioWatch laboratories, develop and validate laboratory methods for detection of targeted 
biological threat agents, and coordinate the public health response to the possible detection of a 
biological threat agent. DHS BioWatch laboratories work closely with Laboratory Response 
Network (LRN) laboratories, which are coordinated by CDC with state and local public health 
authorities. 

As discussed in separate documents being provided to the Committee on Energy and Commerce, 
the BioWatch program uses a strategy of serial testing and review to assure that a positive 
laboratory test alone does not trigger an unnecessary major public health response. After 
determination of a BioWatch Actionable Result (BAR), the jurisdictional authorities collect and 
review other information for evidence and discuss with federal BioWatch program officials to 
understand whether the BAR actually represents the detection of release of a biological threat 
agent or a related organism that may be naturally occurring in the environment or other possible 
cause. Although the BioWatch program has generated BARs that have been reviewed under this 
process, none of these has been determined to require a major public health response to date. 

In the view of CDC, it is important that BioWatch maintain a robust strategy of testing and 
review to assure BARs do not lead directly to a conclusion that a threat exists or a high- 
consequence action is indicated without appropriate confirmation of the existence of a biological 
threat agent for which the response would be appropriate. CDC and DHS have woiked to 
improve the tests and interpretation of tests results to reduce the number of BARs that do not 
reflect a true public health threat, and CDC is working with DHS on additional changes that 
should further improve laboratory testing and related analysis. 

Thank you for the opportunity to provide information on the BioWatch program and CDC’s 
work with DHS. Responses to the specific questions posed in your letter are enclosed. 
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f appreciate your interest in this important program, and look forward to continuing to work witli 
you to improve public health. If you have any questions or require additional information, please 
have your staff contact Shana Beavin in the CDC Washington Office at (202) 245-0600 or 
SBeavin@cdc.gov. 


Sint^rely, 


Thorns R. Frieden, M.D., M.P.H. 
Director, CDC 


Enclosure 
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Summary of Responses to Information Requests on BioWalch 

1. All documents since Jamiary 1, 2011, relating to the CDC’s views about the BioWatch 
program. 

CDC has not identified any documents relating to the Agency’s views on the BioWatch program. 

2. List of CDC attendees at the November 21 , 2011 , meeting with White House aides 
referenced in the Los Angeles Times article, and all documents relating to this meeting. 

To clarify, the meeting referenced in the Los Angeles Times article took place on November 22, 
2011. CDC is providing a list of the CDC attendees at the November 22, 2011, meeting. 


3. All documents containing data (including inconclusive data) showing whether the 

BioWatch program or any test used by the BioWatch program can accurately detect traces 
of dangerous pathogens. 



Because these documents contain sensitive information, we will work with your staff to ensure 
your access in an appropriate manner, while seeking limits on further disclosure. 

Upon review, the Committee will notice the documents provided in response to this request are 
designated sensitive but unclassified (SBU). The justification for the SBU designation is as 
follows; 

These documents contain sensitive information about specific devices, techniques, and 
targets of the LRN assays and should be handled accordingly. CDC requests these 
documents be safeguarded in a manner that protects them from disclosure, in order to 
prevent compromise of LRN effectiveness. Review of this material should be limited to 
those persons whose official duties require it. 

4. CDC’s view' of BHS claim that there has never been a false positive result, including the 
basis for concluding that the incidents reported in the Los Angeles Times and the BAR false 
positives referenced in the NAS report as not being false positives. 


1 
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It is important to clarify what is meant by false positive. At a basic level, a true positive test 
result is a result that indicates a condition is present when it is in fact present A fire alarm that 
goes off in a building when there is a fire in the building is an example of a true positive. A false 
positive test result is a result that indicates a condition is present when it is NOT in fact present 
A fire alarm that goes off in a building when there is NO fire is an example of a false positive. 
However, a fire alarm might go off due to the pie.sence of smoke or steam, in the absence of a 
fire, generating what could be considered a false positive, but is both useful and possible to 
verify before faking further action. 

When a test is performed to detect a dangerous but remediable condition, the goal is to detect as 
many instances of the condition as possible. Testers do not want to miss a remediable situation, 
e.g., a fire alarm failing to sound despite the presence of a fire. A second (or third) test or other 
review is used verify the results. This strategy of serial testing and review is used in order to 
optimize the detection of true positives and minimize the positives that do not warrant high- 
consequence actions. 

The BioWatch program uses a serial testing and review strategy to focus on detecting true 
positives and minimize the number of positives that might indicate a naturally occurring 
organism that does not merit a high-consequence action. The BioWatch testing strategy entails at 
least two separate laboratory tests and multiple reviews: 

® The first laboratory test-the BioWatch screening test-is the most sensitive test and regularly 
produces preliminary positive results to be subjected to further testing. 

• The second test-the BioWatch verification test which utilizes assays from the Laboratory 
Response Network-is more specific as it consists of a suite of assays against multiple 
segments of DNA, Samples that produce preliminary positive results in the first test undergo 
this second test, which yields far fewer positive results. Several strategies are used here to 
determine whether the positive result of the DNA probe is consistent with highly pathogenic 
organisms or other very similarly related, yet not as pathogenic subspecies of the same 
organism. 

• The BioWatch laboratory director then reviews the results of a positive BioWatch 
verification test and, as deemed necessary, consults with CDC laboratory scientists and 
scientists from the BioWatch Program as part of the review. The review is performed to 
determine whether there is the possibility of a technical or procedural error producing the 
positive BioWatch verification test. If no technical or procedural error is found, the 
BioWatch laboratory director then determines that the positive BioWatch verification test 
constitutes what the BioWatch program calls a BioWatch Actionable Result or BAR. This 
means that higher level review outside of the laboratory is required. 

» After determination of a BAR, the jurisdictional authorities collect and review other 
infonnation for evidence to understand whether the BAR represents the detection of an 
organism that is naturally occurring in the environment, release of a biological threat agent, 
or other possible causes. This additional investigation may entail the review of laboratory, 
epidemiological, law enforcement, or intelligence information, and it may entail the 
collection of additional samples for laboratory analysis. The BioWatch program expects the 
jurisdictional authorities to review and discuss their findings on a national conference call 
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with federal BioWatch Program officials, and officials from DHS and other federal agencies 
that support the BioWatch Program before taking any high-consequence action. 

Since its inception in 2003, the BioWatch program has experienced a number of BARs which 
have been attributed to environmental agents. TTiese infrequent results are expected in testing for 
any rare condition. Although initial positive BARs do occur, it is important to note that 
BioWatch has implemented an overall response strategy to ensure that a single piece of data, 
such as a BAR, does not lead directly to a high-consequence action. 

When DHS states that the BioWatch program has not produced false positive results, CDC’s 
understanding is that they are looking at the overall outcome of the entire testing and review 
strategy (Steps 1-4 outlined above) rather than just the occurrence of a BAR in isolation from 
other pertinent infomiation. And that a positive PCR test is indicating the detection of some 
substance of a targeted microorganism that may also occur naturally in the environment, but not 
be the act of bioterrorism. 

Investigations of BARs have led to modifications of BioWatch testing that have substantially 
reduced the rate of occurrence of BARs in BioWatch testing over time. In 2012 to date, 
BioWatch has experienced only five BARs, Further improvements are underway in BioWatch 
assays that should further enable the BioWatch Program to distinguish between non-disease and 
disease causing strains of organisms that are naturally occurring in the environment. 

5. Information on any program improvements that have been made based on lessons learned 
from past BioWatch incidents. 

® Improvements to laboratory components of the BioWatch program were made as a result of 
consultations between CDC and DHS: In December 2009, BioWatch adopted a procedural 
change for K, pestis in order to reduce the possibility of positive BAR for Y. pestis 

® In March 2010, BioWatch implemented a comprehensive quality assurance program in order 
to provide standardized, on-going, external evaluation of laboratory performance. It focuses 
on six major areas of quality assurance: (1) document control; (2) data reporting; (3) 
procedures and equipment; (4) training, qualification and competency; (5) procurement; and 
(6) corrective action/root cause analysis. 

» In August 2011, BioWatch reduced the real-time polymerase chain reaction cycle threshold 
(Ct) cut-off for both the BioWatch screening and LRN verification assays. The change was 
undertaken ba.sed on a systematic review of over 4,000 reactive screening results that 
required verification testing. Review of data after this change was implemented, comparing 
results from August 2010-July 201 1 to those from August 201 1-May 2012, revealed a 30 
percent reduction in the number of reactive results observed for F. tularensis. This move to a 
lower Ct value is consistent with best practices from other biological environmental detection 
systems including the Department of Defense. 

® The BioWatch program is preparing to field and CDC is developing more specific nucleic 
acid signatures for F. tularensis, Y. pestis, and Variola based on new knowledge about cross- 
reactivities of the current signatures with closely-related but not highly pathogenic 
organisms. Once the new signatures have been validated, they will be deployed into the 
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BioWatch program. This should further reduce the frequency of BARs, especially for F. 
tularensis. 

o The BioWatch program recently began using an assay from theU.S. Depanment of Defense 
Critical Reagents Program for its initial screening test rather than LRN assays. This change 
eliminated duplication of signatures in the screening and verification assays and increased the 
specificity of the serial testing. This strategy was adopted in February 2012 and is now 
operational. 

Over the course of the BioWatch program, CDC and DHS have collaborated to identify areas for 
enhancements to laboratory components of the BioWatch program. Together, both agencies 
work to implement necessary change. CDC will continue to work with DHS to make 
improvements as opportunities for advancement are identified. 
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CHAIRMAN 
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RANKING MEMBER 
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COMMITTEE ON ENERGY AND COMMERCE 
2125 Rayburn House OfEicE SuiiDiNc 
Washington, DC 20515-6115 


Msjonty 1202} 225-2027 
Minority 1202)225-304} 


July 19,2012 


The Honorable Janet Napolitano 
Secretary 

Department of Homeland Security 
Washington, D.C. 20528 

Dear Secretary Napolitano: 

Pursuant to Rides X and XI of the U.S. House of Representatives, the Committee on 
Energy and Commerce is investigating the Bio Watch program, the nation’s first early detection 
and warning ciqiability for biological attacks, and its impact on the nation’s public health system. 
On July 8, 2012, the Los Angeles Times repotted that the BioWatch air samplera have been 
plagued by false alarms and other ftUures. In particular. Federal agencies documented 56 
BioWatch &lse alarms, and State and local health officials have expressed their lack of 
confidence in BioWatch. 

On July 12, 201 2, Dr. Alexander Oatza, Assistant Secretary for Health Affiirs and Chief 
Medical Officer at the Department of Homeland Security (DHS), posted a blog on the DHS 
website entitled “The Truth About Biowatch: The Importance of Early Detection of a Potential 
Biological Attack.” In his posting. Dr. Garaa wrote: “Recent media reports have incorrectly 
claimed that BioWatch is prone to ‘false positives’ or ‘false alarms’ that create confusion among 
local officials and first responders. These claims are unsubstantiated. To date, more than 7 
miilimi tests have been performed by dedicated public health lab officials and there has neva- 
been a false positive result.” 

We note that Dr. Garza’s representation that BioWatch has never bad a false positive 
result is at odds not only with the incidents reported by the Los Angeles Times but also with the 
observation in an October 201 0 report on the BioWatch program by the National Academy of 
Sciences (NAS). The NAS report stated: 
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From the wider perspective of public health authorities responsible for 
detennining whether a confirmed positive laboratory test (a BAR) represents a 
plausible indication of a bioteiiorist attack meriting initiation of mass dispensing 
of pophylaxis, the committee concluded that all BARs to date have been “BAR 
&lse positives,” mraning they have signaled the potential occurrence of a terrorist 
attack when none has occurred. 

To assist the Committee in finding out how the BioWatch program is actually 
performii^, and whetho: it is meeting public protection goals without unduly disrupting the 
public health system and local emergency responders, please provide the following by August 2, 
2012 : 

1 . All documents (including emails, meeting minutes, slides) since January 1 , 2008, in the 
possession of Dr. Tara O’Toole, Dr. Alexander Garza, Dr. Michael Walter, Dr. Jeff 
Stiefel, and/or Dr. Segran Foliar relating to BioWatch or any generation of the BioWatch 
program. 

2. All documents containing data (including inconclusive data) showing whether the 
BioWatch program or any test used by the BioWatch program can accurately detect 
traces of dangerous pathogens. 

3. Evidence fijr the DHS claim that there has never been a false positive result, including the 
basis for concluding that the incidents reported in the Los Angeles Times and the BAR 
false positives referaced in the NAS report as not being false positives. 

4. Information on any program improvements that have been made based on lessons 
learned fi-om past BioWatch incidents. 

An attachment to this letter provides additional information about how to respond to the 
Committee’s request. 

If you have any questions regarding this request, please contact Alan Slobodin with the 
Committee staff at (202) 225-2927. 

Sincerely, 



l^red Upton 
Chairman 


Cliff Steams^^ 

Chairman 

Subcommittee on Oversight and Investigations 
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cc; The Honorable Henry A. Waxman, Ranking Member 

The Honorable Diana DeGette, Ranking Member 
Subcommittee on Oversight and Investigations 
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Hovcmber 13^2012 


HENHY A. WAXMAW, CAUFORNiA 
RANKING MEMBER 


Dr. Ilicmas Frieden 
Direcior 

Centers for Disease Control and Prevention 
1600 Clifton Road 
Atlanta. GA 30333 

Dear Dr. Frieden; 

Pursuant to Rules X and XI of the U.S, House of Representatives, the Comraitt«on 
Energy and Commerce is investigating the Bio Watch f^gram, the nation’s first early detection 
and warning capability for biolo^cal attacks, and its impact on the nation’s public health system. 

On July 19, 2012, we wrote to you requesting information and documents to determine 
liow the Bio Watch program is performing and whether it is meeting public protection goals. We 
expressed particular interest in a news report indicating that ofTiciBls at the Cent«? for Disease 
Cunirol and Prevention (CDC) told White House aides at a meeting on November 21, 2011, that 
they would not rush medications to the site of an attack detected by Bio Watch unless a BioWatch 
warning was confirmed by follow-up sampling and analysis. To date, CDC has provided 
insufficient responses to our July 19, 2012, inquiry. Moreover, in the intervening time addiUonal 
details have come to light regarding program failures. 

The Los Angeles Times reported on October 23, 2012, that the BioWatch system 
operated with defective components that left it unable to detect deadly pathogens for a two-year 
period, according to scientists with direct knowledge on the matter. The article raises further 
questions about BioWatch program, in addition to the ones raised in our July 19, 2012, letter. 

To assist the Committee in its examination of these additional issues, please provide the 
following by November 26, 2012; 

] . Ail documents relating to the tests conducted by CDC that found multiplex assays 

unsuitable for BioWatch. 

2. All documents dated since January 1 , 2009, in the posses.sion of Dr. Toby Merlin anci^r 

Dr. Stephen Morse relating to BioWatch. 
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In addition to the above requested infoimation, we seek your cooperation in responding 
to the July 19, 2012, request letter. The response from CDC to date has been inadequate, 
highlighting, at minimam, a lack of coordination and communication among agencies, and 
making clear that CDC or Department of Health and Human Services (HHS) is vvithholdfng 
responsive documents. 

In the more than three months since our initial request, CDC has produced only two 
pages of test results, CDC staff advised Committee staff that documents have been submitted to 
the Department of Health and Human Services for clearance. However, HHS told Committee 
staff there are no documents from CDC in clearance, and that CDC advised them there are no 
responsive documents. CDC peisisted in telling Committee staff that there are documents in 
clearance even after being advised that HHS denied that was the case. CDC has also claimed for 
weeks that a letter response is also in the clearance process at HHS. 

On October 1 1. 2012, CDC provided a phone briefing for Committee staff with Dr, Toby 
Merlin. Dr. Merlin spent considerable time briefmg Committee staff in cooperation with our 
efforts. In the course of that briefing. Dr. Merlin provided information demonstrating that CDC 
is in possession of responsive documents that have not been provided to the Committee, For 
example. Dr. Merlin acknowledged problems with the BioWatch assays cross-reacting with 
benign organisms in the environment, so-called near neighbors to the pathogen of concern, 
especially in the context of the Francisella tulaiensis test results. In response to a quesUon from 
Committee staff, Dr. Merlin said he would call such a test result detecting a near neighbor a 
“false positive." This statement was responsive to request number 4 from the July 19, 2012, 
letter, one of several questions to which CDC has not provided an adequate written response. 

We urge CDC to resolve its infernal difficulties with the Department and cooperate with the 
Committee’s investigation as CDC has done on other occasions. 

An attachment to this letter provides additional Information about how to respond to the 
Committee’s request. If you have any questions regarding this request, please contact Alan 
Slobodin with the Majority Committee staff at (202) 225-2927. 


Sincerely, 



co: The Honorable Henry A. Waxman, Ranking Member 

The Honorable Diana PeOette, Ranking Member 
Subcommittee on Oversight and Investigations 


Attachment 
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U.S. DEPAinMI-NT OT EIEAITH AND HUMAN SERVICES 




Public; Healih Service 


Cenlers for Disease Conlroi 
and Prevenbon {CDC) 
AiionSa GA 30333 

January 25, 2013 


The Honorable Fred Upton 
Chamnan, Cbroinkfee on Energy and Commerce 
U.S. House of Representatives 
Washington, D.C. 20515 

Dear Ghainnan Upton: 

Thank you for your letter and for the opportunity to proWdefurtlier clarification and documents 
regarding the Department of Homeland Security’s (DHS) BioWatch programand development of 
BioWatch multiplex assays. 

As you me aware, the Centeris for Disease Control and Prevention (CDC). provided assistance to the 
BioWatch progi'am as requited by DHS. Specifically, CDC helped establish and stafTBioWatch 
laboratories, develop and validate laboratory melKods for d^ectlon of tai^ctcd biological threat 
a^nts, and coordinate the pubfic health response to the possible detection of a biological threat 
agent. DHS BioWatch laboratoiies work closely with Laboratory Response Nctworic ^RN) 
laboratories, which aro coordinated by CDC with state and local public health authorities. 

In your recent letter, you mention an October 22 , Los Angeles Times article that raised 
concerns about the development and depfojenent of BioWatch multiplex assaj^. Untbrtunstely, that 
article gave an incorrect impression of CDC’a involvemait in a complex process. In 2006, CDC was 
asked by DHS to recommend an alternative laboratory techuoiogy for detection of biothreat agents. 
CDC recommended DHS- consider use of mitUiplex assays, and provided technical expertise and 
detailed , a scientist to tvbrk with DHSin the development of the multiplex assays technology for the 
BioWatch pfogRim. In 2007, after DHS and the Lawrence Livermore Laboratory (LLNL) completed 
work on development of these assays, DHS detennined to move forward with initial deployment of 
the multrpiex assays into the field. CDC did not, hawever, foimaily review or approve the 
performance of the assays before DHS began to deploy them in 'November 2007. In 2008,- wlwn 
pci’fonnahce data was shared with tlie CDC, CDC informed DHS of concerns about the assays that 
eventually led to their discontinuation by DHS. DHS subsequently established a BioWatch 
Technical Advisory Committee (BTAC) tliat included experts from several agencies, hiduding 
CDC, to evalimte.the multiplex assays. The BTAC ultimately determined that the previously 
deployed singleplex Real-Time PGR assays were more appropriate. 

Per your iettei‘'S request, we arc currently In tlie process of providing documents to the Committee, 
and we will continue to keep you and -youir' staff updated op the statos of this process. 

Thank yoii again for your lettci- and for your interest in this Important pfogfaip. We look Forward to 
contimiing to work with yoli to improve public health. If yoU have any questions or require additional 
information, please have your staff coAtak Shana Beavin in the CDC WaShlnkon Office at (202) 
245-0600 or SBeavin@cdc.gov. 


Sincerely, 



Thomas R. Frieden, M.D., M.P.H. 
Director, CDC 
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Pili-O USMOr-i. 


l-iENRV A. VMKMAN, CAUfDHhSiA 
fiAHKlNG MEMBER 

ONE HUNDRED TVVELRH CONGRESS 

Co!isre0s’ of tijc Hm'teli 

i^OHSt of ileprESnttafibfS 
COMMITTEE ON ENERGY AND COMMERCE 
2125 Rayburn House Office Buil!3ing 
Washingtofj, DC 20515-6115 

MasiwSv tY<a}223-:*>‘, 

WfinMiiy 2iS.35FI 

November 13* 2012 


the Honorable Jahet NatjoUteno 
Secretary 

Department of Homeland Security 
Wasbington, D.C. 20S2S 

Dear Secretary Ntpolltano! 

Pursuant to Rrdes Xand XI of the U.X House of Representatives, the Committee ott 
Energy atrd Commerce is investigating the BioWatoh program, the natioa^s first early detection 
and wanrtng capability for biological attacks, and its impact on the nation’s public health system. 

On July 19, 2012, we wrote to you reqtresting infbrmaticw and documents to detentiiiie 
how the BioWatch program is performing and whetfier it is meeting public protection goals 
without unduly disrupting the public health system and local emergency re^nders. Our initial 
intjuhy came, in part, in response to net® accounts of false aiarm*! and OtKec ^tem Mutes. To 
date, the Department of HomeladdSeomity (DKS or “Dqjartmenf^) has provided Insufficient 
reSpUbses Jo our July 1 9, 20 12,. inquiry. Moreover, in the intervening fhne addiUonal details have 
come to dipt regarding program Mures. 

The tos Angeles Times reported on Octtbet 23. 2012, that ffieBteWateh system 
operated with defective componente that left it unable to detect deadly pathogens for a tero-year 
period, according to scientists with direct kiiowledge on the matter. 

To assist the Committee in its examination of these additional fssura, please protdde the 
foHowing by November 26, 2012: 


1. Please confirm whether the BioWatch system operated with defective components. If 
so, please provide the date(s) DHS turned that the components were detective If rmt, 
please provide the basis for DHS concluding that the components vrere not defective and 
supporting documentation. 
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2. A written explanation for why the Federal official who oversaw installation of the 
components was removed from his position of responsibility in the Biowatch program, 
and tlie date he was removed. 

3. An explanation of the basis for the DHS decision to deploy the mtiitiplex assays, and the 
supporting documentation and data for this basis, particularly test results validating their 
effectiveness prior to deployment. 

4. An explanation for the DHS withdrawal of the multiplex assays, and the documentation 
and data supporting the basis for the withdrawal. 

5. A list of the State and local partners of the BioWatch program, and the dates each of 
these partners wctc notified by DHS about the results of tests conducted at the Pacific 
Northwest National Labotatoiy and the Centers for Disease Control and Prevention that 
found that the multiplex assays were unsuitable for BioWatch. 

6. A statement detailing the sensitivity of the multiplex assays for detecting actual 
pathogetrs, and supporting documentation and data for the statement. 

In addition to the above requested information, we seek your cooperation in obtaining a 
response to the July 1 9, 2012, request letter. The response from DHS to date has been 
inadequate, raising serious questions about the Department’s willingness to cooperate with 
efforts to ensure the success of the BioWatch program and transparency about its potential 
failures. Although DHS raised concerns with our inquiry and the Committee has attempted to 
accouunodate, the Department continues to withhold key documents more than three months 
after our initial request. 

When DHS expressed concern about the potential scope of the document request. 
Committee staff proposed initial production of a small batch of documents &om five DHS 
officials named in the request letter. DHS agreed, but has so far produced documents from only 
three of the five DHS officials, along wiflt a single document from a fourth. 

DHS justified the non-production of documents fiom the remaining two officials, 
Undorsecretaiy Tara D’Tpole and Dr. Segran Pillai, because the Science and Technology 
Directorate was involved with the future of the Biowatch program and not the past performance 
of Biowatch, which DHS considered to be the focus of the Committee’s investigation. DHS 
instead permitted officials from the directorates of Health Affairs and Science and Technology 
(but not Dr. O’Toole or Dr. Pillai) to brief Committee staff last month. 

After that briefing, DHS agreed to provide the documents from the remaining two 
officials as previously agreed to with Committee staff. More than a week later, and only in 
response to an inquiry from Committee staffi DHS staff notified the Committee that the 
Department would not provide the documents because of ongoing litigation between legislative 
and executive branches regarding congressional requests for internal, deliberative 
documents. This latest rationale for refusing to turn over the requested documents is inconsistent 
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witli DBS's previous document productions in this matter and is an insufficient reason for non- 
compliance with our requests. 

We urge DHS to complete its agreement with Committee staff and provide the batch of 
documents from the remaining DHS officials. Dr. Tara O’Toole and Dr. Segran Pillai, by no 
ialer than November 26, 2012. 

An attachment to this letter provides additional information about how to respond to the 
Committee’s request. 

If you have any questions regarding this request, please contact Alan Slobodin with the 
Committee stoff at (202) 225-2927. 



cc; the Honorable Henry A. Waxman, Ranking Member 

The Honorable Diana DeOette, Ranking Member 
Subcommillee on Oversight and Investigations 


Attachment 
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Offir.i' aj U’g}ymiive AjJfun 

Dfepisrfiopnt-of Komelanri S£;^-5irUv 
W£f5l-a«^t!sn DC 20S3S 




January 25, 2013 


The Honorable Fred Upton 
Chairman 

Committee on Energy and Commerce 
U.S. House of Representatives 
Washington, DC 20515 

Dear Chairman Upton: 

Thank you for your November 1 3, 201 2 letter regarding the BioWatch program. 

1 appreciate the opportunity to respond to your questions and provide a more comprehensive 
understanding of the BioWatch Program and its technology. 

The Department of Homeland Security (DHS) is committed to utilizing the best 
technology available to allow the Nation to respond as quickly as possible to a biological threat 
and deliver life-saving medical countermeasures. BioWatch provides environmental 
biodetection, by utilizing a system of collectors whose filters are manually retrieved for 
subsequent analysis by laboratory technicians, and maintains an open dialogue with its federal, 
state, and local partners. 

In 2006, as a part of the effort to increase the system’s ability to accomplish its mission 
effectively and efficiently, DHS asked the Centers for Disease Control and Prevention (CDC) to 
recommend an alternative laboratory technology for detection of biothreat agents that would 
enable the BioWatch program to provide timely detection of these agents at reduced operating 
costs. CDC recommended that the BioWatch program evaluate use of multiplex assays’, and in 
January 2007, CDC detailed a scientist to work with DHS on this technology. 

Later in 2007, based on work conducted at DHS and the Lawrence Livermore National 
Laboratory (LLNL), DHS moved forward with initial deployment of the multiplex assays into 
the field, and DHS began a limited transition from single-plex assays. The timetable of this 
limited transition is given on the enclosed document. 

In 2008, CDC raised concerns about potential limitations in the performance of the 
multiplex assay when performance data was shared with them, and DHS’s Office of Health 
Affairs (OHA) requested that the Science and Technology Directorate (S&T) conduct an 
evaluation of the multiplex assays that were developed by LLNL and deployed in the BioWatch 


' Multiplex essays can detect several different oiganisms in a single sample, and multiplex assays are generally more 
efficient, as they require less time and reagents. 


ww.dhs.gov 
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Program. S&T established a Bio Watch Technical Advisoiy Committee (BTAC) that 
encompassed technical experts from half a dozen agencies and sub-agencies, with the goal of 
determining the robustness of the multiplex assays for use in the Bio Watch program to meet the 
intended use and application, BTAC members evaluated reports and data generated by LLNL 
and the Pacific Nor&west National Laboratory (PNNL) and deteimined that the previously 
deployed single-plex real-time polymerase ch^n reaction (PCR) assays were more appropriate. 

Asa result of these findings, the BTAC recommended to OHA on July 1 6, 2009 that 
BioWatch revert back to single-plex real-time PCR assays for sample analysis. BioWatch 
iaboratories transitioned back to the single-plex real-time PCR assays by August 2009. State and 
local partners of the BioWatch program were informed of the PNNL study on January 1 9, 20 1 0, 
in New York City, A list of state and local BioWatch jurisdictions is enclosed with this letter, as 
is a chart vrith the dates of the assay transition back to single-plex real-time PCR assays. 

Your letter aJso references a media report that the BioWatch system operated with 
defective components for a two-year period. The BioWatch Generation 1/2 unit, also known as a 
portable sample unit (PSU), is an aerosol collector whose filters are manually retrieved for 
subsequent analysis in a laboratory. At no time did DHS determine that the PSUs were operating 
with defective components, nor did DHS receive any reports that the PSUs were malfunctioning 
due to defective components. While we do not know the reason for this assertion in the media 
report, it may be that the discussion of “defective components” was a reference to the concerns 
regarding the BioPlex assays. 

With regard to the Department’s producticm of documents responsive to your 
July 19, 2012 letter, we have produced approximately 3,000 pages of documents and are 
currently preparing more documents for you. 

Thank you again for your letter. I hope this response addresses your concerns. DHS 
welcomes your interest in this important matter and looks forward to continuing to work with 
you. Should you have additional questions, please do not hesitate to contact me at 
(202)447-5890 


Respectfully, 



Nelson Peacock 

Assistant Secretary for Legislative Affairs 

Enclosures 

cc: The Honorable Cliff Steams, c/o Clerk of fte House 

The Honorable Henry Waxman, Rankii^ Member, Committee on Energy and Commerce 
The Honorable Diana DeGette, Ranking Member, Subcommittee on Oversight 
and Investigation 
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HENOY A WAXMAN. CAijr-OR?Y|A 
fv^ftM6SR 


ONE HUNDRED THlRTEE^^rH CONGRESS 

Coiicires’g ef tl)e 

^sous'e M iEepresmtaCilics' 

COMMITTEE ON ENERGY AND COMMERCE 

^125 RaysuRN HotSSc OfFitS Buit.DiNG 
Wa3hw46to54. DC 20515--6115 


Jajuaiy 31,2013 


Bis Honorable KiiOeen Sebelius 
Secretary 

U.S. Department of Heelfh #nd Human Services 
200 Independence Avenue, SiW. 

Washington, D.C 20221 

Dear Secretary Sebelins: 

Puisoant to Rules X and XI of the U.S. House of ReptesenfadveS, the Commftfeeon 
Energy and Commerce continues its investigation of the BioWatch program, the nation’s first 
early detection and wanting capability for biological attacics, and its impact on the nation’s 
public health system. This letter hereby reauthorizes the request sem to the Centets fiir Disease 
Control and Preventien (CDC) otiNoVetober 13, 2012. 

It is our understandmg tliai the ODC document producdoo isre^nse to tbeHovemher 
13-, 2012, docament request letter isstilltinder review at the Department of Health andHuman 
Sentces (HHS). There has been no production of any documents fium HHS, aldiough the 
Department of Homeland Security i[DH£0 has made substantial document production to the 
Committee in response to our Bi(^atdh.reiated document request made on November 13, 2012. 
Prompt production of these documents trom HHS is needed to beSp the Committee proceed with 
this inquiry with the benefit of the GDC’s expertise and knowledge in this area. 

WfinotethataDccember22,2012, article in the Zordnge/es JTtnes continued to raise 
concerns about BioWatch, especially the question of how best to protect public health, For 
example, the Xosdnge/es Times reported ithat Dr. Arthur L. Kellerroan, aphysician and public 
health researcher id Rand Corporation, who studied BioWatch as amember of aNafional 
Academy of Sciences committee, said It “has generated nothing but false alanns.” Eh. 
Kellennan and oth« specialists, according to the Los Angeles Times, said the money spent on 
BioWatch could have paid for training and equipmait to help medical professionalsmoie 
quickly diagnose a patient exposed to an attai. These experts arc concerned that the many false 
alarms invite complacency. 
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Because of the CDC’s role In Bio Watch and the important public health protection issues 
raised, we urge you to expedite this document production so we can work with you and your 
Department more effectively on improving protection against the threat of bioterrorism. 

To assist the Committee in its examination of the issues raised in the November 13, 2012, 
letter, please provide the following by February 14, 2013: 

1 . All documents relating to the tests conducted by the CDC that found multiplex assays 
unsuitable for BioWatch. 

2. All documents dated since January 1, 2009, in the po^ession of Dr. Toby Merlin and/or 
Dr. Stephen Morse relating to BioWatch. 


If the Department cannot provide complete document production by the requested 
deadline, we request that the Department provide evidence of cooperation with this request 
before Febraaty 14, 2013. Such evidence of cooperation must include a significant partial 
production, detailed information on how the production is being managed (number of FTEs 
handling, number of hours devoted to processing the request, number of pages being processed, 
internal emails substantiating the date CDC provided the documents to HHS), and a timetable of 
production. 

An attachment to this letter provides additional mformation about how to respond to the 
Committee’s request If you have any questions regarding this request, please contact Alan 
Slobodin with the Mqfority Committee staff at (202) 225-2927. 


Sincerely, 



co: Thomas Frieden, M.D., Director, CDC 

The Honorable Jim Esquea, Assistant Secretary for Legislation, HHS 

The Honorable Henry A. Waxraan, Ranking Member 

Tire Honorable Diana DeCiette, Ranking Member 
Subcommittee on Oversight and Investigations 
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Slobodin, Alan 


From: Mann, Metissa <melissa.mann@HQ.DHS.GOV> 

Sent: Monday, June 10, 2013 4:22 PM 

To: Siobodin, Alan; Meyer, Jonathan; Chleco, Gena 

Cc: Anderson, Carl; Havens, Brittany; Cohen, Brian; Gopai Kiren 

Subject: RE; BioWatch production #13 


Alan, since October 2003 there have been 149 BARS. 

— Original Message — 

From: Slobodin, Alan fmailto:Alan.Slobodin(g)mail.hQuse.eov1 

Sent: Monday, June 10, 2013 3:03 PM 

To: Meyer, Jonathan; Chieco, Gena; Mann, Melissa 

Cc: Anderson, Cart; Havens, Brittany; Cohen, Brian; Gopai, Kiren 

Subject: FW: BioWatch production #13 

This one may have been lost in the shuffle with folks out on vacation, etc., at the time of the request. Does DHS have an 
answer? Thanks. 

— Original Message — 

From: Slobodin, Alan 

Sent: Tuesday, May 28, 2013 2:03 PM 

To: 'Mann, Melissa* 

Cc: Meyer, Jonathan; Chieco, Gena; Sessa, Eric; Gross-Davis, Leslie; Gopai, Kiren 
Subject: RE: BioWatch production #13 

How many BARS have occurred in the BioWatch program? Thanks. 

— Original Message — 

From: Mann, Melissa fmaitto:fneltssa.mann(g>HQ.DHS.GOVl 
Sent: Thursday, May 23, 2013 5:35 PM 
To: Slobodin, Alan; Gopai, Kiren 

Cc: Meyer, Jonathan; Chieco, Gena; Sessa, Eric; Gross-Davis, Leslie 
Subject: BioWatch production #13 


Alan, Kiren - Another production coming your way, est. delivery time noon tomorrow. If you have a conflict let us know. 
Thanks, 
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Slobodin, Alan 


•rom: 

Sent: 

To: 

Cc; 

Subject: 

Attachments: 


Mann, Melissa <m^issa.mann@HQ.DHS.GOV> 

Friday, June 14, 2013 11:13 AM 
Gopal, Kiren 

Cohen, Brian; Havert;^ Brittar^ Anderson, Carl; Slobodin, Alan; Meyer, Jonathan; Chieco, 
Gena 

jurisdictions and follow up 
BioWatch Jurisdjctions.pdf 


Kiren, per your request: 

1. list of jurisdictions attached 

2. Breakdown of BARS by year: 

• 2003; 8 

» 2004: 19 

o 2005; 4 

« 2006: 9 

« 2007: 31 

e imS: 16 

• 2009: 20 

» 2010: 23 

» 2011: 14 

• 2012: 5 


Notice: FOR OFFICIAL USE ONLY - this transmission contains material covered by the Privacy 
Act of 1974 and should be viewed only by personnel having an official "need to know." If you 
are not the intended recipient, be aware that any disclosure, copying, distribution or use of 
the content of this information is prohibited. If you have received this communication in 
error, please notify me immediately by email and delete the original message." 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Chaitram, Jasmine {CDC/OI0/NCE20) 

Tuesday, October 09, 2012 12.t)4 PM 
Mertin, Toby (CDC/OID/NOZID) 

Holmes, Harvey T. (CDC/CHD/NCEZID) 

RE: Jasmine. Please remind me of the total number of BARS since BloWatch inception? 


Categories; 


Red Category 


We now have 149 BARS 


Jasmine 

LRN Program Office 


From; Merlin, Toby (CDC/OID/NCEZID) 

Sent: Tuesday, October 09, 2012 10:18 AM 
To: Chattram, Jasmine (CDC/OID/NCEZID) 

Cc: Holmes, Harvey T. (CDC/OID/NCEZID) 

Subject: Jasmine, Please remind me of the total number of BAf^ sina BloWatch inception? 


Tm apparently going to have to talk to a Congressional staffer on Thursday, and they anticipate this question. 
Tbanks, 

Toby 
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Slobodin, Alan 


From: 

Sent; 

To: 

Cc: 

Subject: 



Wednesday, May 29, 2013 1:12 PM 
Slobodin, Alan 



RE: BioWatch 


Hi Alan- 

Sorry for the delay In responding. Dr. Merlin was out of the office. He Is available on June IS'** for the hearing. Do you 
have any additional information on the hearing that you can share with us? 

Here is the information you requested below. 

Total BARS to date*149 
Iota! for 2012 ==5 
Total for 2013 to date = 0 

Thanks, 




HI Alan 


) will go back and check on the Information requested. Dr. Merlin Is out of the office today so we will check his calendar 
let you know about the 6/18 date. 


Thanks, 



From: Slobodin, Alan fmail 
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Sent: Friday, May 17, 2013 4:53 PM 
To; Siobodin, Alan 

Subject: RE: BioWatch 

Hi Alan- 

Thanks for your email and we will be in touch regarding next steps. 
Thank you and have a nice weekend. 


From; Siobodin, Alan j'mai>to:Alan.S}QbQdln®mali.hQuse.QOv1 
Sei rt; Friday. Mav 17. 2013 1:00 PM 

5 1 

Sul^ect: BioWatch 



i've been given the green light to proceed with a hearing on BioWatch that would be held June 12th. I wanted to give 
you a heads-up that we wHI be inviting CDC to testify at this hearing, and wanted to ensure an appropriate CDC witness 
is available to testify. Thanks. 


2 
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From: 

Pillai, Segaran <Segafan.Plll3i@dhs.gov> 

Sent: 

Thursday, October 13, 2011 10:07 AM 

To: 

Merlin, Toby (CDCyOID/NCEZID) 

Subject: 

Re: Signatures on current PHAA document 

Hello Toby, 



Please share with Beth, that there were three process to support standards for biodeiection out of DHS S8T. 

1 . Public Safety Actionable Assay which was intended to support ttie evaluation of Field Screening Assays manufectured 
of commercial companies for First Responder Use. The conops associated with this effort is directly attributed to saftey 
related actions such as evacuation of buildings, decon of potentlalty exposed individuals, expediting the transfer of sample 
to toe LRN for confirniation etc. In addition to toe above regardless of whetoer a sample is positive or negative, the 
sample is still fonvarded to a LRN lab for secondary testing to eliminated False Positives and False Negatives 

2. Federal Standards for Assay Performance and Equivalency. This was specifically design to support and felfill the 
National Biomonitoring Program and under a MOU signed among Asst Sec. from DoJ, DoD, HHS, DHS and USPS which 
all had a biomonitoring program at that time. The task was delegated to DHS S&T to implement a process for for 
establishing Assay performance Equivalen<» among toe programs so toe federal partners recognize the aedibilify to 
support the initiation public health response in a timely manner. This is the effort Garza is referring to. We actually briefed 
CDC leader^ip about a year ago during Lisa Rotz time to Ali, Beth, Dan and others and toey already signed off on it just 
like all the other agencies except of OHA and USPS at toe cunent time. The issues with USPS is being dealt by NSS 
because toey just don't have the money to continue and operate the BDS and they are the process of reevaluating the 
program (please hold this information close. This is not for sharing at the current time). With regards to OHA, we have 
forwarded all toe vereions multiple time over toe past several years and they keep ignoring and not truly engaging in the 
effort althojgh we have tried many time. They have come up wito multiple excuses over the years and questions which 
we had address all of them. So. I don’t know what their true concerns are. but for a high profile program like BtoWatch, It 
will be in their test interest to put their assays and system through a robust process to ensure they function and operate 
at an optimal level to support the Nation with an early warning of a biological attack. Several months ago Mike Farrell from 
the BRRAT lab evaluated the Assay Chemistry being used by the N6 Gen 3 system at toe request of OHA BbWatch 
program. His finding were similar to our findings when we did the evaluation of Gen 2.5 toe Bloplex assays. That is the 
assay chemistiy is fundamentally Hawed and have to be addressed immediately and had shared this with OHA. As per 
Mike, they ignored Is and upon Mike revisiting this issue, they shared with him that they will fix it after procurement which 
is highly troubling (please check with Mike for specifics). I don't know if OHA BioWatch is worried that If they were to put 
the assays torough toe FSAPE process toey might failed and Is trying to bypass it. They have insisted to us that the PSAA 
process is a tetter process and as such want to put their systems through that process which was Intended for Public 
Safety Actions. My thoughts on this is that they can go torough toe process and if they get a positive signal, toey can 
retrieve the sample from the detectors and take to the closest LRN Lab for confirmation, however If they were to miss a 
detection, there is no mechanism to capture it (referring to false negative result) simply because the negative samples will 
not be retrieved and taken to a LRN Lab for secondary testing. 

3. Public Health Actionable Assays. This Is specifically to support the assay development, evaluation, validation and 
certification of the assays deployed and employed through the CDC LRN. This has nothing to do with OHA or BioWatch. 
This is strictly related to the LRN assays to support National BioPrepardness and Defense and Public Health Surveillance 
mission. These assays are intended to be highly robust for use in a LRN laboratory to evaluate ^vironmental samples 
that comes to the lab, support epi investigation associated with a bioterrorism event as well as dinicai sample to support 
medicai and clinical Intervention. We worked with many folks form CDC all the way from LRN TRC director, LRN 
Manager, Enwronmenta! Microbiology Director, SME .Lab Directors, Branch Chiefe and Division Directors for the input and 
contribution to the PHAA plan simply because we wanted to ensure that the assays deployed and employed torough toe 
CDC LRN are highly robust to support toe mission, 

Hope this helps and I am on travel to the West Coast and will return back to the office next week, if you would like to chat, 
please let me know and I can give you a call at you convenience. Take care. 

Pitlai 


Sent using BlackBerry 
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From; Merlin, Toby (CDQ/OiD/NCEZID) <tfm5®cdc.^> 

To: Pillal, Segaran <Segaran.Plliai@dhs,gov> 

Sent: Thu Oct 13 08:53:21 2011 

Subject: RE: Signatures on current PHM document 

Pillai, 

I'm going to get the specifics from Beth again, because I want to be sure I get them right, and I will send them 
along later. I think they primarily have to do with the impression that the Biowatch program and 6en-3 will have to 
meet PHAA standards and be approved by PHAAC as a condition of deployment. But, let me see exactly what Beth says. 
Toby 

From: Pillal, Segaran [mailto:Segaran.Plllai@dhs.gov] 

Sent: Thursday, October 13, 2011 8:31 AM 
To: Merlin, Toby (CDC/OID/NCEZiD) 

Subject: Re; Signatures on current PHAA document 

Helio Toby, 

Can you please share with me the concerns raised by Alex to Beth pertaining to the PHAA? Thanks and appredafe your 
help and assistance on this. Take care. 

Pillai 


Sent using BlackBerry 


From: Meriln, Toby (CDCfOID/NCEZID) <tfrn5@cdc.gov> 
to: Pillai, Seiran <Segaran.Plilai@idhs.gQv> 

Sent: Wed Oct 12 ll:‘t2;41 2011 

Subject: Signatures on current PHAA document 

Pillai, 

I met with Beth Bell and other members of our Center leadership yesterday, and we discussed the requested 
signatures on the PHAA document. Beth tells me that she recently met with Alex Garta from DHS-OHA where he 
explicitly raised his concerns about PHAA. We seem to be at a juncture where DHS-S&T and DHS-OHA need to resolve 
their internal disagreements over PHAA and present us with a PHAA document for COC signature that has cleared 
stakeholders at OHS. Personally I believe there Is a critical need for standards and the differences between DHS-OHA 
and OHSS&Tare resolvable. 

I am willing to discuss and help in any way you like. 

Thanks, 

Toby 


t 
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From: 

To: 

Subj«s,t; 

Qgte: 



Rg; FYi ‘400<S ste-^S, I Uiii^- 
■mur^Ssy, Decembc.*'C8,30n 7:21:51 m 


Tha?iks Mike. 

Woyid you hKe a meeting with FPS HQ to get s more c<Kisistent apjis-osch to providing biodetection in 
their taciiities nafionaily? I know some of their senky leadership. 



Sent from BB 


From: Walter, Michael 

To; Gaya^j^nde^^ie)gr|j^.Garza@dhs.gov> ; 

Sent: Thu Dec 08 07:14:44 2011 
&4>Ject; FY1 some good news, I think. 


Dr, Garza/Bob„- things you should be aware of since we do not have a staff meeting 

1 . We met with the USSSand ERA and have an agreement that ERA will provide Phase 1 and 
2 sample support. ERA understands that they will change filters at NSSEs only if we 
request them to. TTiey will also do the sampling plans for our and any systems that the 
USSS will put out....good 

7. Had a call with the|[||||||||||||||||||^ They Installing a 

commercial Bio-trigger (iBAC from ICX I ) and wanted my advice on how to coordinate with 
the city and BioWatch regarding sample analysis and response. I recommended a meeting 
between Public Health and NYPD and at m y suggestion they are now leaning towards 
deplovmernofaJHjjj^HH^^^^H. They would also like to discuss BioWatch 

meet with FPS in the next c ouple of weeks or 
early January, but wilt discuss the meeting with white i am up 
there, Meeting was facilitated by S&T. 

3. Got word that JPEG has removed funding from all future biodetection programs with the 
exception of the tactical detection system. This includes shutting down their standoff 
program. This makes BioWatch the only game in town. 

FVI in case it comes up. 


Mike 


Michael V, Walter. Fh.D, 
BioWatch Program Manager 
Office Health Affairs 



FOR OFFICIAL USE ONLY 


DHS HCEC B'/v 0.J253 



156 


Document 26 



157 


^ilai^iaran 

From: WiUner, (CTR) 

S*nt: Tuesday, January 03. 2012 4:15 PM 

To: PSIal. Sagaran 

Sid:^et: SioWatc^ read ahead for USST 3Jan12 

MtadHTiants; BioWatch read ahead fu* USST 3Janl2Jloe9( 


EJecotsnlc version of read ahead material. 
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Bad^round: 

1) BioWatchGeaS 

Testing conducted on Northrup Grumman (NO) system bas failed to meet: 

• Assay specificity 

• Assay rquoducibility 

• System sensitivity o^ll^mair 

• Mean time of instrument availability (had problem 4 H day) 

• System &iled in subway (Failure of PC to yield results. PCR inhibitimi - poteitially due 
to metallic dust) 

Testing conducted on HS-MFSl system 

• Assay reagents had problem of yielding potentially false positive results due to Vic 
signals in Mix 2 and Mix 3 

• Assay issues are fixable 

» OHA discontinued any further testing 

2) Gen ‘A - Lack of understanding 

• System capture efficacy 

• Agmit degradation rate 

• Saittple processing efficacy 

• Presence of PCR inhibitors and its inqjact on PCR inhibition for detection 

• The true cost to (^erate Gen id 

3) OHA 'a RFP - for Phase n competition 

• Requirements are in^ssible for any company to meet 

• Designed to support only a single parfbrmer/vender - NG 

• Not a far and open competition for vendorw)jerfonners to participate and diow the value 
of their system and engineering 

• Clear display of OHA’s biases toward a single systan to move forward - NG 
Path forward: 

1 ) Cease atgr further testing associated with Goi 3 - since both systems have failed Phage I DT&E 

2) Retract the RFP for Phase n Gen 3 competition 

3) S&T takes the lead to investigate the current performance of Genl/2 and what it costs to opante 
tiiem 

• Perform a system level testing to understand its efficacy and LOD after c^tuie 

• Evaluate each sub oongronent to understand where quick ingrrovements can be made to 
the system for betto efficacy if possible 

• Perform a cost/benefit trade off study to understand the value of auch a system/program 

• What does it truly coat to operate Gen 14 

4) S&T takes the lead to further evaluate HS-MFSI system with the fixes for its assay 

• Sensitivity 

• Specificity 
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• System sensitivity to 

« Mean time for failures 

• Performance of sy^an in subway 

5) S&T conducts a study to understand the benefits of indoor vs outdoor monitoring 

• Look at BTRA - sdet^on of targets 

o Identify hl^ threat and otidoal venues 

• Detramine system’s potential value and requiremajts for indoor monitoring vs outdoor 
monitoring 

6) S&T evaluates potraitial use of Triggers/Confirmers 

• Understand assay sensitivity 

• UnderstatKl araay ^ecificity 

• Understand system sensitivity 

• Mean tirrw for foilure 

• Performance in subways . 

7) S&T evaluates Viable Bioparticle Capture system for potential outdoor use 

• Evaluate the viability of an agent to raisure that our Biomonitoring Detectors were not 
spooked by threat agort nucleic ^ds 

• Maintain tdabflity of twn-^re fomring organisms to support rapid antimicrobial 
suscqitibility testing to initiate apprq^rriate medical intervention 

• Support orthogonal based testing for additional confidence and confirmation (i,e. DFA, 
Antigen Based Detection, etc.) 

• Ascertain better spatial coverage in support of inoident/event charaoteruatimi for rapid 
and efiectivB mitigation 

• When distributed geographically, this teidinology will assist in drterminitig if the event 
was a point source or a line source release thus supporting attribution through law 
enforcement related investigation 

• Provide the ability to si^jport detection and characterization of an intentional release of 
an agent not monitOTed through the Biomonitormg effort but detected through the Public 
Health Surveillance System- widex agent coverage 

• Support environmental monitoring for persistence of viable organisms after an event 

• Support Remediatiou and Recovery related efforts by contiiruously monitoring for viable 
organisms to determine decontamination efficacy, reaerosolization/petsistence rates 
and/or agent decay rates 

8) S&T redesigns the BirAlonitoring Architecture effort: 

• Robust 

• Cost effirctive 

• Clear benefit 

• Provide ttHmrpriateooverege and advanced warning to save lives 

• Embraced by tie Public Health conununity 

• Ensure ail data collection and uodoatanding of system perfonnance are taken iiKo 
consideration 

• Broader agent coverage (other agents including enhanced, advanced, emraging, torcins, 
etc.) 
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• If possible, ofter classes of agents such as chem, rad, explosives and bio detection 
diFou^ a single Systran 

9) S&T reevaluates a system approach for Bio Surveillaace/D^ection 

• Evaluation of system approach/layered approach 

• Consider clinical surveillance 

• Public Health Surveillance 

• Bio Monitoring effort 

• Otha: efforts 

10) S&T identify hi^ priority investments for the next 5-1 0 years to pursue for implanentation of a 
robust Bio Surveillance and Detection Program 
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PBlai^ Segaran 


From: Drarfiriajwskj, Dcn^las 

S«nt; Monii^, April 23, 2012 12:37 PM 

To: Pg}^. Seg^n 

Sut^eet: BoWaldi 




i'm reviewing the upda^TTMPfrom OHA- 


ihs August 23, 2011 7IM^ted^aw|je^^oi^gtem4eve! sensithftty (Awen^afr concentraeon of a^nts over the airflecfion period) = 
{bacter^/l»rticles| 

Ob/ecthreHIIIIIIIIIIIIIIII^ 


However the updated January 20, 20J2 TEMP has a parameter forSystem4*veJ seroRivity they call: Total Integrated Concerrtnidon' stKi described as the 
average air concentration of agents ov« the collection period but lirts tlw ThreshoW/Objeett* W>Ps as follows: 
ihreshold; 

indoon ^||||||||||||||^H for bacteria} 

Outec^n|^m||||||||[H|x minutes for bacteria} 

Objeeth ^: 

HHIH minutes for bacteria) 
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SAT Chem-Blo Dtvhtaa Swtew aad Cofflmente 
BioW»l«fc Boraiineiits - June 14, 20tl 

POCILIMIWT! Acnaiilrioa froeniin Batdine f APBl for BwWgliih Geii-3 AutunanuBw 
Svalrni f OHA gloWat^ APB Version 1.1. P«l«d April 16, 2012 




p J " ABtid|Mte iepi^ing acjcf generatjon teehnoloi^ to r^ace mu apng G«»-3 iptem,' 
Cfaiment; Fuffiling to develop and/or deploy such a Sectaialoff not istattified. 


» p.S '*C«i-3 acqatoitfen will be execiiled in iwo-phnsed approach to ttigage araltiplt 
venden, provide auximuin cempedlive opportuniliet (or Industry, xsd provide flaibiiity 
in seleelioB of h%ta perfermance/casl-efTective solultoo. Phase II win have anttipte 
swards for PeriornwBce testing with a down-selecttOB to one vendor for the d-Jortadictlon 
OT&B.” ComniBit: This does not indicate a sole source process opSon, oidy i process !o 
engage multiple vendors in Phase n. 


• p,9 “Phase I effort will provide snflicicnl infonnatloo to detcnaloe vlabBlly of th* 

technology (or farther InvestineBt." Comments: The infotmatlon pwvided to DIB S&T f« 
review provide serious conocras about the inability of the Northrop GnajHiao uid HSSI 
tecteologies to iully meet Phase I requbemenu. It's important to note (hat the Ncnthrop 
Omnasan tehaolt^ is cimeatiy going throu^ further devciopmran to tot|Bovc syMoa 
sershvity aa it had 100-fold lower system sensitivity than what was desiraS ia the ^erational 
tequirenteBt document. This is {nublematic as the lequimserd fitr Phase 1 testing was to 
evaluate only “mature'’ technologies. The Phase I source selection process inchKtad entry 
oiteria to ensure vendors could provide “comprohenrive, logical and detailed desigps for 
matiB* autonomous detection systems.” The Northrop Grumman (NO) system also ftiW I© 
meet I) assay speeiiicily, 2) assay i^nodncibilily, 3) system sensitivity, 4) mean time of 
instrumem availability (had problems every 4.S days), and the systom tailed imtoors due to 
PCR inhibition of meiailic dust. 


OnAPPTMda, 
ParttartlBof 
aeaelrewenti 
net met by N6 
tfiftinf 


Cjen-3 Regiiirements (NO): Initial Analysis 



msssBsammmmmmm 

iiiicnaeiH 

I 4,9 Stnttom f^ormnnansa 


I 


-4.8.1 

Ai/Ksn«>mou* OpwaMon 

MM* { 


4.3.S 

OMACvon CyeM 

M« t 


4.3.3 

'Hm* le 04i*ed 

Met* i 


4.8,4 

SyatAm 3*AB>tfvMy 

Not Mot 


4.3.8 

PreboilMiitv of eta— ig8«i»» 

Not Mwt 


4.a.« 

PrsbieMilC^ of 3«Ul« 

NMNkit 


CCSIHBHIi 

Pwblio Hatatth Aetts»nnl>(« Aa»aty 

Not Met 


4.3.3 

Vi»bHity 

NatTevNNf 


4.3 3 

R«h)»oftfr>0 

MM* 


4 3 10 

ArsbivtuB 

Met / PaKisify 
Toeted 




Met 




Met 


Security 
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• |>,13 Program C«s»: ’ 

a. AwjoisWon (T) $903M (0) $856M 

b. O&M CT)S6,S29M {0)$5,g31M 

c. LC Cost I7.432M $6,68«M 

' Hole: Bwelina TTwsIsM oosls M 6S% coofataice livel BsMlioe ObiKtfva cosij si SB% cantfimcs level. 


POCPMEWT! 20129S09 G«m-3 APV Vl.l bated on MI203ZI Hmaline rf udf 

p,U Section C.l: "Performanc# !%rameters“: 

ComaieBts! H aiqstw that the jystais-level souitivity measures are lislri isconealy for both 
threshold and cdijective. They me listed ^ otganiams/m ’ x minutes wtenfliey sh ould be listed as Total 
intepsted organisms with Just the number of orgarosms | 


DOCUMENT! BioWatcfc Gcn-3 Svaleros Engineering Life Cycle TaUoriag Plan tVeralen 1.81 
J»a 20. 2dl2 Cemmenfa ; 


p.I “TheGen-l/Zsysj 
coverage for appn»x-[ 



i BIologicai Concent and provld^MMroi- 
in each of the 30 JurtodktioDs -||||||||M 
for S Indoor facilities". ComntKit: On what 
coverage detemtiaed? Whal is the system senshivity of the current Gen 2 systoi? 
p.4 “After completing Phase I the program abo conducted a detailed regitirements 
analysis through Sandla National Lab. The study assessed the utility of the autonomous 
detection sj^feras with varying degrea of sensitivily in terms Of deteebon Uneliaest, 
population coverage, and lives sat^ during a Woterror attack. This study was completed 
in January 2013. Based on the results, DHS decided to revise the ORB threshold 
requirtnent for System Senrifivtty to reflect a more realbtic articulation of the mtuhnam 
accqsteble level of performance." fiammatt; This raises concerns as the sensitivily 
requirements are critically impottani to ensure meeting afqtropriatc technoltqsy ProbabilitMt 

M n (Pd) metrics'icquiremenu. In other words, if system se||j|i|ity is increasM tJB 
over a 6 hour time window, the Pd will be in the range o^^pwilh 40 detectors 
deployed. In addition, a cost-benefit analysis should be perfomem^ui^rt a possible change 
to the ORD. 


• p.h "The total life cycle cost b estimated at $4,347M at the 50% confidrace kvel". 
Comment: Why is this value different than what is listed above in APB document? 

• pl2 “Offerers for Phase n are not required to participate In Phase I; however, they must 
demonstrate that their proposed technology is ready for iow-iwte initial production." 
“The ARB approved the Phase II acqubition strategy for ftiH and open competition for a 
“total system solution". Comment: A multiple vendor evaluation and approach is most 
appropriate ibr such a large and visiWe acquisfclon program, and more imporumtly was 
qf^jTOved by ARB. This will allow for a compehensive understanding of the bea system 
available to support the Bio Watch mission, 

• P,2S “Assay Evaluation: “Couducted at LANL to verify candidate Gen-3 detectors' aaay 
perforaiance in terras of sensitivity, specificity aud repeatability. The objective was to 
ensure the assay meets Gen-3 operational requirenenis and reduce the risk of the 
detector generating erroneous signals. Cotm^ts: Both technologies tested had sigaifietnt 
deflcifflides and boflt did not sucoessflill^^Dje^^^^tinj. TTie Nottiirap Gniminaa 
(NG) assays by agent were shown to beBpH|H|[^^^|less sensitive than the 
emrest threshold requirement (per OlUTlaOTtioIulteAss^vaiaation Report generated 
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Csamss^ 

The Northiop Grumman (NG) failuns were so signtficanl that OHA proposed major 
engiieering modiiiceiions to (he NO te(dinoIogy (hm included changing out the Colleciar, 
replacing the Analytical Subsystem Reader, and incorporating a sample prejMratlon module 
that required Mveral months to one year to complete. OHA awarded three (3) contracts for 
engineering change proposals Such changes necessitate that the NG system be re-tested 
through Phase I T&E to understand if it meets much lower sjatem-level sensilivity 
requirememsi Both NG and HSSt/MFSl systems both didn’t suceessfully pass Hiase 1 lesBng. 
However, one system, NG was modified by OHA with Federal funding, and not the otha. This 
poses questions regarding disparate decisions for testing, evaluation, and modifications of the 
NG system. 

OHA Planned Modlficatiaas to Northrop Grumman Sysleitt: 


BCp- 

/ ^ 'iiwiww.,. 


Enhtno»d CoU«dix 
Cflncwumor 

Repisce SASS wKh cminticuii Miryrie flow welled 
welt e/ciori0 (WWC} soUgctor and Ir^e VTrluat 
bnpactor (fvi) paffici* tainrator 

* InSdee ^evemMts in 

ssmpHnu effidenr^ wd 
relfiidlortefRd^icy 

* Based {%{^SS&Tsnd 

NG tesSIfif 


Sow cytometry bned LX-200 feeder wtth 
imeQtng based Uegf^x reader 

* UnKnewa 

lir^owci ftuldteB 

V«>v« 

Repieee soft Ikiid^ veive me^rial with robust 
meiertei ifiat provides stQniftanf^ bedsrwtHir 
parfornisnce 

• Unknown 
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DOCUMENT; Memttrandum ffor tte Rtcord, Die; Aaril 6. 2612. Pram; Pr. Mtefcael 
Walter. Fiuknm Manager. BioWatch Prognmi Office. 

C#ffinents: 


o p.2 “Stodta National taboratoiy SystenH Aaalj'uf Stad|. “The BloWaici SPO 
eomiBBSloncd SNL lo lead a consortlam of Natjonal U»bi in the preparation of a 
perforfflaBce tradeMilf alady, etanrfiiiog the relatif e beneDto of the tlme-to^letect system 
sensitivity, and aumber of deployed detectors rcfated to lives laved. The resulting 
suggests that the Sysitera Sensitivity requirement contained in theGra-3 ORD v.l.l and 
V.X0 were too strta|CBt, prompting the SPO to npriote the System Sensitivity. As such, 
the Bio Watch Program ffl^^^oced the Syytem Sensitivity UireshoM requirement from 

■ (orga»isms/ni3) to^^^(orgaBisins/my) x minutes for indoor environments and 
(organisms/mS) x minutes for outdoor environments. 


Conments: The Requirements used by OHA to update she Gen-J ORD v 2,2 (dated Januaiy 
2012) are very conftismg and misleading. NynfomMtroiyyTOwd^^ to the rationale for 
choagttig ope^cmal system sensitivity toBH||H||HH|[||||| Also, difTerast system 
sensitivities are indicated for both INDOO^nTOu^M^Kyslems^ Wiil diferait systems 

with different sensitivities be developed for indoor and outdoor to meet tl»se roetiica? Why 

have titese requirenens etumged irom a $ hours bon eoUection period 

and what is the benefit? The Threshold miautes for boeWa 

and vintses. Hie Threshold ibr outdoors bacteria and vinises, 

Jhed^iment states that these are equivalent to system sensitivities oi l 

These sensitivities are relatively low. For outdoor attacks, if the eoliector coih 
otg minto’), t 

IftherailMorrmuirm^ 

CBD mlvises against changing system sensitivity requirements based 


solely upon the candidate systems tested. The system sensitivii 
ensures a high probability of detection (Pd). S&T recommends 


St a level that 


Need for Changing the Schedule 


« OonfirmatJon that ifnprovamant In production unit© has occurred 
requires more detaifed teeting before deptoyment. 


Engineering Changtiau 



Homeland 

Security 
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Commests: 

OHA plans to lest the NG systwn wtb modific^c»is at the aait of Phase II. It is our 
recommem^oo that the ORD for souKIvtty wjt he ct^iig«i m foe current tiuK:. Given foe feet 

fo^ OHA bis already invited slgfoUcant resources to suf^it sipiific^ ch^es to foe 

existing HO s^tem about a year that foe syst^i be test®! against 

foe or^isal ORD soi^itivtiy level G^||||||||mH|[(o lu^tmtasd foe performasce based apon foe 
engin^ring changes prior to making ORD changes. It foould dso be noted that significant 
er^eeriiig cfoanges by OHA to foe N<»thiop Grumman system do HOT meat that foe systMi 
of foe tedtnology will become any lower. 


DOCUMUNTr Gm-3 Automonoos PctecHoa System OpcfatioDal Reoeiremeota Docuaieat v22 (Dated 
JanaarvS.2012) 


CvoDWcsi^: 

The most impe^tant chants to this document are found on pa^ 3-2. TIk ADS system 
s^itivlty metrics have been modified fitsn the previous Operational Requirem^ts Dogu] 
ist 20! 1 ORD reqiuremcn^^systcm sensitivity was a llireshold ofr" 

I and the objective changed for foreshold of | 

| for outdoors/indoon. The concern is that tb system seiBitlvIties 

me being modified to match foe metrics of the Horforc^ Grumman sj^esn, rate ttan muring 
that there is high ccmfidence in the Probability of Detection (Pd) of foe technology. 


» Doeun ta 
ofH 


DOCUMENT: G^-3 AutaaoiQOUS Detection System Test and Evaluatioa Master Plan v 2.i 


Coctmeats: 

Page D-3: Assay Evaluation 

“Assay Evaluation is designed to measure Gcn*3 Detwtor assay perfonnance in terms 
of sensitivity, specificity and repeatability. The test design will te ba«d upon SPADA. 
The assay evaluation will use liquid samples of purified DNA processed through a high 
throughput bench-top version of the system’s analytical subsystem to include an 
automated algorithm that detects and identifies the appropriate strains. The Assay 
evaluation will be conduc ted at LANL and CPC Modificalioas to foe assay evaluation 
yvpnt may be_made if the assay has met all or some of foe data requirements described 
in the Ptiase U Rf P prior to the test event. A portion or the entire assay evaluation mav 
Dot be required. Also, if the assay has met all or some of the data requirements 
described in foe Phase II RFP, but has siace received engineering changes or dc^n 
modifications, than appropriate regression tesfing will be required. Assay evaluation 
regression testing will verify the performance of modified as.say components to ensure 
no dclrinrem to previously working ftmetions.” 


CommeiKat This language raises questions or concema as what is truly meant by 
"'modijicadons to the ossqy evaiuadon event will be made ff the assay W met all or 
some of the data requirements described in the Phase II RFP. A pt^ion or the entire 
assay evaluation may nor be required. No technology or system as^ys should ^t a 
from undergoing full evaluation of assays. What metrics will be used to ewJuate 
and deCrnnine if an at^y has met all or some data requirements as desmbed in foe 
Phase n RRP7 2. “The high-throughput bench-top version of each systims’s analytieid 
su^stem will be used for system testing.” Significant cot«efitt were ral^ in Pha^ I 
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testing regaiding the use, op^^km and ^ifonnance of high-throu^put bendi top 
s^stmss. Am then: mre Mse posi^Y^ md negatlvn issues widi tite NO It’s 
highly rceomitiendtKi that if cl^ge^ are mtulc to the A^ys wi&in die Oca-3 systeni 

they mast he re-test«i to geneme the af^priatc da^ for sub^oent evaluation to 

deiennine ov^aii performance. 

Page D-4t Aerosol Coliecfion Subsysfem Test 

‘^Modifications to the aerosol collection subsystem i^l event mav be made if (fae 

aerosol colleciion subsystem has mei aJI nr some of the data reQuirements described in 

Phase ir RFP prior to the test evenl”- 

CoaiiHeati/QafeiittoBe; What is the daision making process? This is a coac«ra, as in 
foe Assay E^^mdlon above^ that decision inocess will be used to evaluate if 
requii^menis hg’i^ been met? It is hi^y recommended that if chtun^ are made to the 
Aerosol collection sy^m rt must be re-tested to ^aerate the appropriate data for 
evaJuadon to deteraune performance. 

Gm-3 Autonoinaus Deteetton System, Operational Requiremetits Document v 2.0, August 12. 
2611. signed by Bob Ranhofer and Mike Walters (copy attached) 

Coimnatl: This doeumei^^^^^^luded in foe list of IRS documents for r&^[^^|i|y||etrics 
ch^gedlrom foeongimLl^^^^H(mORD vl.I)tomc!udctheobjeciiveof||||||||||||H This 
ORD Vision was not profl®nflne documents as sent. HoweverJTyni^^^^^^temt OHA 
ebeifkd to modi^ foe System sensitivity requirements to ^^||||||||||||||||^^|^^ 

3. 1.4 Sy.f tem Sensitivity 

The (jen-3 ADS shall have a system-level s«is!tiviiy4, average air concentration of agents 
o^er the collccdoi^eri^ equ^ to or less than fFj; 

cubic meter for l^leria (vegetative cells or spores) 
cubic meter for viruses 

The Gen-3 ADS shall have a system-level semhivity, average air concattration of agents 
over the coUecdor^giofo equal to or less than {0]: 

(a)||||H^^H|pef cubic meter for bacteria (vegetative cells or spores) 
cubic meter for viruses (DNA or RNA) 
per cubic meter for tOKins 
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PIHal, Seg aran 

From; Hatl, Wendy 

Sent: Thureday, Juiy 12, 2012 8:25 PM 

To: Drabkowski. Douglas; Piiiai, Segaran 

Subject: F^; GEN-3 IRT OUTBRiEF 


Ah yes. But Jerry and i m^ht not give up on that as we recommended stmie refated iteirste A/S Heyman and would need to ask S&T for technical support to 
further our Policy thinkir^ about Gen3 requirements that meet various Kodefense {»8cy objectives. And we have to have a more solid idea of our policy goals 
to be able to effectively evaluate the documents that OHA will be working to produce. 


Rwi: DrabteJwsW, Douglas 
S&nb Thursday, luly 12, 2012 1:29 PM 
To: Filial, ^aran; Hail, Weidy 
Subject: FW; GEN-3 IRTOUTBRIEF 

FYI - Apparently, IRT and IRB meetings postponed throng the calendar year to address some of ttie S&T Aojuisition Recommendations, 
but apparently not a3i 

Additional S&T r«»iamendatdon8 NOT mentioned indude: 

1) System-level cbaracterization of the current BioWatdi G«n*2 performance. 

2) Cost-benefit Analysis of the deployed Gen*2 vs the prcipoaed Gen-S system. 

3) Evaluate if the N.G. a^sys have been updated to ensure greater assay sensitivity, specificity and reproducibility. 

4) Independent Validation and Verification of the aesumptions foimd in the Samlia National Laboratory modei&fstudies. 

Doi^ Drabhowski 

Acting Deputy Director & Tranaition Branch Chief 
Chemical and Biological Defense Division 
Science and Technology Directorate 
U.S. Department cf Homeland Security 



B^om: Durham, Debra 

Sent; Thursday, luiy 12. 2012 1:21 PM 

To: Drabkowtid, Douglas; Minata, Oto'sbna; Sende, Paul 


FOR OFFICIAL USE ONLY 


DHSHCECBWO0S6O4 




173 


Cc! Kerr, Gitson 

Subject RE: GBI-3 IRT OITTBRIEF 

The OHA Bio Watch, GBM3 IRT Outbrief 03 1 6 Jaly, the USM Pre-R^ *» 25 July, and the IRB on 3 Aug have been cauceiied. 

OHA will con^iete die CONOPS, threat amtlyas, and perform the AKauadve Aoal^ befere tile IRB will be held sometime next calendar year. 


From: Drabkowski, Doi^las 

Sett Thursday, lufy 12, 2012 9:28 AM 

To: Durban, C«bra 

Subject i^-3 IRT OUTBRIEF 

Debra- Justdheddng to see if you or from your office vidU be attsncBng the Gen-3 Out-^ef scheduled fdr Monday, i^^raremttyttte 
meeting is to discuss comments and recommendations from S&T and Policy. I wiB be at^dlng on beha^of ON>/5&T. Doug 


^biect GEN3 WX OUTBRIEF 

Whens Mewtday, lu!y 16, 2012 1:00 PM-2:30 PM (Gi'fT-tKiOO) &stem Time (IS & Canada). 

wheyes OHA BioWatch SPO - 675 N Wa^Ington Sa, Alexandria, VA 22314; Sute 720: Large Qmf Room 200 

When; Monday, July 16, 2012 1:(K) PM-2;30 PM (eMT-0S:00) Eastern Time (US & Canada). 

Where: OHA BioWatch SPO - 675 N Washington St, Alexandria. VA 22314; Suite 220; Large Conf Room 200 

Note: The GMT oiftet above does not reflect daylight sa\ring thne adjustments. 


* latest IRB Date scheduled for August 3, 2012 from 1:30 to 2:30 at the MAC unto S2* 

ALCON: 

The 6EN3 IRB 2B decision meeting has been postponed to the first week in August. See above. 

Meanwhile, given toat the GEN3 acquisition has garnered interests and comments from S&T and Policy (see below). PARM is holding an IRT Out Brief to 
discuss and work out all issues pertaining to this acquisition. 

Doti^ Drabkowsld 

Acting Deputy Director & Transition Branch Chief 
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Cb.emical and Biologicai Defense Division 
Science and Tecliaolc^- Directorate 
U-S. Department of Hoiaedand Security 
Washington, D.C. 20528 
Office: 202-254-6808 
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Young, Loretta 

From: OToole, Tara 

Smt: Tuesday. June 19, 2012 3:03 PM 

To; de Vallance, Btten 

Subject: RE Bio 


Dear Brian - 

Thanks for the update. I don't know what the time pressures are; OHA would know better. I 
would like very much to be at the IRB, but am traveling 4/27 and 28 and am on vacation the 
week of July 4. 


1 think a pre-mtg session would be very good Idea. This is a highly visible, controversial 
acquisition, one of the largest (In $ terns) in DHS, and people are watching for It - as WA 
Post article Indicates. Also in the background is a 2018 National Academy of Sciences report 
requested by Cong Price (and extensively quoted by SAO). 

The GAO report now circulating in DHS for accuracy check (release date in August) is highly 
critical of the acquisition process. There is another report on the state of the blowatch 
technology by H5SAI which the Secretary requested (have not seen it). SST's written ccanments 
to the IRB express a lot of skepticism about whether the technology works and whether we are 
getting our money's worth. The House Approps bill does not include money for BW operational 
testing until the Secretary "certifies" that It Is prudent to do so and provides an alternate 
plan (essentially an analysis of alternatives, which SST also wants to see done), 

Alex Garza, on the other hand, told me this morning that he does not regard the BloWatch 
Acquisition to be "high risk" and he has aggressively sought permission to proceed. 

So there will be a lot of different opinions about whether and how we should go forward. 

Not sure if a bigger or smaller mtg would be useful, but I think It would be useful to have a 
somewhat formal presentation of the "facts' and concerns from OHA, S*T (not TSE, I would 
present) and USH or their rep. 

Alice Hill is also Involved in this. 

let me know if I can help. 

Tara 


Tara O'Toole MO, MPH 


ode^ecretar^or Science & Technology Department of Homeland 


security 


tara.otooleadhs.gov 

Original Message 

From: de Vallance, Brian 
Sent: Tuesday, June 19, 2012 2:32 PM 
To: 

Cc: 

Subject; Bio mtg 
Dr. O'Toole, 

MOTT does recommend that we move the big Bio mtg, which we usu accommodate it approved by the 
U/S, which it was here. Erin will let you know when we move it to. 2 Qs for you: 
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1. I assume we consider this time sensitive for reasons that we discussed, so we need to 
resched it asap, correct? If so, we will do it as soon as can. 

2. Do you recommend a separate (short) prep session for the larger mtg? 

3. If so, who should attend the prep session? 


Thx. 

Brian 


2 
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Young, Loretta 


From: 

Sent: 

To. 

Cc: 

Subject: 


O'Connor. Erin 

Monday, June 25. 2012 7:35 PM 


RE: BioWatoh }RB 


FY! 

52 met w/Huban and Alex and Amy Shlossman. 

No larger meeting being sdieduled at this time. 

From: O’Toole, Tara 

Seal: Tuesday, June 19, 2012 2:49 PH 

To: O’Connor, Erin 

SuMecb RE: BioWatdi IRB 

I have had it on my calendar as a S2 mtg for about a month, but die mtg may have been csHod by USM. 
it's up to the Deputy, but I think a prep session would be exceflent Idea. 

This is highly complex acquisition - both because the tecfmology fs complex and hard to understand, and because of the 
unusual history of the program. It Is a multf billion dollar deal 

Moreover, this is highly idsibie and (»ntroversia( acquisition with story In yesterda/s WA Rost and no money for 
acquisition in OHA's House budget. 

I think S&T and OHA have convicting views of the program. Not sure what USM thinks. 

I would really like to be at the IRB but am tra\«ling 2 days next week and off the week of July 4. 

Cali If t can help. 

Tara O'Toole MO, MPH 


Undersecretary for Science & Technology 
Department of Homeland Security 


From: O’Connor, Erin 

Sent: Tuesday, June 19, 2012 2;00 PM 

To: OToole, Tara 

CjC! Gifford, Ashley; Young, Loretta 

Subject! BioWateh IRB 

Dr. O'Toole: 


Brian just said you were asking about a prep for BfoWatch DC. 

We didn't have a prep session on. Do you warn a prep? if so, I'H ask S2. 
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Separately, iRB folks In MGMT JUST asked me to cancel and MOVE the BioWatch IRB. 


Erin O’Connor 

Office of the Deputy Secretary 
Department of Homeland Security 
Email: 
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Pil^Sggaran 

From: Dfabkowski, Douglas 

Ssnt: Monday, /^5t 06. 2012 11:36 AM 

To: Piflai, Segaron 

Subject: FW: BioWatdi Gen-2 Data 


Dr. PUIal - Please sea below my follow-up emails to Mike Walters of WA regarding oar request for information specific to the current Gen-2 
system. AsofthisdatewehavenotreceivedaresponsefromOHA. Thai^. Doug 

Doug Drabkowski 

Acting Deputy Director & Transition Branch CNef 
Chemicai and Biologicai Defense Division 
Science and Technofogy Directorate 
U.S. Department of Homeland SecorKy 



Prom: Drabkow^ Douglas 

Sent Riday, Jwoary 20, 2012 12:11 PM 

To: Viaf^, Michael; ^fooks, fUfoerT 

Cc Gerstetn, raai, Segaran; Panhof^, Robert; Jc^tns, M^tm; 'jerome.h<^tongK»ifffgroup.com' 

Subject: S^: BloWatch Gen-2 

Thanks Mike! 

In general wc are trying to underatand the c urrent Gen-2 system sensitivity in order to better inform robust biomonitoring systems of the future. 
As such, it would be most helpful to receive information on the followii^: 

1 . Available data that informs the current (Gcn-2) system sensitivity. 

2. ^Hicthcr or not Dugway chamber tiling was performed to undeniand current (Gcn-2) system sensitivity for the five (or six) Bto Watch 
agents. 

3. WTiat the current sample processing cHlcicncy is for the five (or six) BioWalch agents. 

ITiiuiks in advance for your responses to these items. Regards - 
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From: Drat^owski, Doug!^ 

Sent: Friday, lai«»y 13, 2012 4:40 PM 
Tot ‘Hooks, fUAetf ; Wj^, 

Cc GerSeln, Dar^j Piai, Segarsn 
Subfect: BioWati^ Gen-2 l^ta 

Bob and Mike - 

It was great having a meeting yesterday to discuss fee niCTits of Fp aal Pd in the coitfcxt of BioWateh detectmg biological r^eases that impact 
significant numbers of people. 

Durii^ the meeting, you frovkled an affinnative response to Paul Benda’s question regarding svaiiabiliO' of tsst data for ti» performance of the 
current BioWatrii Gei-2 system ^SUs and lab extraction procedure). It would be appreciated if you am forward such data back to my attention 
within the next week. 

Thanks much for your assistance in this matter. 

Sincere regards - 

Dot^ Drabkowski 

Acting Deputy Diiwto 

Chemical and Biological Defense Division 

Science and Technolc^ Directorate 

U.S. Department of Homeland Security 
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U.S. ef HcroelsJHJ SscBtie} 

WiJl-imgtoa. DC 2052S 

Homeland 

Security 

SEP 0 7 2012 

ACQUISITIO.N DECISION MEMORANDUM 


MEMORANDUiM FOR: Dr. Alexanda: Garza 

Assistant Secretary for Health Afiairs 

FROM: Rafael Borras'i^S*'^' ^ 

Under Secretary for Management 

SUBJECT: Bio-Watch Generatioa-3 Acquisition 

A Department of Homeland Security (DHS) Acquisition Review Board (ARB) review oftheOfScc 
of Health Affairs (OHA) Bio-Watch Generation-3 (Gen-3) Program, chaired by the Under Secretary 
for Management, was held on August 16, 2012. This ARB was a program review to determine the 
program’s feasibility to approve the revised 2-Stage Acquisition Strategy and release the Gen-3 
Phase 11 Stage 1 Request for Proposal (RFP) for performance testing. 

Tie Bio-Watch Gen-3 Program has been working since August 201 1 to develop a viable alternate 
2-Stage Acquisition Strategy to mitigate programmatic and technical risk for Phase If in preparation 
for an Acquisition Decision Event (ADE) 2B milestone. The program has responded to dl of the 
action items assigned in the June 2010, December 2010, and June 2011 Acquisition Decision 
Memorandums (ADMs). The program presented an alternative approach to reduce programmatic 
and technical risk based on the previous Phase I GeD-3 test results and the original acquisition 
strategy. The Bio- Watch Program has submitted ADE 2B acquisition documentation based on the 
multi-vendor acquisition strategy for DHS review. These efforts demonstrate significant progress in 
the Bio-Watch program’s maturity and compliance of Management Directive (MD) 102-01 . The 
propam’s lack of maturity and MD 102-1 compliance were cited as significant ride within the 
February 7, 2012. However, it was noted by die ARB that the program must update the Acquisition 
Program Baseline (APB) and associated documentation to reflect the change in the acquisition 
strategy. 

During the Bio-Watch Program’s Gen-3 Phase 11 acquisition planning, the Ooveniment 
Accountability Office (GAO) performed a program audit, and DHS commissioned an independent 
study by the Homeland Security Studies and Analysis Instimte (HSS AI) to detemime bow to 
decrease the program risk. Both of these efforts concluded in July 2012. The draft 
recommendations of GAO and the HSSAl Study recommended that the Bio- Watch Program conduct 
additional Analysis of Alternatives (AoA) before the Gen-3 acquisition proceeds. HSSAl farther 
recommended the program update the Concept of Operations (CONOPS) to ensure Gen-3 
requironents adequately address “the full operational landscape.” It further recommended that the 
program update other acquisition documentation to reflect the AoA and GONOPS. 
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Based on these two separate activities, the program proposed a parallel path of conducting Gen-3 
performance testing of ten units from each competitivdy select^ vendor, while conducting the AoA 
and developing a CONOPS. The ARB had a productive discussion with the program about the 
benefits and risks of adopting this approach. The Acquisition Decision Authority gave contingent 
approval for the Bio- Watch Program to prepare two solicitations: 1) conduct an AoA and 2) conduct 
Gcn-3 Stage 1 performance testing, based on the current Operational Requirements Document 
(ORD), Approval to release the RFPs is based on completion and ARB review and approval of the 
following tasks: 

» Acquisition Plan; Must reflect the updated strategy and be ^proved by the Head of 
Contracting Activity and Chief Procurement Officer before the Gen-3 performance testing 
solicitation can be released. 

o Integrated Master Schedule: Within two weeks of the ARB (August 30, 2012), the Bio- 
Watch Program is required to provide a Gen-3 Integrated Master Schedule reflecting the 
revised acquisition strategy and including stakeholder inputs and activities (i.e., all 
government, including Science and Technology Directorate and Office of Health Affairs 
(OHA) activities). 

Before Gen-3 Stage 1 performance testing contract award(s) the Bio-Watch Program must return to 
an ARB. To support that ARB, the following actions must be completed and provided for review 
and approval no later than 45 days prior to the planned contract award date; 

o AoA and CONOPS; The AoA must include a Cost-Benefit Analysis of the d^Ioyed Bio- 
Watch Gen-2 performance versus the proposed Gen-3 performance. The AoA must consider 
the current operational system, as an alternative approach, including a Threat Clarification 
Analysis to establish a basis for the recommended altemative.s. The Bio-Watch Program 
must also complete a CONOPS that explains how bio-detection technology will be used in 
each type of environment required under this program and the role of stale and local 
jurisdictions, 

• OthCT Acquisition Document; The Bio- Watdi Program must revise all other acquisition and 
systems engineering support documents (e.g Acquisition Program Baseline (APB), Life 
Cycle Cost Estimate (LCCE), Operational Requiranents Document (ORD), Test and 
Evaluation Master Plan (TEMP), and the Systems Engineering Life Cycle Project Tailoring 
Plan (SELC TP) as appropriate based on the AoA, CONOPS, and the revised 2-Stage 
Acquisition Strategy. 

It is the responsibility of both the OHA and the Bio-Watch Program Office to ensure results of this 
ADM are promulgated to the affected organizations. The Office of Program Accountability and 
Risk Management (FARM) will provide support and assistance as needed. Please send action items, 
status, and supporting docurnentatiotU^^ RMtSiha.dhs.gQV . Should you have any questions, 
please contact Brian Chu at HB||||HB°t'BriaivChu^q.dhs.gov. 
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cc: 

Deputy Secretary 

Under Secretary for Management 

Deputy Under Secretary for Management 

Chief of Staff, Under Secretary for Management 

Assistant Secretary for Policy 

Deputy General Counsel 

Chief Administrative Officer 

Chief Human Capital Officer 

Chief Security Officer 

Chief Financial Officer 

Chief Procuranent Officer 

Chief Infoimation Officer 

Executive Director, Office of Program Accountability and Risk Management 

S&T, Director, Operational Test & Evaluation 

S&T, Systems Engineering Directorate 

Chief Ftaanda! Officer, OHA 

Chief Information Officer, OHA 

Component Accjuisition Executive, OHA 

Program Manager, OHA Bio-Watch GEN-3 Program 
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From: 

Sent; 

To: 

Sub|ect: 


Merlin, Toby (CDC/OID/NCEZID) 

Sunday, May 22, 2011 4:01 P M 
Bell, Beth 

OPR on LRN - draft outline of presentation 


BethIHIH 

Here (below and attached) Is the outline of my QPR presentation on LRN, I would like to be able to go over this 
with you on Monday, I am most concerned about what I should say about the challenges. 

Thanks, 

Toby 

"Assuring the United States Can Detect and Respond to Infectious Diseases - The Role of the 
Laboratory Response Network (LRN). 


Background: 


e The Laboratory Response Network (LRN) is a system of laboratories providing rapid, highly reliable 
testing and expertise for biological and chemical agents regarded as threats to the public health, 
o Hallmarks of LRN are: 

» Ready availability 

• State of the art science 

• Rapid testing 

“ High precision and accuracy of the testing 

• Highly standardized assays and highly trained personnel 

» Ready availability of expertise to assist with Interpretation of results. 

• There are 170 LRN laboratories providing testing for biological agents, Including (and I am going to 
confine my discussion today to this biologic testing); 

o Within the US: local, State, and federal civilian and Department of Defense (OoDI laboratories 
o Outside the US: Mexico and Canada, as well as DoD facilities 

• LRN Is organized and funded largely by the CDC, but is managed In collaboration with APHL and the 
participating laboratories. 

o CDC Preparedness funds come to NCEZID to develop, maintain, and support the program and 
laboratory assays 

o CDC Preparedness funds go to the States and some cities through the Public Health Emergency 
Preparedness (PHEP) funds to support the State and local participating laboratories, 
o DHS funds come to NCEZID to support assay development. 


Recent Successes: 

0 LRN In States and some cities (and DoD) were rapidly able to perform testing for ZOOS HlNl on RT-PCR 
instruments deployed in LRN. 

o 2009 HlNl pandemic demonstrated value in having distributed network pf state of the art 
diagnostic laboratories 

o Probably over 90% testing for 2009 HlNl Influenza was performed in LRN laboratories In the 
States and some cities. 

o LRN has dramatically improved public health laboratory Infrastructure nationwide 
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0 Improving collaboration with FDA 

o Working with FDA on regulatory pathway for IRN assays 

o FDA has agreed to need to change in methods (absolute quantity of DNA rather than colony 
forming units) as limits of detection standard for RT-PCR assays 

• Mexico LRN is up and running 

o Major obstacle has been shipping and receiving of materials - import and export permits, 
customs Issues 

• LRN has forged new, improved relationships between State and local public health laboratories and the 
clinical diagnostic community 

o According to APHl 

Challenges: 

o Funding 

o LRN vulnerable to decreases in Preparedness funding, especially because of collaborative 
nature of LRN. 

” PHEP funds to States now decreased for 2011 

• PHEP funds likely to decrease further in 2012 

• PHEP funds to States do not go directly to laboratories and there is no funding 
specifically for LRN. 

■ Preparedness funds to NCE2ID proposed to decrease in 2012 

a Biowatch 

o DHS-run program to sample outdoor and indoor air in multiple cities 
o LRN and CDC must be able to understand and verify Blowatch results in order to be able to 
assist in decisions about appropriate public health action 
o Requires substantial CDC resources to perform this function 

o Is planning to implement new Biowatch testing technology (Gen 3) with more sampling. In 
more locations. 

• CDC has concerns about technology; failure to target/meet standards for public health 
actionable assay 

• CDC has concerns about impact of demands of Increased testing on LRN 

o Blowatch program is unpopular is questioned in some quarters. Including parts of DHS. 

• Adding international laboratories 

o Supplying reagents and equipment ori a routine basis to other countries Is challenging 
(customs, export and import licenses, lATA regulations. 



QPRonLRN 

0525UTMdrjfl. 
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Presentation to CDC Director 
NCEZID Quarterly Performance Review 
May 225, 2011 


"Assuring the United States Can Detect and Respond to Infectious 
Diseases - The Role of the Laboratory Response Network (LRN). 

Background: 

0 The Laboratory Response Network (LRN) is a system of laboratories 
providing rapid, highly reliable testing and expertise for biological and 
chemical agents regarded as threats to the public health, 
o Hallmarks of LRN are: 

<■ Ready availability 
“ State of the art science 
■ Rapid testing 

“ High precision and accuracy of the testing 
® Highly standardized assays and highly trained personnel 
» Ready availability of expertise to assist vrith interpretation of 
results. 

• There are 170 LRN laboratories providing testing for biological agents, 
including (and 1 am going to confine my discussion today to this biologic 
testing): 

o Within the US: local, State, and federal civilian and Department of 
Defense (DoDl laboratories 

o Outside tie US; Mexico and Canada, as well as DoD facilities 
» LRN is organized and funded largely by the CDC, but is managed in 
collaboration with APHL and the participating laboratories, 

o CDC Preparedness fiinds come to NCEZID to develop, maintain, and 
support the program and laboratory assays 
o CDC Preparedness funds go to the States and some dties through fte 
Public Health Emergency Preparedness (PHEP) funds to support die 
State and local participating laboratories, 
o DHS funds come to N CEZID to support assay development 

Recent Successes: 

0 LRN in States and some cities (and DoD) were rapidly able to perform 
testing for 2009 HlNl on RT-PCR instruments deployed in LRN. 
o 2009 HlNl pandemic demonstrated value in having distributed 
network of state of the art diagnostic laboratories 
o Probably over 90% testing for 2009 HlNl influenza was performed in 
LRN laboratories in the States and some cities. 



192 


o LRN has dramatically improved public health laboratory 
infrastructure nationwide 
e Improving collaboration with FDA 

o Working with FDA on regulatory pathway for LRN assays 
o FDA has agreed to need to change in methods (absolute quantity of 
DNA rather than colony forming units) as limits of detection standard 
for RT-PCR assays 
» Mexico LRN is up and running 

o Major obstacle has been shipping and receiving of materials - import 
and export permits, customs issues 

9 LRN has forged new, improved relationships between State and local public 
health laboratories and the clinical diagnostic community 
o According to APHL 

Challenges: 

9 Funding 

o LRN vulnerable to decreases in Preparedness funding, espedally 
because of collaborative nature of LRN, 

■ PHEP funds to States now decreased for 2011 

• PHEP funds likely to decrease further in 2012 

9 PHEP funds to States do not go directly to laboratories and 
there is no funding specifically for LRN, 

“ Preparedness funds to NCEZID proposed to decrease in 2012 

9 Biowatch 

o DHS-run program to sample outdoor and indoor air in multiple cities 
o LRN and CDC must be able to understand and verify Biowatch results 
in order to be able to assist in decisions about appropriate public 
health action 

o Requires substantial CDC resources to perform this function 
o Is planning to implement new Biowatch testing technology (Gen 3) 
with more sampling, in more locations. 

• CDC has concerns about technology: failure to target/raeet 
standards for public health actionable assay 

• CDC has concerns about impact of demands of increased 
testing on LRN 

o Biowatch program is unpopular is questioned in some quarters, 
including parts of DHS. 

9 Adding international laboratories 

o Supplying reagents and equipment on a routine basis to other 
countries is challenging (customs, export and import licenses, lATA 
regulations. 



From: Merlin, Toby (CDC/OICtfNGE2ID) 

Sent; Wednesday, May 25, 2011 

To: Bell, Beth (CDC/OID/NC£ZtD);I^HHHH^^|H^H 

Subject; Almost best-and-finai version ofQP^resentation on LRN 

i was not able to send this out electronically yesterday afternoon and evening, because of a problem with 
Outlook. I gave Beth a hard copy, and the only substantive change since then is adding a discussion of "specimen surge" 
to the challenges. 

Please let me know any suggestions or concerns you have. 

Thanks, 

Toby 



QPRon LRN 
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Presentation to CDC Director 
NCKID Quarterly Performance Review 
May 25, 2011 


"Assuring the United States Can Detect and Respond to Infectious Diseases - The Role of the 
Laboratory Response Network (LRN). 

Background: 


• The Laboratory Response Network (LRN) Is a system that enables participating States, cities, federal 
agencies, and international partners to provide rapid, highly reliable laboratory testing for blotogical and 
chemical agents regarded as threats to the public health. 

• I am going to speak today primarily about the biological side of LRN, which is 1) the largest operating 
component of LRN, 2) the foundation of LRN, and 3) supported by muhiple Divisions in NCEZID. 

9 LRN facilities have the state-of-the-art equipment, personnel, training, reagents, procedures. Information 
systems, quality assurance program, and the connection to subject matter experts that enables these 
facilities to produce and report laboratory resultsthat are highly reliable and appropriate for public health 
actions. 

o There are 365 total LRN laboratories: 115 State and local health department; 19 federal agency (FOA, NIH, 
CDC); 7 veterinary; 11 military (including South Korea); 13 international (Canada, UK, Australia, and (very 
soon) Mexico); and 3 higher level national facilities including CDC, U5AMRID, and Naval Medical Research 
Center. 
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• standardized testing and reporting across all of these laboratories minimizes methodological variation and 
assures that a result from one laboratory Is equivalent to a result from any other laboratory. 



» CDC develops, produces, and distributes the tests and supplies the individual LRN laboratories with the 
test kits, policies and procedures, training, quality assurance. Information systems (LRN-messengerj, and 
supporting subject matter expertise. 


» LRN is funded largely by the COC from Preparedness funds. The intramural activities at CDC are funded by 
"Upgrading CDC Capacity funds" which NCEZID receives from PHPR. CDC also receives some funds from 
DHS for assay development. The State and local LRN laboratories are funded through the Public Health 
Emergency Preparedness grants from PHPR. 


The LRN equipment and personneUre_so;called^[diralus£[_resoutcesand_areu 2 dtD_s^ 
and local laboratory activities! 


lort other State 


» APHL serves a critical role in facilitating the participation of State and local laboratories in LRN 


Recent Successes: 

• A substantial proportion of the testing for 2009 HlNl Influenza performed in States and cities (and OoD) 
was possible because of the LRN. 

o LRN laboratories served as the "warm base" for 2009 HlNl test kits developed and distributed by 
CDC. 

o Equipment and personnel trained and experienced in real time PCR were readily available, and the 
LRN laboratories in the States and cities had worked on a predecessor influenza assay. 

o Proof of the public health value of "dual use" of standard testing platforms. 

» In the past 2 years, CDC's collaboration with FDA on LRN has substantially Improved. 

o CDC is working with FDA on mutually acceptable a mutually acceptable regulatory pathway for LRN 
assays. 

o FDA has agreed to need to change in methods (absolute quantity of DNA rather than colony 
forming units) for measuring sensitivity and specificity of PCR for detection of microorpnism. 
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» Mexico LRN is almost up and running 

o Major obstacle has been shipping and receiving of materials - import and export permits, customs 
issues. 


o The remaining step Is training now scheduled for late summer 


» CDC is improving its PCR assays for biothreat agents. 



o We plan to change the cycling time threshold tor the assays tvhich will decrease the number of 
non-veriflable positive results for Ft. 


Challenges: 

• Decreased Preparedness funding is impacting LRN 

o Within CDC, we are critically examining how we spend dollars on assay development and 
deployment. Our first priority Is Improvement of assays for our existing menu of targets. 

o Compliance with FDA regulations will have a cost. 


o For the LRN laboratories in the States and cities, decreased PHEP funding will have an Impact. 

• We are committed to maintaining the quality of LRN testing and reporting as the backbone 
of LRN. 

• We will be working with APHL and our State and local partners to look at strategies for 
operating LRN in this environment. 


• (I may not say this) The elephant In the room is the question about how many LRN 
laboratories do we need In the States and cities. 

• The Biowatch continues to be a major challenge to LRN. 



o CDC currently supplies kits for the PCR testing of these environmental samples. CDC serving as the 
source for the assays may change in the near future, but this change will not address the 
fundamental challenge. 


o The fundamental challenge that testing large numbers of low probability environmental specimens 
for these agents inevitably generates occasional positive PCR result. CDC and LRN must be able to 


.a 
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understand and be able to verify Blowatch results in order to be able to assist in decisions about 
appropriate public health action. 


o The Blowatch program is now developing new technology (which they call Gen 3), and CDC has 
concerns about this new technology, which we are actively discussing with DHS. Concerns about: 

• Sensitivity and specificities of the assays. 

• Claims that the new technology generates "confirmed" results. 

• Potential workload impact on LRN from increased number of devices that are continuously 
sampling and reporting. 

o Blowatch program is unpopular is questioned in some quarters, including parts of DHS. 

• Adding international laboratories 

o Supplying reagents and equipment on a routine basis to other countries is challenging (customs, 
export and import licenses, lATA regulations. 

• Planning and exercising for specimen surge 

o Some types of events could produce a dramatic increased demand for LRN testing, particularly of 
environmental specimens 

o How to manage this surge requires scenario planning and exercising that needs to occur, 
o Space and logistics for surge testing is a basic problem that we need to address. 
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Presentation to CDC Director 
NCEZID Quarterly Performance Review 
May 25, 2011 


"Assuring the United States Can Detect and Respond to Infectious 
Diseases - The Role of the Laboratory Response Network (LRN). 

Background: 


• The Laboratory Response Network (LRN) is a system that enables participating 
States, cities, federal agencies, and international partners to provide rapid, 
highly reliable laboratory testing for biological and chemical agents regarded as 
threats to the public health. 

0 I am going to speak today primarily about the biological side of LRN, which is 1) 
the largest operating component of LRN, 2) the foundation of LRN, and 3) 
supported by multiple Divisions in NCEZID. 

0 LRN facilities have the state-of-the-art equipment, personnel, training, reagents, 
procedures, information systems, quality assurance program, and the 
connection to subject matter experts that enables these facilities to produce and 
report laboratory results that are highly reliable and appropriate for public 
health actions. 

■ There are 165 total LRN laboratories: 115 State and local health department; 19 
federal agency (FDA, NIH, CDC); 7 veterinary; 11 military (including South 
Korea); 13 international (Canada, UK, Australia, and [very soon] Mexico); and 3 
higher level national facilities including CDC, USAMRID, and Naval Medical 
Research Center. 


» Standardized testing and reporting across all of these laboratories minimizes 
methodological variation and assures that a result from one laboratory is 
equivalent to a result from any other laboratory. 



» CDC develops, produces, and distributes the tests and supplies the individual 
LRN laboratories with the test kits, policies and procedures, training, quality 
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assurance, information systems [LRN-messenger], and supporting subject 
matter expertise. 

« LRN is funded largely by the CDC from Preparedness funds. The intramural 
activities at CDC are funded by "Upgrading CDC Capacity funds" which NCEZID 
receives from PHPR. CDC also receives some funds from DHS for assay 
development The State and local LRN laboratories are funded throu^ the 
Public Health Emergency Preparedness grants from PHPR. 



a APHL serves a critical role in facilitating the participation of State and local 
laboratories in LRN 


Recent Successes: 

o A substantial proportion of the testing for 2009 HlNl influenza performed in 
States and cities (and DoD) was possible because of the LRN. 

o LRN laboratories served as the "warm base" for 2009 HlNl test kits 
developed and distributed by CDC. 

o Equipment and personnel trained and experienced in real time PCR were 
readily available, and the LRN laboratories in the States and cities had 
worked on a predecessor influenza assay. 


o Proof of the public health value of 'dual use" of standard testing 
platforms. 

e In the past 2 years, CDC's collaboration with FDA on LRN has substantially 
improved. 

o CDC is working with FDA on mutually acceptable a mutually acceptable 
regulatory pathway for LRN assays. 

o FDA has agreed to need to change in methods (absolute quantity of DNA 
rather than colony forming units} for measuring sensitivity and 
specificity of PCR for detection of microorganism. 
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Mexico LRN is almost up and running 


o Major obstacle has been shipping and receiving of materials - import and 
export permits, customs issues. 

o The remaining step i s training now scheduled for late summer 
a CDC is improving its PCR assays for biothreat agents. 



o We plan to change the cycling time threshold for the assays which will 
decrease the number of non-verifiable positive results for Ft 


Challenges: 


a Decreased Preparedness funding is impacting LRN 

o Within CDC, we are critically examining how we spend dollars on assay 
development and deployment Our first priority is improvement of 
assays for our existing menu of targets. 

o Compliance with FDA regulations will have a cost 


o For the LRN laboratories in the States and cities, decreased PHEP funding 
will have an impact 

" We are committed to maintaining the quality of LRN testing and 
reporting as the backbone of LRN. 

We will be working with APHL and our State and local partners to 
look at strategies for operating LRN in this environment 


• 0 may not say this] The elephant in the room is the question about 
how many LRN laboratories do we need in the States and cities. 


The Biowatch continues to be a major challenge to LRN. 
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o CDC currently supplies kits for the PGR testing of these environmental 
samples. CDC serving as the source for the assays may change in the near 
future, but this change will not address the fundamental challenge. 

o The fundamental challenge that testing large numbers of low probability 
environmental specimens for these agents inevitably generates 
occasional positive PCR result CDC and LRN must be able to understand 
and be able to verify Biowatch results in order to be able to assist in 
decisions about appropriate public health action. 


o The Biowatch program is now developing new technology (which they 
call Gen 3), and CDC has concerns about this new technology, which we 
are actively discussing with DHS. Concerns about: 

" Sensitivity and specificities of the assays. 

“ Claims that the new technology generates "confirmed" results. 

• Potential workload impact on LRN from increased number of 
devices that are continuously sampling and reporting. 

o Biowatch program is unpopular is questioned in some quarters, including 
parts of DHS. 

• Adding international laboratories 

o Supplying reagents and equipment on a routine basis to other countries is 
challenging (customs, export and import licenses, lATA regulations. 

« Planning and exercising for specimen surge 

o Some types of events could produce a dramatic increased demand for 
LRN testing, particularly of environmental specimens 

o How to manage this surge requires scenari o planning and exercising that 
needs to occur. 

o Space and logistics for surge testing is a basic problem that we need to 
address. 
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From; 

Sent: 

To: 

Cc; 

Subject; 


farreil, Michael (CDC/OID/NCEZID) 

Thursday, May 26, 201i 8.T2 AM 
Meriin, Toby {COC/OIO/NOEZID) 

Holmes, Harvey T. (CDCyotD/NCEZfO); Chgitram, Jasmine (COC/OID/NCEZID) 
fW: I'm goi ng to have ano ther private conversation tomorrow with Mike 
Walter 


l3 


Jnfcrmstion; 

Gen*3 


RB: JNFO; INFO: 

informati... inforrristkKJ f'... 


Hi Toby, in addition to what I sent you test night, here are some additional e -mails providing information 
on panels 3 and 4. If you want to look at the spreadsheets, 1 will send the passwords in a follow on e- 
niail- 


Thante, Mike. 


From: Farreil, Michael (CCC/OJD/NCE2ID) 

Sent; Thursday, May 26, 2011 32:15 AM 
To: Merlin, Toby (CDC/OID/IMCEZIO) 

Subject: RE: I'm going to have another private corsvefsatkm tomorrow with Mike Walter and Ulana 
Bodnar 


Hi Dr. Merlin, here are some specifics: 

We have not seen the results of the SPAOA assay validation studies that are finished and the report from 
DHS is pending. 

OHS S&T and the CDC would be much happier if these assays underwent the intense PHAA standards 
that we are currently pursuing in that they would be the best that they could be from a confidence 
standpoint for supporting public health decisions. 

The CDC was specifically told on more than one occasion that the two vendors competing for the Gen 3 
procurement were developing their own assays PCR detection assays because for legal reasons they 
could not be provided with government-developed assays. We have since found out that this is not true 
and OHS claims also to not have k.nown. 

There were a few different iterations of the assay panels of the APDS system that was field tested in 
NYC. That system experienced problems and was ultimately pulled with the S'” panel version of the 
assays. The fourth version svas under developrr-em at that time and that Is the panel that is n-ow 
incorporated Into the Gen 3 .system. Following the demise of the APDS, side by side testing of the APDS 
and IRN Ba assays showed the APDS assay/chemistry to be 100 fold less sensitive that the LRN 
assay/chemistry. Sa-me assay, different platforms and chemistries. 

Of the 19 Gen 3 panel assays, 13 are current LRN assays a,nd 2 others are the additional VR13 andVRl 4 
signatures that the SioWatch program uses, inger Damon knows that these assays cross reaa with 
various other pox viruses and also knows that these assays experience specificity challenges in the 
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con text of the Lumirtex multiplexed chemistry, inger received funding from DHS through an lAA to 
evaluate she Gen 3 assays, when they were revealed to her and she realiied they were the current 
LRN/BioWatch sig.nalures she did ftct want to waste time waluatini them because she already knew 
ihat they cross react with other pox viruses w.hfeh is why she is currently worlrirsg hard to replace VRU 
and VRL2, She is so concerned thatthey are using these assays in the Sen 3 that she talked to CDC 
leadership about pulling out of the iaa. 


Two cf our thfee^^^fcssay s and al t of th^||||||||H»ss3y$ are m the Gen 3 system. Jeannine Petersen 
has demonstrated that all the^Uassays cross react with rsovieida-iike environmental organisms. We 
see a huge amount o? gnvironrrsenla! cross .reactivity in th«e assays all over the U.S., but In particular 
for places like Houslon. There is an additionalHassay In the Sen 3 system from ILNL. I do not know 
anything about this assay cr its performance characteristics, 1 also do not know what algorithms will be 
applied to the Gen 3 assays to determine a positive detection. 

Recent expe rience has caused us to strongly suspect that environmental cross feactivity is happening 
with thjjjfcssays, although we have not been aMe to definitively demonstrate this. It is important to 
note that NYC is currently not testing BtoWafch extracts ftitdas they have no cortfidence in the LRmH 
assays because of the "false positives" which operationally they have no tolerance for, TTiere is no 
reason to think they would have increased confidence in these assays in a different plaiform./chemistry. 

Nine qf these LRN/BioWatch signatures have the probes reversed fbind to the other DNA siratid) from 
their orifirra! design. No specific data has beertput forth to Justify this cha.ngeand it is not dear that this 
change does not alter assay Derformance characteristjcs. 

I think DHS wilt and possibly rightly, point to changes they have made in the assays, algorithms, 
engineering, etc. and the successful robust systems testing and even the successful Chicago field test as 
justification for continuirsg down this road. 

Bottom line for me is that despite whatever changes they have done, or assay and systems wjtidation 
that they perform, the Gen 3 system with these assays is going to be dead on arrival at the Public Health 
Labs, especially and importantly at NVC. This will be simply because of a lack of confidence due to 
previous experience with environmental cross reactivity and the problematic APDS deploymeht. 
Confidence in the system is going to be paramount with the current "actionable" nature of the signal 
that is intended, I just don't see bow this is going to be possible. 

At the end of the day, if the Gen 3 system goes forward as is and fails it will be 3 iot of wasted money 
{bi(lions) and 1 worry that the CDC fus! might be seen as partially responsible because we knew what was 
going orr. 

it could fail simply be being rejected by the Public Health Labs, particularly by an important Jurisdiction 
like NYC. it is inierestsrrg that they requested jaccording to Pillai) that DH5 S&T brief .NYC stakeholders 
on v/hy the APDS system failed in parallel with Scott Hughes asking some very pointed questions in 
Chicago about the parallels between the APDS system and Serr 3, 

Please don't hesitate to call me if you want to discuss anything In detail. 
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From: 

Sent: 

To; 

Cc: 


Subject: 


Merlin, Toby (CDC/OID/NCEZID) 
Thursday, June 09, 2011 2:04 PM 
Kfillono. Richard tCDC/OID/NCEZIDI 


Holmes, Harvey T. (CDCiOID/NCEZID); Farrell, Michael 

(CDC/OID/NCEZID) 

RE: LRN Comment on Proposed email to Ranhofer about Blowatch Gen3 signature concern 


Richard, 

Thanks very much for your summary. This is very helpful. We had an initial discussion with Joe Foster while you 
were out. What is driving this forward now is the question of continued participation in the Sen3 development, pending 
resolution of this issue. 

Thanks, 

Toby 


From: Kellogg, Richard (CDC/OID/NCEZID) 

Sant: Thursday, June 09, 2011 1:54 PM 

To:^fi|lkJbjj^ajCZQIDffl£EZID}Ulai[DesJJai^^^ffl£/QID/N^2!Dl^rrelU1fchaeUCDOMD/NffZn 
Subject: RE: LRN Comment on Proposed email to Ranhofer about Biowatch Gen3 signature concern 


Toby— Although I do not know Dr, Ranhofer, this matter ostensibly relates to the Gen 3 autonomous bio-monitoring 
system and anticipated deployment by DHS OHA for BioWatch. At issue is the breech in Informational security that I 
alluded to in the most recent PHAA briefing to DPEI and NCEZID and which from a due diligence perspective would 
warrant implementation of tighter informational security policies associated with sensitive CDC and LRN information. 

Although inger and Mike may have more detailed information, it appears that sensitive information that may have been 
shared with LLNL (and which should have at least been controlled by Non Disclosure Agreements to protect intellectual 
property and sensitive national security information related to detection of biological threat agents) was "tossed over 
the fence" (i.e. unauthorized transfer with no strings attached) to a commercial platform developer (Northrop 
Grumman). How this transpired is a conundrum to me since all previous work we have done with LLNL for these type of 
projects (e.g. BioNet Study) was protected by highly structured and signed NDAs as standard practice. 

Beyond the aforementioned legal/informational security issue is the concern that the sequence information that NG 
now has Is likely not the best technical information to support the efficacy of validation (specificity and sensitivity) for 
some of the high consequence infectious threat agents which the Gen 3 system is supposed to detect In bio-monitoring 
of the largest populations centers in the US. I believe you can imagine the consequences of the potential false positive 
testing results that Inger mentions below. 

We (LRN) have not pursued resolution more aggressively due to problems with ascertaining the facts on how this series 
of events transpired and given that some of the other information may have been under derivative classification from 
the original sources (hence potential legal prosecutions for violation). Also, given lesser situations in the past, there is 
the potential prospect of needing to involve the FBI, 

I believe Inger has outlined what is needed for going forward. We need to understand exactly what transpired that 
resulted In the current situation and then take actions to institute better informational security/intellectual property 
protections as well as remediate the known likelihood for generating false positive results in the BioWatch Program.fto 
which CDC is currently a principal partner). 


1 


208 


Richard 


?mmt Merlin, Toby {CDC/OID/NCE2ID) 

Sent: Thursday, June 09, 2011 12:52 PM 

ro: Holmes, Harvey T. (CDC/OID/NCEZID); Kellogg, Rid^rd (CDCyOID/NCEZID); Farrell. Michael fCDC/OID/NCEZID) 


SybjecS; RE: Proposed email to Ranhofer about Biowatch Cfen3 signature concern 


Harvey, Richard, and Mike - 1 forgot to copy you just now on this email. Please read and advise. 
Thx, 

Toby 


From; Merlin, Toby (CDC/OID/NCE2ID) 
Sent: Thursday, June 09, 2011 12:43 PM 


Sobject: RE: Proposed email to Ranhofer about Biowatch 6en3 signature concern 



Thanks for drafting this, 1 just got back to my office from the PHPR retreat I don't know Dr. Rahnofer, but [ 
would be happy to send this. Since the issue extends beyond variola, we might want it to come from either Joe Foster or 
me, though, i'm copying Harvey, Richard, and Mike for their awareness and comments. 

Thanks, 


Toby 
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From; 

Sent: 

To: 

Cc: 

Subject: 


Hoimes. Harvey T. (CDQOID/NCEZID) 
Wednesday, August 10, 2011 1:53 PM 
Merlin, Toby (CDCyOID/NCEZID) 
Chaitram, Jasmine (CDC/OID/NCE22D)| 
FW: Multiplex 


For awareness- . , as the saga continues. 
Harvey 

From: Holmes, HatveyT. (CDC/OID/NCEZID) 

1PM 

Subject: RE: Multiplex 



I believe that's the point, ..our conversations viritii DHS leadership on September 11, 2008 during our VTC revealed the 
fact that CDC leadership did NOT accept or approve Multiplex Panel 1/ Panel 2 equivalency, see summary of VTC below 

And in fact, during that VTC teleconference. . , . CDC politely 'agreed to disagree' wiUi OHS’ position that tfie data was 
equivalent. 


As a reminder, the VTC was scheduled because of comments made by CDC leadership during BioWatch National 

Meeting in Philadelphia emphasizing that multiplex performance data had not been reviewed or seen by CDC and that 

CDC disagreed with DHS's statement that we had approved it. 

Harvey 


From: Holmes, Harvey T. (CDC/CCID/NCPDCID) 

Sent: Friday, September 12, 2008 9:51 AM 
To: Holmes, Harvey T. (CDC/Cao/NCPDaO) 

Subject: Highlights of BW Multiplex VTC...Additional Thoughts 


Additional thoughts: 

• Senior-level DHS personnel became aware/discovered that DBPR leadership did NOT accept or approval Multiplex 
Panel 1/Panel 2 Equivalency. 

• it was then revealed that Dr Meyer had accepted them. 

• It was clearly stated that Dr Meyer was not authorized to accept/approve such decisions but that authority resides 

within tfie BRRAT Lab ^ 

• The reason BW Program is in its current situation is bcs COC/DBPR/SME have not been involved in the decision 

process for selecting Panel 2 , Panel 3 or the acceptance of APDS. 

• DHS leaderehip have made key multiplex panel-seiecrion decisions based on misinformation/mis-placed authority w/o 
the approval or authorization of DBPR's leadership 

• DHS has chosen not to directly engage with DBPR’s leadership related to Panel 2 and 3 selection. 


From; 


Hoims, Harvey T. COXycaD/NCPDaD) 
Thursday, September 11, 2008 1:56 PM 
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Ltsa, 

» Panel 3 will continue to be used with any signal/signature requiring WET REAGENT verification 

• WET REAGENT verification is a ’short-fix' while Panel 3 undergoes a 'fast-track' validation process. 

• Expansion of Multiplex is on hold, until Panel 3 validation Is completed 

® I agreed to serve as CDC/POC to assist Dr Pillai (and LLNL) in defining the performance data needed to meet ODC's 
approval..., an experimental design is expected in a week. 

• Dr Bowen and I focused on the lack of performance data for Panel 3 and that we were not comfortable from a data 
driven decision process, to endorse the deployment of Panel 3. 

• This opinion was not shared by the majority, if not any, DHS partidpanfe. 

• Indeed, when asked whether anyone would discontinue the use of Panel 3. .CDC was the only voice saying 'yes' 

• A solution/proposal to move forward with the current BioWatch Multiplex situation will be sent directly to you for 
consideration and approval by CDC leadership. 

» Again, my overall sense was that CDC's perspective was not shared by most of participants. 

Segaran, 

I’ll give you a call tomorrow to move forward with an experimental design. . . 

Bob, 

Lisa will be out of the office most of next week, it you could include Sherrie Breoe, Mike Bowen, and me on the 
solutlon/proposal 


Respectfully, 

Harvey 



FromJ 
Sent: ' 

To^ 

Ccr^B^HTHoic^, Harvey T, (CDq/OID/NCEZIO);| 
Subject: RE: Multiplex 


Dr. Bowen, Thank you again for your response. I just need to clarify one point. Do you have anything in the files that 
documents {an email or a decision memojthat Dr. Meyer approved on behalf of the CDC, assay panel 1 and panel 2 as 
equivalent for Multiplex/Bioplex in 2007? I ask that because my files indicate that Dr. Meyer was relieved as the 8RATT 
Director in Oct of 2006. That would indicate that he did NOT have the authority to make that approval. Please provide 
confirmation if at all possible that Dr. Meyer did leave the BRATT Director's ioh In Oct 2006. 1 have the Email/Memo 
authored by Dr. Rotz that lays out exactly what Dr. Meyer's role and authority was as a detatiee from the CDC to OHS 
but it was written in Oct of 2007, 1 am looking for definitive prove that the CDC did make the approval of panel 1 and’ 
panel 2 as equivalent wjtha. date so that it can be shown that when Dr. Meyer made that decision he didordirinnt have 
the authority to make such a decision. It all depends on when he (Meyerl left the CDC as the BRATT Director and if any 
documentation exists that the CDC ever aoornvpri panell and 2 as equivalent, . 

Thank you so much for your continued cooperation and patience , 


Fromil 


Sent: Thursday, August 04, 2011 1:14 PM 
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Panel 1 was never deployed. Panel 2 was the first panel used in the field. The BRRAT lab has electronic records with all 
the panel 1 test data. I no longer have access to these records. As I recall, panel 1 was tested extensively at CDC but 
there were some deficiencies in the validation of poxvirus and Burkholderia signatures. 

The attached file contains a presentation made by DHS/UNL during a CDC/OHS teleconference held on Sept. 1, 2008 
Page 4 contains an assay development timeline. 

During the teleconference, It was revealed that the 2007 decision by CDC to accept panel 1 and panel 2 as equivalent 
was made by Dr. Meyer. 



Good Afternoon Alll 

Just to refresh everyone's memory, Security Officer) and 

(Deputy Chief, Internal Security and Investigations Division)are completing the investigation Into the dcve^rS; 
deployment and eventual stand down of Multipiex/Bioplex and APDS Gen 2.5 . 

For a long time now the investigation has continued under the belief that the initial panel (Panel 1) for the 
Multiplex/Bioplex was initially co-developed at the CDC by the CDC (Rich Meyer and ILNlj and was vaiidaferi and 
. apBrpved - The problems began when all the changes were made to panel 1 thus becoming panel 2 and eventually panel 
3.1am learning now that even panel 1 had problems and was not validated by the CDC for deployment/use. 

I would greatly appreciate if any of you can remember the processes involved here and provide any information as it 
relates to Panel 1 bqing approved or not . Of course, documentation that would substantiate that panel 1 was approved 
or not for use and/ or any documentation/communications between the CDC, UNL and DHS as it relates to the 
Multipiex/Bioplex assay panels being validate/approved by the CDC would be a huge help. If the panels were not 
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validated and/ or approved by the CDC any documentation orc<Mnmunications between the CDC and OHS advising that 
status would be a huge benefit in the investigation. 

Thank you all very much for your patience, understanding and continued cooperation in this endeavor. 



This communication, along with any aSachmenfs, is covered by federal and state law governing electronic communications and 
may contain confidential and legally privileged informatiotu If the reader of this message is not the intended recipient, you are 
hereby notified that any dissemination, distribution, use or copying of this message is strictly prohibited If you have received this 
in error, please reply immediately to the sender and delete this message. Thank you 
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frcm: KeHogg, Richard {CDC^D/NCEZID) 

Sent: Friday, September 09. 2011 

To; Sosin, Dan (CDC/OPHP[VOD)|||||||||||||||||||||||^^ Merlin, Toby 

Cc: 

Subject: RE’ Feedback on Tara O’Toole Discussion 



Dan— you raise a number of issues that likely require more detailed discussion but my initial feedback Is: 

Item #1— When FDA reviewed the stringency and process for PHAA assay development their conclusion (setting GMP 
instrument issue aside) was that it would lead to 510k clearance for IVD medical device use. 

Item « 2 — Current dilemma with OHA BloWatch is that they currently want to use the PSAA standard to qualify their 
assays for pulling Public Health level action triggers. PSAA (SPADA via AOAC contracts) was meant to provide a test 
qualification standard for screening assays used by traditional first responders. 

Item #3— The NIST issue has some prior (forgotten hfetory) on how the policy path was decided by DNS. There is not 
actually a hard requirement to use the SPADA type process. There are actually exemptions, which indude exigencies 
associated with preparedness and response, that DHS decided not to take. Joel Ackelsburg (NYC)and 1 made this clear to 
them back in the day. The "pay to play" model that they developed has been an acknowledged failure relative to 
sustainment with the assay developers for the first responder community. I especially know this from my last two years 
of work on (and report from) the Interagency Hand Held Assay W6 with Bert Coursey (at DHS from NIST) and Matt 
Davenport (at DHS and funding SPADA with AOAC contractor). 

Richard 


From: Sosin, Dan (CDC/OPHPR/OD) 

Sent: Friday, September 09, 2011 11:40 AM 
To i Kellogq, Richard (CDC/OID/NC£ZID);~ 
Cc J 

Subject: Tara OToole 


Merlin, Toby (CDCyOID/NCEZID) 


1 bumped into Tara while visiting DHS yesterday and we rode up the elevator together, l took the opportunity to put In a 
good word for Pillal and our work with him and Tara jumped right Into the PHAA/BioWatch issue (I rode to her floor for a 
bit more time to talkl). 

Tara asks good questions and wants to do the right things here, but also wants our support, particularly in 
communicating with Alex Ganra and OHA if we think PHAA Is the right standard. 

1. I shared support for the PHAA model developed over multiple years of deliberation and she asked If it was "too 
rigorous". I find it haitl to believe that when it comes to taking actions involving human life we can be too 
rigorous, the cost balance does seem to be an issue. In addition to being sure ourselves that this is the right 
standard, we might want to consider getting support elsewhere. FDA commented on the process, 1 believe, but 
don't recall how that endorsement came out. 

2. I shared that DPEI had some success at the BW meeting addressing concerns about the 6en3 process, but was 

not definitive on what that understanding was. It seemed that before the BW meeting that there was discussion 
about the Gen3 conops changed to not being public health actionable. It would help to clarify that point. Even 
though the need to meet with Alex on this particular point was addressed, it is clear that Tara feels program 

would benefit our ongoing engagement with him to support their work. 

3. The monkey wrench about NIST or other national standards organizations seems to still be an issue. Tara 
indicates that NIST is hugely expensive and nobody wants to pay for that. Without it, we wifi need to address 
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why we think PHAA is different (and does not require blessing of a national standards orgeniiationi and why this 
is the right standard for this high consequent application. 

It might be good to follow up with Plilai to be clear whatS&T wants/needs from us to keep this methodology in play. 

Thanks, 


Dan 


Daniel M. Sosin, MD, MPH, FACP 
Deputy Director and Chief Metical Officer 
Offirs of Public Health Preparedness and Response 
Centers for Disease Contrd and Prevention 
1600 Clifesn Road 


Maitetop D-44 

Wesafeguard haaitb and save lives by providing a flexible and robust platform for public health preparedness 
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From: 

Merlin, Toby (CDC/OID/NCEJID) 

Sent: 

Friday, September 09, 2011 12:36 PM 

To: 

Sosin, Dan (CDC/OPHPiWD) 

Subject: 

RE: Feedback on Tara OToole Discussion 

Dan, 



I think this warrants another 1;1 meeting of just and me. I will took at the calendar and schedule. 

Thanks, 

-Toby 


From! Kellogg, Richard (CDC/OID/NCEnD) 
Sent! Friday, September 09, 201 1 12;23 PM 

Tol 


Subject: RE: Feedback on Tara OToole Discussion 


Merlin, Toby (CDC/OID/NCEaD) 


Dan— you raise a number of issues that likely require more detailed discussion but my initial feedback is; 

Item #1— When FDA reviewed the stringency and process for PHAA assay development their conclusion (setting SMP 
instrument issue aside) was that it would lead to 510k clearance for IVD medical device use. 

Item *2— Current dilemma with OHA BioWatch Is that they cumently want to use the PSAA standard to qualify their 
assays for pulling Public Health level action triggers. PSAA (SPADA via AOAC contracts) was meant to provide a test 
qualification standard for screening assays used by traditional first responders. 

Item #3— The NIST issue has some prior (forgotten history) on how the polrcy path was decided by OHS. There is not 
actually a hard requirement to use the SPADA type process. There are actually exemptions, which Include exfeencles 
associated with preparedness and response, that OHS decided not to take. Joel Ackelsburg [NYC)and I made this clear to 
them back in the day. The "pay to play* model that they developed has been an acknowledged failure relative to 
sustainment with the assay developers for the first responder community. I especially know this from my last two years 
of work on (and report from) the Interagency Hand Held Assay WG with Bert Coursey (at DHS from NIST) and Matt 
Davenport (at DHS and funding SPADA with AOAC contractor). 

Richard 


Fromt SosIn, Dan (CDQOPHPR/OD) 
Sent: Fifoay, Sept^ber 09, 2011 11:40 
To: KelloQa. Ricfiard fCDaOID/NCEaD' 



; Merlin, Toby (CDC/OID/NCEZID) 


I bumped into Tara while visiting DHS yesterday and we rode up the elevator together. I took the opportunity to put in a 
good word for Filial and our work wfth him and Tara jumped right into the PHAA/BioWatch issue (I rode to her floor for a 
bit more time to talk!). 

Tara asks good questions and wants to do the right things here, but also wants our support, particularly in 
communicating with Alex Garza and OHA if we think PHAA is the right standard. 

1. I shared support for the PHAA model developed over multiple years of deliberation and she asked if it was "too 
rigorous*. I find it hard to believe that when it comes to taking actions involving human life we can be too 
rigorous, the cost balance does seem to be an issue. In addition to being sure ourselves that this Is the right 
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standard, we might want to consider getting support elsewhere. FDA commented on the process, I believe, but 
don't recall how that endorsement came out. 

2, I shared that DPEI had some success at the BW meeting addressing concerns about the 6en3 process, but was 
not definitive on what that understanding was. It seemed that before the BW meeting that there was discussion 
about the 6en3 conops changed to not being public healthactionable. It would help to clarify that point Even 
though the need to meet with Alex on this particular point was.addressed. It Is clear that Tata feels her program 
would benefit our ongoing engagement with him to support their work. 

3. The monkey wrench about NIST or other national standards organfeatlons seems to still be an Issue. Tara 
indicates that NIST is hugely expensive and nobody wants to pay for that. Without it, we will need to address 
why we think PHAA Is different (and does not require blessing of a national standards organization) and why this 
is the right standard for this high consequence application. 

It might be good to follow up with Piilai to be clear what S&T wanfs/needs from us to keep this methodology in play. 

Thanks, 

Dan 

Daniel M. So*, MD, W>H, FACP 

Deputy Director and Chief Medical Officer 

Office of Public Health Preparedness and Response 

Centers for Disease Control and Prevendon 

1600 Cliibn Road 

MaBslopCM4 

|g^^33 

We safeguard health and save lives by providing a flexible and robust platform for public health preparedness 
and response. 
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From: 

Merlin, Toby (CDC/OID/NCEZiD) 

Sent: 

Thursday, October 13, 2011 10:11 AM 

To: 

’Piflat, Segaran' 

Subject: 

RE; Signatures on current PHAA document 

Pillai, 



Thanks for the clarification. That is very helpful* I have not understood exactly why Blowatch is hung up over 
PHAA, except that occasionally they want to refer to 6en-3 results as public health actionable (and i have disagreed with 
them). 

Thx, 

Toby 

From: Pilfai, Segaran [mailto:Segaran.Pillal@dhs.gov] 

Sent: Thursday, October 13, 2011 10:07 AM 
To: Merlin, Toby (CDC/OID/NCEZID) 

Subject: Re: Signatures on current PHAA dixument 

Hello Toby. 

Please share with Beth, that there were three process to support standards for biodetection out of DHS S&T. 

1 . Public Safety Actionable Assay which was intended to support the evaluation of Field Screening Assays manufactured 
of commercial companies for First Responder Use. The conops associated with this effort is directly attributed to saftey 
related actions such as evacuation of buildings, decon of potentially exposed individuals, expediting the transfer of sample 
to the LRN for confirmation etc. in addition to the above regardless of whether a sample is positive or negative, the 
sample is shll forwarded to a LRN lab for secondary testing to eliminated False Positives and False Negatives 

2. Federal Standards for Assay Performance and Equivalency. This was specifically design to support and fulfill the 
National Biomonitoring Program and under a MOU signed among Asst Sec. from DoJ. DoD, HHS, DHS and USPS which 
all had a biomonitoring program at that time. The task was delegated to DHS S&T to implement a process for for 
establishing Assay performance Equivalence among the programs so the federal partners recognize the credibility to 
support the initiation public health response in a timely manner. This is the effort Garza is referring to. We actually briefed 
CDC leaderehip about a year ago during Lisa Rotz time to All, Beth. Dan and others and they already signed off on it just 
like ail the other agencies except of OHA and USPS at the current time. The issues with USPS is being dealt by NSS 
because they just don't have the money to continue and operate the BDS and they are the process of reevaluating the 
program (please hold this information close. This is not for sharing at the current time). With regaixis to OHA, we have 
forwarded ail the versions multiple time over the past several years and they keep ignoring and not truly engaging In the 
effort although we have tried many time. They have come up with multiple excuses over the years and questions which 
we had address all of them. So, I don't know what their frue concerns are, but for a high profile program like BloWateh, it 
will be in their best interest to put their assays and system through a robust process to ensure they function and operate 
at an optimal level to support the Nation with an early warning of a biological attack. Several months ago Mike Farrell from 
the BRRAT lab evaluated the Assay Chemistry being used by the NG Gen 3 system at the request of OHA BioV\tetch 
program. His finding were similar to our findings when we did the evaluation of Gen 2.5 the Bloplex assays. That is the 
assay chemistry Is ftjndamentally flawed and have to be addressed immediately and had shared thiswifii OHA. As per 
Mike, they ignored is and upon Mike revisiting th\s Issue, they shared with him that friey will fix it after procurement which 
is highly troubling (please check with Mike for specifics). I don’t know if OHA BioWatch is worried that if they were to put 
the assays through the FSAPE process they might failed and is trying to bypass it. Tfiey have Insisted to us that the PSAA 
process is a better process and as such want to put their systems through that process wrtiich was intended for Public 
Safety Actions. My thoughts on tois is that they can go ttirough the process and if they get a positive signal, they can 
retrieve the sample from toe detectors and take to the closest LRN Lab for confirmation, however if they were to miss a 
detection, there is no mechanism to capture it (referring to false negative result) simply because the negative samples will 
not be retrieved and taken to a LRN Lab for secondary testing. 

3. Public Healto Actionable Assays. This re specifically to support the assay development, evaluation, validation and 
certification of toe assays deployed and employed torough the CDC LRN. This has nothing to do wito OHA or BioWateh. 
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This is strictiy related to frie LRN assays to support Na^al BioPreparelness and Defense and Public Health Surveillance 
mission. These assays are Intended to be highly robust for use bi a LRN laboratory to evaluate environmental samples 
that comes to the lab, support epi investigation associated with a bloterrorism event as well as clinical sample to support 
medical and clinical intervention. We worked with many folte ftwm CDC all the way from LRN TRC director, LRN 
Manager, Environmental Microbtology Director, SME Lab Krectors, Branch Chiefe and Division Directors for the input and 
contribution to the PHAA plan simply because we wanted to ensure that the assays deployed and employed through the 
CDC LRN are highly robust to support the mission. 

Hope this helps and ! am on travel to the West Coast and wll return back to the office next week, if you would like to chat, 
please let me know and I can give you a call at you convenience. Take care. 

Piilai 


Sent using BlackBeiry 


Fmm: M6riin, Toby (CDC/OID/NCEZID) <tftTi5@aJc.gov> 

To: Pillar, Segaran <Segaran.Piilai@dhs.gov> 

Sent: Thu Oct 13 08:53:21 2011 

Subject: RE: Signatures on current PHAA document 

Pillar, 

I'm going to get the specifics from Beth again, because I want to be sure I get them right, and I will send them 
along later. 1 think they primarily have to do with the impression that the Biowatch program and Gen-3 will have to 
meet PHAA standards and be approved by PHAAC as a condition of deployment. But, let me see exactly what Beth says. 
Toby 


From: Piilai, Segaran [mailto:Segaran.Pillai@dhs.gov] 

Sent: Thursday, October 13, 2011 8:31 AM 
To: Merlin, Toby (CDC/OID/NCEZID) 

Subject: Re: Signafores on current PHAA document 

Hello Toby, 

Can you please share with me the concerns raised by Alex to Befo pertaining to the PHAA? Thanks and appreciate your 
help and assistance on this. Take care. 

Piilai 


Sent using BlackBerry 


From: Merlin, Toby (CDC/OID/NCEZID) <tfm5@cxlc.gov> 

To: Piilai, Segaran <Segaran.Plllai@dhs.gov> 

Sent: Wed Oct 12 11:42:41 2011 

Subject: Signatures on current PHAA document 

PHiai, 

I met with Beth Bell and other members of our Center leadership yesterday, and we discussed the requested 
signatures on the PHAA document. Beth tells me that she recently met with Alex Garza from DHS-OHA where he 
explicitly raised his concerns about PHAA. We seem to be at a juncture where DHS-S&T and DHS-OHA need to resolve 
their internal disagreements over PHAA and present us with a PHAA document for CDC signature that has cleared 
stakeholders at DHS. Personally I believe there is a critical need for standards and the differences between DHS-OHA 
and DHS S&Tare resolvable. 

I am willing to discuss and help in any way you like. 

Thanks, 

Toby 
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From: Haysiett, iames (CDC/OPHPR/OD) 

Sent; Wednesday, October 19, 2011 7:48 AM 

To: Merlin, Toby {CDC/CSD/NCESD) 

Subject: RE: BioWatch and such 


Toby, Agree. The amount of animosity between the 4*“ and 6*'' floor is pretty evident from time to time. More than 
happy to chat whenever your schedule permits or during our time in ATL. 

Travel safe, 

Jim 


From: Merlin, Toby (CDC/OID/NCE2ID) 

Sent: Wedn^ay, October 19, 2011 5:23 AM 
To: Haysiett, James (CDC/OPHPR/OD) 

Subject: RE: BioWatch and such 

Jim, We at CDC often seem to be caught in the middle of the DHS-OHA DHS S&T dispute. I actually think a lot of this 
could be resolved, at least in regard to the substantive issues, if the parties put their minds and hearts to it. We should 
certalniytaikaboutthis. 

Best, 

Toby 


From: Haysl^ James (CDC/OPHPR/OD) 

Sent; Tuesday, October 18, 2011 9:23 PM 
To; Merlin, Toby (CDC/OID/NCE2ID) 

Subject: RE: BioWatch and such 

Hi Toby, 

Justin and seeing your message. ..I'm still waiting on my DHS blackberry. 

Altx and 1 chatted a bit about these Issues. The OHA-S&T looks to not be getting better. 

Fee! free to ring me up If you'd like, I'll be up for a bit. 

Thanks for the potential dates Toby..l'!l forward down to the folks in ATL doing the scheduling. 
Jim 



From: Merlin, Toby (CDC/OID/NCEZID) 

Sent: Tuesday, October 18, 2011 5:49 PM 
To: Haysiett, James (CDC/OPHPR/OD) 

Subject: RE: BioWatch and such 

Jim, 

Here is the list of things that I would like us to discuss; 
1 ) The interface between Biowatch and public health 
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2) Our concerns about the Gen-3 program 

3} The strained relationship between DHS-OHA and DHS-S&T on standards for testing for biothreat agents. 

I'm going to send you a copy of my calendar for the dates when you'll be in Atlanta, Let roe know what works best 
for you for us to meet. I am tentatively scheduled to travel to DC on November 2 for an anthrax meeting, but that may 
change. 

I very much enjoy working with Mike Waiter and Ulana, and I know Sally Philips and she's great. I think you've got a 
very good job. 

Best, 

Toby 
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From: Hayslett, James (OJC/OPHPR/OD) 
Sent! Tuesday, October 18, 2011 5:15 PM 
Toi Merlin, Toby (CDC/OID/NCEZID) 
Subject; RE; BloWatch and such 


Should have said No worries. I'd say enjoy but.... 

Big Fingers on an IPad 


From! Merlin, Toby (CoqiOID/NCEZID) 
Sent! Tuesday, October 18, 2011 4:52 PM 
To: Hayslett, James (CDC/OPHPR/OD) 
Subject! RE; BloWatch and such 


Jim, This meeting here just keeps going on and on, and I can't break away. I am going to send you an email a little later 
that outlines some things we can talk about later. 

Toby 


From; Hayslett, James (CDQOPHPR/OD) 
Sent! Tuesday, October 18, 2011 1:06 PM 
TO! Merlin, Toby (CDC/OID/NCEZID) 
Subject! RE! BloWatch and such 


Toby, 

Both of those times are in my prime sleep band but for you I'll make an exception...he,ha 

I'm good with either and should be able to accommodate....your call , literally and figuratively. 

Looking forward to chatting and working with you as well my friend. 

Thanks, 

Jim 
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From: Meriln, Toby (CDCyoiD/NCEZID) 
Sent: Tuesday, October 18, 2011 12:51 PM 
To: Hayslett, lames (COq/OPHPR/OD) 
Subject; RE: BloWatch and such 


Jim, 

It's going to be great having you at DHS-OHA and to get to work with you again. As you have heard from Ulana 
I am in regular touch with her and Mike about the Biowatch program and other related laboratory testing activities. I 
am traveling this week, but I would like to talk with you tor maybe 30 minutes before you head over to Blowatch, This 
afternoon after 5 or tomorrow morning before 3 would make it easiest to work around my anthrax meetings here. 

Best, 

Toby 


From: Hayslett, lames (CDC/OPHPR/OD) 
S«tt: Tuesday, October 18, 2011 10:39 AM 
To: Merlin, Toby (CDC/OID/NCEaD) 
Subject; BioWatch and such 


Hi Toby, 

Hope all is well on your side of the Mason-Dixon line and the new job is working out. 

I've chatted with Ulana a bit and will be heading over to BioWatch on Friday to spend some time so i wanted to check 
in to see if there were any Issues you'd like me to look In on while I am there, i realize that you and your folks are pretty 
hardwired there already but thought I would ask. 

Planning on being down your way on 310CT-2N0V and hope to get an audience with you and Steve to see how I can 
facilitate for you up this way. 

Look forward to catching up in a slower paced (at least for me) environment than the EOC. 

James Hayslett, PharmD, MPH 
DHS/OHA Liaison Officer 
DHHS/CDC/OPHPR/OD 
Washington, DC 
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From: Merlin, Toby (CDC/OID/NCEZID) 

Sent: Thursday, November 17, 2011 2:59 PM 

To: Havsiett. James fCDC /OPHPR/QD^ 

Cc: (CDC/OiD/NCEZID) 

Subject: Follow-up from Toby Merfti to NYC OOH 


Jim, 

This outlines some of the steps on improved guidance that we/CDC need to work on with Biowatch. 

Toby 


From; Meriln, Toby (CDC/OID/NC^ID) 

Sent: Thursday, November 17, 2011 2:51 PM 
To:^(^ja^il 2 |}Blg|^^Ste^Jse^s|g^CDy 2 ealth.nyc.gov); Beth MaWln 

Sul^ect; RE 


Colin, Beth, and issac, 


Thanks for asking us to the exercise yesterday, ft was very helpful for us both to see the dynamics of the 
situation you all are In with regards to a single BAR. Thanks also for the OT&E document. 

Issac, I would like an electronic copy of your "Asks" one pager, if you could send it to me. 


On my call today with Mike Walter and Ulana Bodnar, we did discuss several of the issues that were raised in 
our meeting at DOH yesterday. And, here's the follow-up: 

1) Biowatch Program and CDC agree on the need to develop federal guidance for how jurisdictions should handle a 
single BAR. Mike Walter is going to take the lead with CIDRAP in setting up a focus group with Biowatch, CDC, 
NYC and a few other laf^e cities to work on this. 

2) Biowatch Program and CDC agree on the need to develop federal guidance or plans for management of 
environmental sampling after detection of an event. Mike Walter is going to take the lead on this. 

I will send you follow up on the others Items discussed later. 

PS: We got a taxi pretty quickly on Broadway, got to the hotel and then to the airport with plenty of time to 
spare. 

Thanks, 

Toby 

From; Colin Stfmmler fmailto:cstimmLe@heatth.nYC.QOvl 
Sent: Thureday, November 17, 2011 

To; Merlin, Toby (CDC/OID/NCEZID};^^BHHHIillll^HHHi 
Cc: Bedi Maldin; Wels^se, Issac (CDC health.nyc.gov) 

Subject: Draft DHS Cyr&E Guidance 

Hi Toby|H|, 

Thanks again for meeting with us yesterday. As requested attached is the draft DHS OT&E Guidance, let me 
know if you need anything else. 

Cotin 


Colin Stimmfer 
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From: Merlin, Toby (CDC/0IDfl>lCE2ID) 

Sent: Thursday, November 17, 2011 2:67 PM 

To: Hayslett, James (CDC/OPHPR/OD) 

Subject: PW: Letter we/DPEI are sending to DHS-OHA about our concerns on Gen-3 ORD 


Jim, 

I will send you emails to keep you in the loop on major activities. As I discussed with you when you were here, 
we have sent this fetter below to Mike Walter and Bob Rahnhofer, I spoke with Mike today, and It seems that It was 
acceptable. Beth has let All know. 

I understand that the ORD is currently derailed while the sensitivity issue is being addressed. It's interesting. I 
don't think anyone actually knows the sensitivity of the current PSU system for detecting bacteria or viruses in actual 
aerosols. 

Best, 

Toby 


Front! Merlin, Toby (CDQOID/NCE2ID) 

Sent: Tuesday, November 15, 2011 11:10 AM 
TO! Bell, Beth (aiC/OID/NCE3D) 

Subject! Letter w^PH are sending to DHS-OHA about our concerns on Gen-3 ORD 


Beth, 


Below and attached Is the letter that Mike Farrell (who serves as our technical representative to the 6en-3 ORD) 
and I drafted this past weekend, and which we are sending to the Gen-3 team at DHS-OHA. It Wentifles our major areas 
of concerns about the device and technology. One thing that It doesn't mention is that DHS-OHA Is proceeding with 
operational testing and evaluation at 4 or 5 select cities, before they have gotten a device that actually works. 

Thanks, 


Toby 


November 14, 2011 
Mr. Robert Ranhofer 

Acquisition Director, Gen-3 Program Manager 
Blowatch 

Office of Health Affairs 
Department of Homeland Security 

Dr. Michael Walter 
Program Manager 
Biowatch 

Office of Health Affairs 
Department of Homeland Security 


Dear Bob and Mike: 
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This letter Is in response to your emails dated Friday, Octoi3«r 28 and Wednesday, Novembers requesting CDC 
concurrence on the updated Operational Requirements Dc^ment (ORD) version 2.1 dated September 12, 2011 for the 
Blowatch 6en-3 Autonomous Detection System. 

From our discussion at the annual BloWatch conference In Tampa, FL, your emails, and the comment resolution matrix, 
we understand that you feel that our concerns about the 6en-3 system can and will be addressed without modifying 
ORD v2.1. With your assurances that our concerns will be addressed as the procurement process moves forward and 
before operational deployment, we are willing to provide our concurrence to ORD v2.1. We are requesting that you 
acknowledge the concerns that we feel need to be addressed for an acceptable operational system: 

1. The system sensitivity specified .^^^^^^||||||||||||g||||||||gg||||||||^^ suffident to detect 

concentrations of organisms in aerosols that can cause disease in humans. From your email dated October 28, it 
appears that a change in sensitivity might be forthcoming, 

2. The key performance parameter for the threshold only specifies Francfselia tularensis and does specifically 
exclude the F. tularensis subspecies or near neighbors known to cause frequent BARS in the curnEmt Biowatch 
system. 

3. There are concerns specific to the current N6-ADS system, which become material should that system proceed 
into the next phase of the procurement: 

a. Thirteen of the pathogen detection assays being used in the current NG-ADS system are IRN assays of 
whldi several of them, in particular YPM72, \PMT9, YPMT12, YPMT16, FTl, FT2, and FT3 are known by 
both cur programs to cross react with non-target oiganisms endemic in some regions of the country. 
These supixised near-neighbor organism are collected on the BioWatch air filter and have frequently 
been the cause of false positive laboratory results, in our opinion, these assays are not citable for the 
purposes stated for the Gen-3 system. 

b. Nine of the pathogen detection assays being used in the current NG-ADS system, in particular BA2, MP2, 
MP3, YPMT2, YPMT9, YPMT16, VRLl, VRU, and VRL4 seem to have detection probe des^ns that are not 
complementary to the captured biotinylated PCR product strand, but rather complementary to the PCR 
product strand that is not captured. Despite the fact that this flawed chemistry has demonstrated that 
it can detect pathogens from near neighbors. It is not clear exactly how this happens. Either the 
formation of a tripartite structure between the ;»'obe and both the biotinylated and non-biotinylated 
PCR product strands occurs, or an overabundance of the biotinylated forward primer that exists after 
the PCR reaction may be responsible. Regardless, this flawed chemlstry/design is extremely worrisome 
especially in the context of a constantly changing and complex sample matrix such as an air collection 
sample. 

We understand that the procurement process is complicated, and we hope this provides an adequate mechanism of 

both aclmowledgir^ our concerns that need to be addressed and providing concurrence to the ORD. 

We would be happy to discuss further, If you like. 

Sincerely, 



ORD 21 contigent 
concurrence ... 
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November 14, 2011 
Mr. Robert Ranhofer 

Acquisition Director, 6en-3 Program Manager 
Bioiwatch 

Office of Health Affairs 
Department of Homeland Security 

Dr. Michael Walter 
Program Manager 
Bioviratch 

Office of Health Affairs 
Department of Homeland Security 

Dear Bob and Mike: 

This letter is in response to your emails dated Friday, October 28 and Wednesday, November 9 
requesting CDC concurrence on the updated Operational Requirements Document (ORD) version 2.1 
dated September 12, 2011 for the Bio watch Gen-3 Autonomous Detection System. 

From our discussion at the annual BioWatch conference In Tampa, FL, your emails, and the comment 
resolution matrix, we understand that you feeFthat our concerns about the 6en>3 system can and will 
be addressed without modifying ORD v2.1. With your assurances that our concerns will be addressed as 
the procurement process moves forward and before operational deployment, we are willing to provide 
our concurrence to ORD v2.1. We are requesting that you acknowledge the concerns that we feel need 
to be addressed for an acceptable operational system: 

1. The system sensitivity specified not 

sufficient to detect concentrationsofo^anismni^erosoinnaKar^us^isease in humans. 
From your email dated October 28, it appears that a change in sensitivity might be forthcoming, 

2. The key performance parameter for the threshold only specifies Francisella tularensis and does 
spea'ficaliy exclude the F. tularensis subspecies or near neighbors known to cause frequent 
BARS in the current Biowatch system. 

3. There are concerns specific to the current NG-ADS system, which become material should that 
system proceed into the next phase of the procurement; 

a. Thirteen of the pathogen detection assays being used in the current NG-ADSsystem are 
LRN assays of which several of them, in particular YPMT2, YPMT9, YPMT12, YPMT16, 
FTl, FT2, and R3 are known by both our programs to cross react with non-target 
organisms endemic in some regions of the country. These supposed near-neighbor 
organism are colleited on the BioWatch air filters and have frequently been the cause of 
false positive laboratory results. In our opinion, these assays are not suitable for the 
purposes stated for the Gen-3 system. 

b. Nine of the pathogen detection assays being used in the current NG-ADS system, in 
particular BA2, MP2, MP3, YPMT2, YPMT9, YPMT16, VRLl, VRU, and VRL4 seem to have 
detection probe designs that are not complementary to the captured biotinylated PCR 
produa strand, but rather complementary to the PCR product strand that is not 
captured. Despite the fact that this flawed chemistry has demonstrated that it can 
detect pathogens from near neighbors, it is not clear exactly how this happens. Either 


234 


the formation of a tripartite structure between the probe and both the biotinylated and 
non-biotinylated PCR product strands occurs, or an overabundance of the biotinylated 
forward primer that exists after the PCR reaction may be responsible. Regardless, this 
flawed chemistry/design is extremely worrisome especially in the context of a 
constantly changing and complex sample matrix such as an air collection sample. 

We understand that the procurement process is complicated, and we hope this provides an adequate 
mechanism of both acknowledging our concerns that need to be addressed and providing concurrence 
to the ORD. 

We would be happy to discuss further, if you like. 

Sincerely, 
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From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments; 


Beth Maldtn <bma{dln@health.n)^ov> 

Thursday, November 17, 2011 335 PM 

Meriin. Tofav (CDC/OID/NCE2ID): Co jin^mmler Weisfuse, Isssc (CDC hea!th.nyc.gov} 


RE: Draft DHS OT&E Guidance 
BioWatch Asks of CDC 20111115.doa 


Thanks again for coming and glad to hear your trip home was uneventful! We look forward to hearing more about 1 and 
2 below as well as anticipated timelines. We will also be interested in sharing what we have developed so far to provide 
a starting point and get your feedback. 

Thanks again! 

Beth 


From: Merlin, Toby (CDC/OI0/NCEZID) ffnailto:tfm5@cdc.ciQv1 
Sent! Thursday, November 17, 2011 2:51 PM 
To: Colin SOmmler; Isaac Weisfuse; Beth Mald ln 

Subject: RE: Draft DHS OmE Guidance 

Colin, Beth, and Issac, 

Thanks for asking us to the exercise yesterday. It was very helpful for us both to see the dynamics of the 
situation you all are in with reganJs to a single BAR. Thanks also for the OT&E document. 

Issac, I would like an electronic copy of your "Asks" one pager, If you could send it to me. 


On my call today with Mike Walter and Ulana Bodrrar, we did discuss several of the issues that were raised in 
our meeting at DOH yesterday. And, here's the follow-up: 


1] Biowatch Program and CDC agree on the need to develop federal guidance for how jurisdictions should handle a 
single BAR. Mike Walter Is going to take the lead with CIDRAP in setting up a focus group with Biowatch, CDC, 
NYC and a few other large cities to work on this. 

2) Bfowatch Program and CDC agree on the need to develop federal guidance or plans for management of 
environmental sampling after detection of an event. Mike Walter ts going to take the lead on this. 


1 will send you follow up on the others items discussed later. 

PS: We got a taxi pretty quickly on Broadway, got to the hotel and then to the airport with plenty of time to 
spare. 


Toby 


Thanks, 


From: Colin Stimmier |'mallto:gtlrnTnle(g)heatbt.nyc.gQy1 
Sent: Thursday, November 17, 2011 11:28 AM 
To: Merlin, Toby fCDCyOID/WCEZID), 

Ca Beth Maldln; Weisfuse, Issac (CDC health, nyc.gov] 
Subject: Draft DHS OT&E Guidance 


Hi Toby & Steve, 

Thanks again for meeting with us yesterday. As requested attached is the draft DHS OT&E Guidance, let me 
• know if you need anything else. 


237 


Colin 

Colin Stimmler 

Director - BioWatch Planning & Special Projects 
Office of Emergency Preparedness and Response 
NYC Dept of Health & Mental Hygiene 
2 Gotham, Queens { 6 - 94 ] 
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Asks for the Federal Government; Before, During and After a BloWatch Actionable ftesutt (BAR) 

1 . Federal public health planning and response 

a. There is no detailed consensus on what a federal response to a BAR would look like 
(roles, responsibilities) 

■ b. Not clear who at the Federal level has responsibility for developing and coordinating 
potential response to a BAR 

c. Federal indemnification for the City of New York in the event of a false reactive 
identification of an organism relating to a BAR. 

2. Federal guidelines: remediation methods and re-occupancy criteria 

a. Remediation: No standard methods for remediation so every jurisdiction may approach 
this differently 

t>- Re-occupsncv: Lack of realistic standards for remediation and re-occupancy (Following 
large-scale contamination the objective to remediate and re-occupy contaminated 
buildings within weeks to months, not years). For example, estimates range from 60 - 
300+ years to complete NYC cleanup after wide area anthrax release using the 2001 
remediate and re-occupancy standards (federal standards: zero acceptable risk) 

c. Characterizing the scope and scale of the Incident : Characterizing the scale and scope of 
incident- including testing of subway train ventilation filters to rule-in likelihood of subway 
exposures 

d. Equipment: Evaluate use of handheld or portable field instruments for use in 
characterization and in remediation post-BAR (rather than sending samples to a lab], 
critical because Public Health Lab will not be able to analyze the number of samples that 
we imagine will be collected for full site characterization and remediation after a bio 
contaminating event In an indoor facility 

e. Decontamination: Human decontamination & Guidance on disposal or washing of 
clothing 

f. Surrounding area: Recommendations for buildings in the area of an outdoor and indoor 
facility BAR (e.g., evacuate, close windows, turn off HVAC, etc.) and setting perimeter. 

3. Modeling Tools 

a. Expand current BioWatch Indoor Reach Back Center (BIRC) modeling from current 
indoor locations to adjacent facilities, subways, and outdoor areas to understand impact 
of outdoor venting 

b. Need further modeling on the risk in subways and re-suspension after continued 
operation. 

4. Laboratory support 

a. Surge capacity for laboratory materials- reagents and environmental sampling materiais 

b. Coordination of sending out samples for surge testing within LRN 

c. Guidance on post-BAR surge testing (e.g., direct verification without screening; efficacy 
of Increasing the tempo of PSU collections and testing) 

d. Continued engagement vwth DHS on Gen 3 program. 

6. Surge capacity 

a. Epidemiology staff surge capacity 

b. Medical Surge capacity 

c. Environmental Sampling surge capacity - sampling personnel to assist vrith incident 
characterization and mitigation including return to service of critical Infrastructure and 
verification of remediation. 

6. Timing and Amount of assets for Mass Prophylaxis 

a. Timing, status, and availability of Anthrax vaccine and other therapeutics, including 
anthrax immune globulin or antitoxins, and materials needed for mass casualty response. 
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From: 

Sent; 

To: 

Cc: 

Subject: 


Meriin, Toby (CDC/OID/NCEZID) 
Sunday, May 06, 2012 11:11 AM 



Beth, 

! got 3 chance to speak briefly with Jay Varma about the NYC Siowatch concerns. 1 think the bottom line is that 
NYC public health feels that public health is struggling to be heard In a program that is dominated by DHS and law 
enforcement but which has huge implications for public health departments. This seems to be most acute in NYC, 
where the police and fire department dominate the policy making. 

As you know we have been aware of these cor^ccrns and have been taking steps to improve the situation. i 
thought it would be useful for me to enumerate them explicitly, so that you are aware of what we are doing the next 
time this comes up: 

1| 1 have been taking a much more actlw role in engagement with Blowatch than previous Division leadership. 

2) f have appointed new Division liaisons to the Biowatch program, which should provide us a much more effective 
voice. 

3} I am personally attending the Biowatch national meetings where major policy decisions are discussed. 

A) We are reviewing and commenting on the new Biowatch indoorand outdoor guidance documents. 

The limitation of this, of course, is that OHS/Biowatch is still in the lead on these policies, and It will take some 
time to influence the direction. Steve Papagfotas and I will be seeing members of the NYC Biowatch Advisory Committee 
at the Biowatch indoor guidance meeting this week, and I will review with Colin Stimmler from NYCDOMMH the steps 
we are taking. 

Toby 


i 
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fOibject: 


RE: Questfon to fdlow-up Biowatch Indoor Working Group 


let's waik/talk through this with you, Geoff, Steve and Mike fay phone or in person, so that f am sure that I understand 
Thx, 

Toby 


From: Chaitram, Jasmine (CDC/OID/NCE2ID) 

Sent; Wednesday, May 16, 2012 12: 02 PM 

Syfaject: RE: Question to foHow-up Biowatch Indoor Working Group 


More information to answer question ; Have the number of Ft screens positives and BARS decreased since the 
impfementation of GRP reagents and the QA program? 


From August 2010 to August 2011 there were approximately 635 out of 1828 ( 35%) screen reactives for f-t with a CT 
value >=40. Of the 23 BARS reported in the email below for the same time period, S had af! 3 signatures with CTvaiue 
>=40 . Four of these were in Houston 


From August 2011- Mav2012 there were potentially 91 screen reactives with CTvaiue >=40 , most of which were called 
negative. If these were all called reactive there would have been about 20% of reactives with CT over 40. This includes 
reactives on the CRP panel. 

The number of reactives decreased from 1823 to 370.- The number of BARS for Ft has decreased as well. I 
believe the change in CT value and the QA program cotributed to this decrease. 

Jasmine 

LRN Program Office 

From: Chaitram, Jasmine (COC/OID/NCEZID) 

Sent: Thursday, May 10, 2012 10:42 AM 

To; Merlin, Toby (CDC/OID/NCEZID);1^^^— l^^—l 
Subject^t^uestior^^ltov^up Biowatch Indoor Working Group 

I have to look at data more closely and of course there are a number of other factors that contribute to whether or not an 
FT BAR is declared. Here is initial assessment of number of FT BARs for comparable time periods. In August 201 1 the 
program implemented the new CT cut off of 40 cycles. 


August 201Q-May 2011:23 
August 2011-May 2012:4 


Jasmine 
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LRN Program Office 


rrcm; Meriin, Toby (CDC/OID/NCEZID) 
Sent: Wednesday, Mav 09. 2Q12 12:32 PM 


Ichaitram, Jasmine (CDC/OID/NCEZID) 


Subjed:; RE: Question to folloV'/-up Biowatch Inddor Working Group 


it wouid be good to know how much of the reduction has been due to reduction of Ct threshold versus use of CPR 
reagents versus the QA program. 

Toby 


From : 

Sent: 'Wednesday, May 09, 2012 11:^9 AM 

To: Metiij^ofaWCDC/OID/NCEZim^h^ Jasmine (CDQ/OIO/NCEZID) 

Subject; Re: Question to foiiow-up Biov/atch Inddor Working Group 

Heilo, 

In the absence of actuai numbers, 1 wouid say yes but due mainly to our decision to reduce the cutoff for Ct values from 
45 to 40. 

Jas may have actuai numbers to support the reduction in reacth/es. 



Sent from Geoff Jackson’s Blackberry device 


From: Merlin, Toby (CDC/OID/NCEZID) 
Sent: Wednesday, May 09, 2012 11:43 AM 
To r rhsiiram, 1ac;mmP» fGDC/DTn/NrFZTn 

Cc: 


Subject: Question to foliow-up Biov>ratch Inddor V^iorkirg Group 


Have. the number of Ft screens positives and BARS decreased since the implementation of CRP reagents 
and the QA program? 

Thx, 


Toby 
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From: 

Sent: 

To: 

Subjeci-: 


Meriin, Toby (CDC/OID/NCtZiD) 

Wednesday, May 23, 2012 9:5 3 AM 

Beil. Beth (CDC/OSD/TsICEZID.i. l 

ThcHights for 11:30 cafi about Beth's UDcomina meetina with Tara 01 


This is going to sound a lot like a justification for a liason in Tara O'Toole's office. 

There is a lot that happens at DHS S&T that has profound impact on public health downstream, and we could 
better understand and mitigate these decisions if we had somesort of seat at the table. Here are some examples; 

1} The materia! threat assessments (MTA) which DHS is required to perform by statute. These drive the 
downstream decisions about medical countermeasure acquisition, diagnostic test development. Biowatch 
testing, and preparedness plans. But the MTAs seems to be developed without input from people who really 
understand the agents, diseases, or practical implications of these decisions. 

2) S+T R+D agenda. This also has profound impacts on puWichealth, and we would benefit if our voice were heard. 

Toby 


i 
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From: 

Be!i, Beth (CDC/OID/NCEZID) 

Sent; 

Wednesday, June 20, 2012 7:09 PM 

To: 

Khan, Ali S. (CDC/OPHPR/OD) 

Cc: 

|j^^^jjj/OPHPR/O0): Meriin, 

Subject: 

RE: biowatch story 

Categories: 

Red Category 


A!i, g!ad to discuss further however you vwuid like, i would say that the operational and technical problems may not be 
surmountable, ie I am not sure there is a technolc^y good enough to work the way DHS has envisioned BW Gen 3 to 
function, let us know if you’d like to meet or what Toby MerSn has thought most comprehensively about this topfc. 

From: Khan, Aii S. (CDQ/OPHPR/OD) 

Sent: Wednesday, June 20, 2012 12:02 PM 
To: Bell, Beth (CDC/OID/NCEZID) 

Cc; Sostn, Dart (CDC/OPHPR/OD); Merlin, Toby (CDC/OID/NCEZID) 

Subject: Re: biowatdi story 

Beth; 

This is very helpful. 

So tactically, this specific device appears to be premature for deployment for various reasons. 



1 will want to follow up with you to solicit your strategic assessment of the Biowatch program given your Center's and 
personal experience all these years? Are the technical and operational Issues In BW Gen 3 requirements surmontable or 
a proxy for our way of saying 6W Is a bad idea? Could BW be a good idea with better technology and some changes in 
approach such as limited to maybe anthrax? We should assure we have a single Agency position as we interact with 
DHS. 

Thanks again, 

Ali 

From: Bell, Beth (CDC/OID/NCEZID) 

Sent; Wedn^ay, June 20, 2012 06:05 AM 
To: Khan, Ail S. (CDC/OPHPR/OD) 

Cc; Sosin, Dan (CDC/OPHPR/OD); Meriin, Toby (COC/OID/NCEZID) 

Subject: RE: biowatch story 


Aii, Toby says that the Gen 3 program is being reviewed by Judge Mary Hill, who as you know Is a trusted 
confidantof Janet Napolitano; they have known each other since law school. It was initially prompted by the 
GAO or OiG study. Toby says that some folks at DHS have been encouraging Mary Hill to talk to folks at CDC to 
get their take on Biowatch and Gen3, which may be the reason for the call from Tara O'Toole. 

As for our opinions about Gen 3, we have a number of concerns as outlined fn a general way by Toby 
below. We sent a detailed letter with our technical concerns mostly around #1 to DHS at the time they were 
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last reviewing their contract. Happy to send that if you'd like, or expand on the below. We have 
communicated these concerns to the biowatch program. 

1) Currently CDC and others (DHS SST) have identified serious probiems with the specificity and sensitivity 
in the Gen3 system under development by Northrop Grumman. On a day to day operational basis, we are 
most immediately concerned about the risk for false positives which could be a regular occurrence. 

2) The Gen3 system generates positive results which would require Investigation and confirmation before 
action could betaken on these results. Thereiscurrently no concept of operations for how this Investigation 
and confirmation would take place. 

3) The Gen 3 system is being deployed to Biowatch sites before the device has been shown to work 
effectively. 

Beth 


From: Khan, Ali S. (CDC/OPHPR/OD) 

Sent: Tuesday, Tune 19, 2012 5:37 PM 

To: Bell, Beth (CBC/OID/NCEZID)^^^^^^^^^^^ 

Cc: Sosin, Dan (CDC/0PHPR/0D);[|^^^^^^^^^H Merlin, Toby (CDCyOID/NCE2ID) 

Subject: RE: biowatch story 

Beth: 

As discussed earlier today, your professional judgment of the BioWatch program Including the new Gen-3 
expansion would be very helpful and appreciated for my upcoming conversation with Tara. Recognizing that 
DHS money is not going to be diverted to CDC, is there anything we see worthwhile In that program? Although 
the cost is an abomination and a positive reading will still requiresomebody to go get the canister and cut into 

the purported timeliness. 

The underlying premise was originally considered sound from a national security perspective - no different 
from NORAD. A network of monitors in select cities to detect aerosol releases of high hazard agents to give 
public health a head start to prophylaxis. 

Thanks, 

Ali 


From: Sosin, Dan (CDC/OPHPR/OD) 

Se nt: Tuesday, June 19, 2012 5:01 PM 

Khan, (CDC/OPHPR/OD); |||||||^^^^^^^■||[[| Bell, Beth 

(CDC/01D/NCE21D) 

Subject: RE: biowatch story 

Catch the caption on the photo! Funny how bad information can come from upstanding news 
organizations. VaxGen was a high profile BARDA "failure" and there is no VaxGen anthrax vaccine in the 5NS. 


Daniel M, Sosin, MD, MPH, FACP 
Deputy Director and Chief Medical Officer 


2 
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Office of Public Health Preparedness and Response 
Centers for Disease Control and Prevention 
1600 Clifton Road 
Mailstop D44 
Atlanta, GA 30333 


From:| 

Sent: Tuesday, June 19, 2012 3:51 f 
To: Khan, All S. (CDC/OPHPR/OD); Sosin, Dan (CDCVOPHPR/OD)| 
(CDC/OID/NCEZID) 

Subject: biowatch story 


Bell, Beth 


Washington Post 

http://www.wa5hlnetonD05t.com/busine5s/economv/anthrax-3lert-sv5tem-at-fi5k-as-cost-e5timate-hit5-S7- 
hillion/7D12/06/18/gJQAZQwTkV story.html 



RADM, USPHS 

Director, Influenza Coordination Unit 
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From: 

Sent; 

To: 

Cc: 

Subject; 


Khan. Afi S. (CDC/CPHPR/QD) 
Thursday, June 21, 2012 1;43 PM 


Bei!, Beth (CDC/OID/NCEZID) 

5od^wm^OPHPR/OD); Merlin, Toby iCDC/OID/NCEZID)| 


RE: biowatcb story 


Thank you for the offer Beth, that would be very helpful. I'll ask Barbara to set something up. 

And please also keep in confidence that Tara is asking about BW. There are some very severe politics in DHS right now. 
Best, 

All 

From: Bell, Beth (CDC/OID/NCEZID) 

Sent: Wednesday, June 20, 2012 7:09 PM 
To: Khan, Ali S. (CDC/OPHPR/OD) 

Cc; Sosin, Dan (CDC/OPHPR/OD); Merlin, Toby (CDC/OID/NCEZID)||||||||^^H||[^mB| 

Subject: RE: biowatch story 

A!i, glad to discuss further hov/sver you would like. ( would say that the operational and technical problems may not be 
surmountable, ie I am not sure there is a technology good enough to work the way DHS has envisioned BW Gen 3 to 
function. Let us know if you’d like to meet or what. Toby Merlin has thought most comprehensively about this topic. 

From: Khan, Ati S. (CDQ/OPHPR/OD) 

Sent: Wednesday, June 20, 2012 12:02 PM 

To: Bel!, Beth (CDC/OID/NCEZID) 

Cc: Sosin, Dan (CDC/OPHPR/OD); Merlin, Toby (CDC/OID/NCEZID).^^^|||||||^H||||^^| 

Subject: Re: biowatch story 

Beth: 

This is veryheipfui. 

So tactically, this specific device appears to be premature for deployment for various reasons. 

! will want to follow up with you to solicit your strategic assessment of the Siowatch program given your Center's and 
persona! experience ali these years? Are the technical and operational issue's In BW Gen 3 requirements surmontabie or 
a proxy for our way of saying B W is a bad idea? Could BW be a good idea with better technology and some changes in 
approach such as limited to maybe anthrax? We should assure we have a single Agency position as we interact with 
DHS. 

Thanks again, 

Aii 

From: Bell, Bebt (CDC/OID/NCEZID) 

Sent: Wednesday, June 20, 2012 06:05 AM 
To: Khan, Ali S, (CDC/OPHPR/OD) 

Cc: Sosin, Dan (CDC/OPHPR/OD);| 

Subject: RE: biowatch story 


1 


Merlin, Toby (CDC/OID/NCEZID) 
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All; Toby says that the Gen 3 program is being reviewed by Judge Mary Hili, who as you know is a trusted 
confidant of Janet Napolitano; they have known each other since law school it was initially prompted by the 
GAO or OIG study, Toby says that some folks at DHS have been encouraging Mary Hill to talk to folks at CDC to 
get their take on Biovy'atch and Gen3, which may be the reason for the call from Tara O’Toole. 

As for our opinions about Gen 3.. we have a number of concerns as outlined in a general way by Toby 
below. We sent a detailed letter with our technical concerns mostly around #1 to DHS at the time they were 
last reviewing their contract. Happy to send that if you^d like, or expand on the beio'w. We have 
communicated these concerns to the biowatch program. 

1) Currently CDC and others (DHS S&T) have identified serious problems with the .specificity and sensitivity 
in the Gen3 system under developrnent by Northrop Grumman. On a day to day operational basis, we are 
most immediately concerned about the risk for false positives which could be a regular occurrence, 

2| The Gen3 system generates positive results which would require investigation and confirmation before 
action could be taken on these results. There is currently no concept of operations for how this investigation 
and confirmation would take place. 

3) The Gen 3 system is being deployed to Biowatch sites before the device has been shown to work 
effectively. 

Beth 


From: Khan, Ali S. (CDC/OPHPR/OD) 

Sent: Tuesday, June 19, 2012 5:37 PM 

To: Beil, Beth (CDC/OID/NCE2ID)^^^^^^^^^^^ 

Cc: Sosln, Dan (CDC/OPHPR/OD);||^^||||^m|^^m Merlin, Toby (CDC/OIO/NCEZID) 

Subject; RE: biowatch story 

Beth: 

As discussed earlier today, your professional judgment of the BioWatch program including the new Gen-3 
expansion would be very helpful and appreciated for my upcoming conversation with Tara. Recognizing that 
DHS money is not going to be diverted to COC, is there anything we see worthvs/hiie in that program? Although 
the cost is an abomination and a positive reading will still require somebody to go get the canister and cut into 
the purported timeliness. 

The underlying premise was originally considered sound from a national security perspective - no different 
from NORAD, A network of monitors in select cities to detect aerosol releases of high hazard agents to give 
public health a head start to prophylaxis. 

Thanks, 

Ali 


From: Sosin, Dan (CDC/OPHPR/OD) 

Se nt; Tu^dav, June 19, 2012 5:01 PM 

Khan, Ali 5. (CDC/OPHPR/OD)l 


; Bell/Beth 
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(CDC/OIO/NCEZID) 

Subject; RE; blovvatch story 

Catch the caption on the photo! funny how bad information can come from upstanding news 
organizations. VaxGen Vv-as a high profile BARDA "failure" and there is no VaxGen anthrax vaccine in the SN5. 


Daniel -M. Scsin, MD, MPH, FACP 
Deputy Director and Chief Medical Officer 
Office of Public Health Preparedness and Response 
Centers for Disease Control and Prevention 
1600 Clifton Road 
Mailstop D-44 



From| 

Sent; Tuesday, June 19, 2012 3:51 PM 
To: Khan, Ail S. (CDC/OPHPR/00); Sosin, Dan (CDC/OPHPR/OD);| 
(CDC/OID/NCE2ID) ■ 

Subject; biowatch stor/ 


Beil, Beth 


Washington Post 


http://www.washingtQngo5t.CQm/business/economv/anthrax-aiert-svstem-at-risl<-as-cost-estimate-h}t5-57- 
biHion/2012/06/18/gjQA^QwTI<V storv.html 



RADM, USPHS 

Director, Influenza Coordination Unit 
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From: 

Meriin, Toby {CDC/OID/NCE2ID) 

Sent: 

Friday, iur>e 29 , 2012 2:50 PM 

To; 

Hayslett, James (CDC/OPHPR/OD) 

Subject: 

RE: Life, Liberty and the Pursuit of Assays 

Jim, 



I really don't know. Mike has not identified anything to me. A' few things come to mind, but nothing new: 

1) I was vocal at the Indoor Guidance meeting. 

2) We have been trying to get the Blowatch program to better define what a BAR is. 

3) We did provide extensive requested comments on the requested Biowatch Outdoor Guidance. 

Mike and I used to have monthly calls before Ulana left, and now we don't. Do you think I should reach out to Mike 
and just ask him how things are going? 

Thanks, 

Toby 


From: Hayslett, James (CDQOPHPR/OD) 

Sent: Friday, June 29, 2012 1:45 PM 
To: Merlin, Toby (CDC^OID/NCEZID) 

Subject: Life, Liberty and the Pursuit of Assays 


Hi Toby, 

Hope all is well down your way and it is cooler than here. 

Alex and 1 were chatting earlier and he mentioned that Mike Walter came to him regarding some issues with COC and 
PHAAs that were causing Mike some consternation. 

Alex had asked that I touch base to get some background/insight that would be useful for him to understand the CDC 
position. 

Apologies that this Is a bit cryptic but Alex didn't have all the details when we talked. 

Thanks In advance, 

Jim 
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From: Merlin, Toby (CDC/OID/NCG3D) 

Sent: Wednesday, July 25, 2012 153 PM 

To: Morse, Stephen A. (COaCSD/NCEZID) 

Subject; RE: Garza’s Statement 


Stephen, 

The 37/37 would reflect specificity, not sensithnty. He makes no claim regarding sensitivity. 

Toby 

From: Morse, Stephen A. (CDCVOiD/NCEZID) 

Sent: Wedrtesday, July 25, 2012 1:51 PM 
To: Merlin, Toby (CDC/OID/NCEZID) 

SuEtJect: RE; Garza's Stat^ent 

Hi Toby, 

The way I would interpret his statement Is; 

7 million tests without a false positive = 100% specificity. 37/37 positives were true positives (i.e., "naturally occurring 
pathogens were detected in environmental samples) « 100% sensitivity. Garza is claiming that all positives were 
pathogens that are known to occur naturally in the environment. 

Thanks, 

Stephen 

From: Martin, Toby (CDC/OID/NCEZID) 

Sent: Wednesday, July 25, 2012 1:07 PM 
To: Morse, Stephen A. (CDC/OID/NCEZID) 

Subject: RE: Garza's Statement 

Stephen, 

Thanks for forwarding this. l don't see that Garza claims 100% sensitivity and specificity for Biowatch here. I 
will work on the text you forwarded. 

ThanksI 

Toby 

From: Morse, Stephen A. (CDC/OID/NCEZID) 

Sent: Wednesday, July 25, 2012 9:37 AM 
To: Merlin, Toby (CDC/OID/NCEZID) 

Subject: Garza's Statement 


THURSDA'- ; ' : 

The Troth About BtoWatch; The Importance of Eartv Detection of a Potential Biological Attack 

-Posted by Dr. Alexander Garza, 

Assistant Secretary for Health Affairs and Chief Medical Officer for DHS 

We all know the importance of early detection in the treatment of diseases and medical emergencies. Routine 
screenings and raonitoiing as well as rapid response save thousands of lives every year. The same principles 
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apply when mitigating the effects of biological threats, which is why DHS works with state and local officials 
through the BioWatch program to monitor for traces of dangerous pathogens in public places tidiete large 
groups of people gather to ensure that we respond quickly when a potential threat is identified. 

There has been some confusion reported in the news lately about how the BioWatch program works and what it 
is intended to do. First announced in 2003, BioWatch is the nation’s first early detection and warning capability 
for biological attacks. DHS partners with public health laboratories, which are members of the Centers for 
Disease Control aid Prevention’s (CDC) Laboratory Response Network, to conduct rapid analysis and provide 
information and expertise to governors and local emergency officials when a pathogen is detected in order to 
determine whether it indicates a potential biolo^cal attack. 

Recent media reports have incorrectly claimed that BioWatch is prone to “false positives” or “false alarms” that 
create confusion among local officials and first responders. These claims are unsubstantiated. To date, more 
than 7 million tests have been performed by dedicated public health lab officials and there has never been a 
false positive result. 

Out of these more than 7 million tests, BioWatch has reported 37 instances in which naturally-occurring 
biologica! pathogens were detected from environmental sources. Many of the pathogens the BioWatch system 
is designed to detect occur naturally in the environment, such as the bacteria that causes anthrax, which has 
been used as a weapon, but is also found in nature. For example, near the nation’s Southwest border there have 
been a number of instances where a bacterium that is endemic in the environment has been 
identified. Thankfully, none of the instances were actual attacks. The detection of commonly occurring 
environmental agents is not a “false positive.” 

Much like a home smoke detector goes off for both burnt toast and a major fire, the smoke detector is meant to 
notify you of a potential fire before it’s too late. BioWatch works very much the same way. If BioWatch 
detects a potential threat, state and local officials as well as &st responders have the ability to investigate the 
incident to the fullest and determine if there is a credible threat to the public. 

These tools alone cannot and do not declare that a biological attack has occurred. Experts must interpret the data 
and quickly make tough, logical decisions about the reality of the threat. BioWatch is designed to provide the 
nation with the greatest lead time possible to respond to the potential release of a biologica] agent. The fester we 
detect an event, the more lives we can save by responding and delivHing medical countermeasures. Looking 
forward, the scientists who operate the system will continue their work to improve BioWatch to keep the nation 
safe from any potential biological threats. 


2 
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From: Morse. Stephen A. (CDC/OID^CEZID) 

Sent: Thursday, July 26, 2012 10:52 AM 

To: Merlin, Toby (CDC/OID/NCEZID) 

Subject RE: Stephen. Here rt is. Scwry. I regularly forget to include the attachments. 


Toby, 

I agree with your comment whole heartedly. Unfortunately, the hype is different than reality. 
Stephen 


From: Meriln, Toby (CDC/OID/NCEZID) 

Sent; Thursday, July 26, 2012 10:44 AM 
To; Moree, Stephen A. (CDC/OID/NCEZID) 

Subject; RE: Stephen, Here ft is. Sorry. I regularly forget to indude the attachments. 


Stephen, 

Candidly, 1 do not believe that a high consequence action can be initiated based only a BAR, even if the test 
methodology confomts to PHAA. There are many other potential sources of error than just cross reactivities. 

Toby 


From: Moree, Stephen A. (CDC/OID/NCEZID) 

Sent; Thursday, July 26, 2012 10:34 AM 
To: Merlin, Toby (CDC/OID/NCEZID) 

Subject; RE; Stephen, Here ft is. Sorry. I regularly forget to indude the attachments. 


HI Toby, 

With the current BloWatch system, filters are collected and analyzed in a laboratory. Thus, there Is a delay between 
when the release occurred and when it was detected through laboratory analysis. Confirmation may occur in the same 
laboratory facility. In Gen3, they envision that the release would be detected by the autonomous collectlon/analysis 
unit and the results sent to a central site where some action would be Initiated. I think there Is more time for a 
thoughtful consideration of the data with the current system than what they envision (or hyped) with Gen3. t agree that 
there Is little "bang for the buck" with Gen3 and It is likely to be a casualty of the Country's current fiscal situation. 

Stephen 


From; Merlin, Toby (CDC/OID/NCEZID) 

Sent; Thursday, luly 26, 2012 10:19 AM 
To; Morse, Stephen A. (CDC/OID/NCEZID) 

Suti^ect; RE: Stephen, Here ft Is. Sorry. I regularly forgetto Indude the attachments. 


Stephen, 
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I am not sure there is much of a long tenm future for Gen3 In the current budgetary environment. That said. 
Biowatch has already deployed into select indoor eiwironments, where it is problematic to send teams in for phase 1 
sampling without evacuating the building. 

Toby 


From: Morse, Stephen A. (CDCyOID/NCEZID) 

SentJ Thursday, July 26, 2012 9:54 AM 
To: Merlin, Toby (CDQ/OID/NCE2ID) 

Subject: Stephen, Here It is. Sorry. I regularly forget to fndude the attachments. 


Hi Toby, 

{ think your changes are great and to the point. One thought though. I heard that BioWatch is considering deploying 
6en3 in indoor environments (They may have decided not to but I don't know for sure). TTieir mantra has been "detect 
to treat" in order to reduce morbidity and mortality in the event of a release. Thus, it becomes even more important to 
have high confidence assay results If public buildings are to be evacuated in the event of a BAR, and prior to 
confirmation. 

Thanks for your irtput, 

Stephen 


From: Merlin, Toby (CDC/OID/NCEZID) 

Sent? Thursday, July 26, 2012 9:40 AM 
To: Morse, Stephen A. (CDC/OID/NCEZID) 

Subject: Stephen, Here It Is. Sorry. I regularly forget to Indude the attachments. 


« File: TM revisions to SM summary of 07222Q12.doa » 


From: Morse, Stephen A. (CDC/OID/NCEZID) 

Sent: Thursday, July 26, 2012 9:32 AM 
To: Merlin, Toby (CDC/OID/NCEZID) 

Subject: RE: Stephen, Here's my version of the November 22 meeting for your review. 


Hi Toby, 

There was no attachment. 

Thanks, 

Stephen 


From: Merlin, Toby (OJC/OID/NCEZID) 

Sent: Wednesday, July 25, 2012 5:04 PM 
To: Morse, Stephen A. (CDC/OID/NCEZID) 

Subject: Stephen, Here’s my version of the November 22 meeting for your review. 
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Stephen, 

This 15 my version. Of course; only you can say what you said and what you intended, 

Toby 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Weber, Angeia (CDC/OID/NCEZID) 

Thursday, July 26, 2012 121 PM 

Merlii%Toby{CDOTWCEaDTMoim Stephen A. (CDC/OiO/NCESD) 

Angela (CDC/OID/NCEZID) 

Congressional Letter & Mention of "Trace'’ Detection 


Stephen and Toby, 

I realize that much attention has been placed on the issues related to Ft However, I would like to also bring up issues 
related to how OHS OHA has referred to BioWatch's ability to detect "traces of dangerous pathogen” (refer to question 
#3 on the Cortgressfonal request to CDC). 

Since we are being asked about this, I think it's critical that we provide clarification as to why this is misleading. In the 
course of working on BioWatch, I have heard OHA repeatedly sell this capability as a way to tout how sensitive the 
assays are at detecting low concentrations of organisms, This Is flawed as there is supporting data showing that the 
collection system is not capable of detecting trace concentrations of organisms (the collector itself is known to leak 
around the filter). This is an important point to make from the publichealthstandpoint as the system (regardless of 
whether you are addressing the current system or Gen 3) is not capable of detecting the lower concentrations 
associated with Infectious doses. This is true of all the agents and not only Ft as it relates to sampler collection 
efficiency, etc. 

The other critical point to bring up related to this Is based on basic Industrial hygiene practice. DH5 OHA should not be 
claiming that the Ft BARS were associated with trace detections because they have absolutely no way of knowing what 
was in the environment (airborne) at the time the organism was collected. Most likely, there was a very large aerosol 
present when it was detected as BioWatch requires large concentrations to be present, i believe Stephen has more 
information on the concentrations that are needed. 

Best, 

Angie 


i 



265 


Document 55 



266 


From: 

Sent: 

To: 

Cc: 

Subject: 


Weber, Angela (CDC/OID/NCEZID) 
Thursday. August 16, 2012 3:03 PM 
Morse, Stephen A. {CDC/OID/NCE2|j 
Weber. Angela (CDC/OID/NCEZID) j 
RE: Trace arpounts ■ 


Thanks Stephen. 

} went through the process below of also estimating tf>e time it would take to Inhale a concentration equivalent to the 
ID50 for Ft as most of the collectors run on a 24'hour period versus a 12-hour period. This is only theoretiral of course 
as it is a number simply based on what can be detected on the filter-so lots of caveats are needed around this. Because 
of all the caveats, I'm glad to see that you recommended only Ibcusing on the anaiyticai portion! Please feel free to 
share this with Toby. I'm going to pass it along to Steve Papaglotas (copied here) as he works on the response aspects of 
BioWatch. 

One thing I would note is that estimated breathing zone concentrations should not be based on the Ct values reported for 
a BAR. f could see someone may want to try doing this in a response, but it would be a misuse of data. The primary 
reason for this is that the BioWatch collectors are area samples that In most all cases are not In the breathing zone of 
the public. Plus, the Ct value is semi-quantitative at best - when taking Into aaount all the other unknowns Involved, 
the Ct value really Is more of a qualitative estimate {e.g.. Is something there are not? If so, Is It a relatively high or low 
concentration). The Idea that 35 is treated as a magical number for the Ft response is concerning and all involved should 
realize that number was simply picked as no Ct values for Ft were found lower than this and no one has gotten sick at 
the levels that had been reported. This would be important to bring up with DPEI, so In the case BioWatch ever detects 
a true BAR, the appropriate Interpretation of the data can be made. Additionally, what shows up on the filter is only a 
fraction of what was In the air during the sampling period due to the poor collection efficiency of the collector as well as 
all the air that passes around the filter (It leaks, but because the appropriate studies have not been done, we don't know 
how much it leaks). So...a Ct value for any of the agents is a true guess and should not, under any circumstances, be used 
to estimate an exposure dose or to determine what area was involved in the release that had sufficient concentrations 
that would result in an infection. 

Another caveat to add regarding the sampling volume (In calculations below) is that I went ahead and assumed a 
collection flow rate of 100 1pm. I noted, however. In the BioWatch programs "BioWatch Field Operations SOP" that they 
are only using secondary calibration devices (instead of primary), only calibrating once a quarter (should be done before 
and after every sample but I'm guessing this would be too labor intensive for them), and flow rates must be adjusted 
based on barometric pressure and temperature (another reason It must be done every day - as you can imagine, the 
temperature fluctuations over 3 months ). None of this Is mentioned In their SOP so my guess Is that if trained 
personnel (e.g., industrial hygienists) went out and calibrated a portion of the PSUs out there (Including those In Denver 
for example so you could see if they were adjusting for higher altitudes), 1 would think you would find quite a variation In 
the operational flow rate of the PSUs currently In use. This is another reason for treating the Ct values as only 
qualitative - who knows how much air is actually being collected from day to day. Another concern this brings up is 
lowering the cut-off Ct value forFt to get around the analytical problems and false positives. In doing so, you are making 
the assay even less sensitive when already the LOD is very high at around 2.4xl(f organisms (this is not a trace level as 
claimed by DHS}. 
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Thanks for sharing the below. 
Angle 


From! Morse, Stephen A, (CDC/OID/NCEZID) 
Sent: Friday, August 03, 2012 5:05 PM 
To: Weber, Angela CCDC/OID/NCE2ID) 
Subject: FW; Trace amounts 


From: Morse, Stephen A. (CDCfOID/NCEZID) 
Sent: Wednesday, August 01, 2012 IrrlS PM 
To: Merlin, Toby (CDC/OID/NCEZID) 
Subject; RE; Trace amounts 


HI Toby, 



Stephen 


From: Merlin, Toby (CDC/OID/NCEZID) 

Sent: Wednesday, August 01, 2012 1:22 PM 
To; Horse, Stephen A. (CDC/OID/NCEZID) 

Cc; Holmes, Harvey T. 

(CDC/OID/NCEZID) 

Subject: FW: Trace amounts 


(CDQOID/NCEZID); Chaltram, lasmine 


Stephen, 


Thanks for taking the lead in drafting this. The numbers of bacteria on a filter (approximately 2,4 and 10®) are 
in the same range as numbers provided independently by Harvey, and this does make sense. 
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What seems to be Important is not just the number on the fitter, but the number of ceils per unit volume of air 
sampled. { don't know enough about the BioWatch system to krwjw the average amount of air sampled per filter. Do 
you? Can we calculate the number of bacteria per ml of air? We know the average volume of air that an adult inspires 
per minute. From all of this, someone would need to cafculate how many minutes of exposure to the air with the 
bacteria would give a LD so • 1^ would take a long exposure to get an ID that would $ound like a trace amount if it 

would take a very short exposure to get an ID ^that would not «3und like a trace amount 

A lot of this Is really respiratory toxicology kind of work. Maybe we just need to stop at the number of bacteria 
on the filter, end let others determine how that relates to air Infectrvity? 

Toby 


FromJ mrse, Stephen A, (CDC/OID/NCEZID) 

Sent,* Monday, July 30, 2012 8:56 AM 
To; Merlin, Toby (CDC/OID/NCEZID) 

HBHHHHBHHHI 

Subject} Trace amounts 

Hi Toby, 

I took a crack at addressing the question concerning what is meant by "trace amounts." Feel free to comment 


Thanks, 

Stephen 
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What is meant by trace amounts? 

Trace amounts have been described as a BAR with a high Ct value (ca. 40). However, that does not give one a 
feel for how many organisms are actually present on the filter that when analyzed result in a high Cr value. In 
order to understand this, I have performed the following calculations; 

1. Only % of the filter is used for extraction (x4); 

2. Nucleic add extraction efficiency is, at best, ca. 1% using bead beating (xlOO) (it's probably closer to 

0.1%); 

3. Final elution volume is IBOpI of nucleic acid extract of which 5|il is analyzed/reaction {x30); 

4. RT PCR sensitivity Is about 20 organisms/reaction. 

Therefore, a positive result would require: 

20 X 30 X 100 X 4 = 240,000 organisms (or 2.4 x 10® cells) on a filter just to get a positive result at the cutoff. 
This is not a trace amount of a pathogen. For example, the IDsofor F. tularensis is 10 -SO organisms. However, 
it Indicates that false negative results remain problematic with low numbers of agents. 
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From; Farrelf. Michael (CDC/OID/NCE21D) 

Sent: Monday, October 22, 2012 6:03 PM 

To: Merlin, Toby (CDC/OID/NCEZiD) 

Subject: Fw; Question #3 about the lOD summeries 

Categories: Red Category 


Fyl... ' 

From: Linda [marlto:linda.beck(g)hq.dhs.9ov3 

Sent; Monday, October 22, 2012 05:13 PM 

To: Farreli, Michael (CDC/OID/NCEZID) 

Subject: RE: Question #3 about the LOD summaries 

Hi Mike, 

Sorry for the delay. ! wanted to check with a few folks. 

We do not have data that show how the filters and extraction from the filters affects LOD. However: 

S' VJe did analysis earlier this calendar year where we made assumptions based on SME input regarding filter 
extraction efficiency and DNA extraction efficier^cy and plugged in the assay lODs based on the testing 
referenced above to calculate 6en-l / Gen-2 sensitivity The results are contained in a white paper and briefing 
thac are classified SECRET 

» The "Reference System Test" that we are trying to kick off at DPG is designed to measure filter extraction 

efficiency and ONA extraction efficiency, as well as the entire system's LOD. Unfortunately, this dataset will not 
be available until Feb 2013 at the earliest. 

Looking forward to seeing you tomorrow. 

Hope this helps! 

Linda 


From: Farrell, Michael (CDC/OID/NCEZID) [mailto:mqf2@cdc.gov} 
Sent: Monday, Ortober^Z^OlM^j^M 
To: Beck, Linda; 

Subject: FW: Question #3 about the LOD summaries 


Hi Linda and Kathleen, fyi beiow in regards to my query. 


From: Farrell, Michael (CDC/OID/NCEZID) 

Sent: Monday, October 22, 2012 1:‘19 PM 
To; Merlin, Toby (CDC/OID/NCEZID) 

Cci Holmes, Harvey T. (CDC/OID/NCEZID); Chaitram, Jasmine (COC/OID/NCEZID); 
Subject; FW: Question #3 about the LOD summaries 
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Hi Pr. MeH;n - that is true we have not done those studies. ! will reach out to the SPO and see what may have been done 
in this area, perhaps in concert with Gen 3 comparative testing, that might provide some info on the LOD of spiked ffiters 
with the current Gen 2 processes. 

Mike. 


From: Merlin, Toby (CDC/OID/NCE2ID) 

Sent: Monday, October 22, 2012 11:34 

To: Farrell, Michael (CDC/OID/NCEZID);|H^^^^H||||| 

Cc; Holmes, Harvey T. (CDC/OID/NCEZID); Chaitram, Jtesmfne (CDC/OIO/NCE2ID) 

Subject; Re; Question #3 about the LOD summari^ 

Mike, 

Thanks for the responses. The bottom tine is that the summaries we have provided to the committee do NOT provide 
LOD for the LRN assays on BioWatch filters. Have we done those studies? Do we know how the filters and extRaction 
from the filters affects LOD? Thx! Toby 


From: Farrell-, Michael (CDC/OID/NCEZID) 

Sent: Monday, October 22, 2012 09: 17 AM 

To: Merlin, Toby (CDC/OID/NCEZID); | 

Cc: Holmes, Harvey T. (CDC/OID/NCEZID); Chaitram, Jasmine (CDC/OID/NCEZID) 
Subject: RE; Question #3 about the LOD summaries 


Hi Dr, Merlin, some answers below in red in parentheses 
Mike. 


From: Merlin, Toby (CDC/OID/NCEZID) 

Sent; Monday, October 22, 2012 7:10 AM 
To; Farrell, Michael (CDC/OID/NCEZID); P 
Cc: Holmes, Han/ey T. (CDC/OID/NCEZIoFi 
Subject: Question #3 about the LOD summaries 


These summaries are about 4 years old and look at 3 instruments and 3 extraction methods, I assume by now virtually 
ail of the labs are using the 7500 dx fast. Are they all using a standard extraction method? (the extraction methods are 
standardized “ a choice of two automatic (Roche), or one manual kit (Qiagen)) Does this make a difference in LOD? (Yes, 
it can - 1 would have to see the data) Do we have an extraction recommended for BioWatch filters? (the Biowatch 
process uses a distinct extraction method amenable to air filters that is not used In the IRN) Thanks! Toby 


From: Merlin, Toby (CDC/OID/NCEZID) 

Sent: Monday, October 22, 2012 06:32 

To: Farrell, Michael (CDC/OID/NCEZIO);^^^^BH^^^^H 
Cc: Holmes, Harvey T. (CDCyOID/NCEZID); Chaitram. Jasmine (CDC/OID/NCEZID) 

Subject: RE: Explanation of discarding data from positive NTC's in analysis of LOD of FT primer/probe set 


Second question: What is the reaction volume of the analysis? (25 ul) Is itthe same for ail instruments? (yes) 
Is it 10 microliters? (no) 

Thx, 

Toby 


2 



273 


From; Merlin, Toby (CDC/OID/NCEZID) 

Sent: Monday, October 22 , 2012 6:27 
To: Farrell, Michael (CDC/OID/NCEZID); 

Cc; Holmes, Harvey T. (CDC/OID/NCEZID); Chaitram, Jasmine (CDCyOID/NCEZID) 

Subject: Explanation of discarding data from positive NTCs in analv^'s of LOD of FT primer/probe set 

Mike or Laura, 

It looks like I'm going to have to brief Congressional staff this week on the summaries we provided of the 
LOD studies. In the Ft summary, we talk about laboratories experiencing problems with positive NTC and we 
discard those data. NTC is a non template control, right? (yes) What is that exactly? (It is a PCR reaction with 
all of the ingredients except water replaces actual sample volume. This controls for potential contamination 
of reagents that might le.ad to a false positive result) It has- not target Ft, so why would a number of sites have 
problems with positives? {For FT3 assay, the former BloWatch screening assay, we and others through 3'"* 
party testing have observed an underlying NTC reactivity of approximately 1 in every 500 reactions. The 
reason is unknown, however nearly ali of these occur at ct values above 40 and was one of the drivers of our 
decision to change from 45 to 40j 

Thanks, 


Toby 


3 



274 



From: 

Sent: 

To; 

Subject: 


Farrefi. Michael (CDC/OID/NCEZID) 
Monday, October 22, 2012 6:03 PM 
Merlin, Toby (CDC/0!D/NCEZID) 

Fw Question #3 about the LCD summaries 


Categories: 


Red Category 


Fyi. 

From; Beck, Linda (msilto;Iinda. beck@hq.dhs.gov] 

Sent: Monday, October 22, 2012 05:13 PM 

To: Farrell, Michael (CDC/OID/NCE2iD) 

Subject: RE: Question #3 about the LOD summaries 

Hi Mike, 

Sorry for the delay, i wanted to check with a few folks. 

We do not have data that show how the filters and extraction from the filters affects LOD, However: 

* We did analysis earlier this calendar year where we made assumptions based on SME input regarding filter 
extraction efficiency and DNA extraction efficiency and plugged in the assay LODs based on the testing 
referenced above to calculate Gen-1 / Gen-2 sensitivity. The results are contained in a white paper and briefing 
that are classified SECRET 

«■ The "Reference System Test" that we are trying to kick off at DPG is designed to measure filter extraction 

efficiency and DNA extraction efficiency, as well as the entire system's LOD, Unfortunately, this dataset will not 
be available until Feb 2013 at the earliest. 

Looking forward to seeing you tomorrow. 

Hope this helps! 

Linda 


From: Farrell, Michael (CDC/OID/NCEZID) [mailto;mqf2@cdc.gov3 
Sent; Monday, Octobe^^01M^4^M 
To: Beck, Linda; 

Subject: FW: Question #3 about the LOD summaries 
Hi Linda and Kathleen, fyi below in regards to my query 
Mike. 


From: Farrell, Michael (CDC/OID/NCEZID) 

Sent: Monday, October 22, 2012 1:49 PM 
■ To; Merlin, Toby (CnC/OID/NCEZID) 

Cc: Holmes, Harvey T. (CDC/OID/NCEZID); Chaitram, Jasmine (CDC/OID/NCEZID);l 
Subject: FW: Quesbon #3 about the LOD summaries 
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Hi Dr. Merisi - that is true we have not done those studies. I will reach out to the SPO and see what may have been done 
in this area, perhaps in concert with Gen 3 comparative testing, that might provide some info on the LOD of spiked filters 
with the current Gen 2 processes. 

Mike, 


Promt Merlin, Toby (CDC/OID/NCE2ID) 

Sent: Monday, October 22, 2012 11:34 m 
To: Farrell, Michael (CDC/OID/NCEZID);” 

Cc; Holmes, Harvey T. (CDQOID/NCEZID); Chaitram, Jasmine (CDC/OID/NCEZID) 
Subject: Re; Question #3 about the LOD summaries 


Mike, 

Thanks for the responses. The bottom line is that the summaries we have provided to the committee do NOT provide 
LOD for the IRN assays on BioWatch filters. Have we done those studies? Do we know how the filters and extRaction 
from the filters affects LOD? Thx! Toby 


From: Farrell, Michael (CDC/OID/NCEZID) 

Sent: Monday, October 22, 2012 09:17 AM 
To: Merlin, Toby {CDC/QID/NCEZID);| 

Cc: Holmes, Harvey T. (CDC/OID/NC^ 

Subject; RE: Question #3 about the LOD summaries 


Hi Dr Merlin, some answers below in red in parentheses. 
Mike. 


From: Merlin, Toby (CDC/OID/NCEZID) 

Sent: Monday, October 22, 2012 7:10 

To; Farrell, Michael (CDC/0ID/NCEZID);H|||^^^^^^^H 
Cc; Holmes, Harvey T. (CDC/OID/NCEZID); Chaitram, Jasmine (CDC/OID/NCEZID) 

Subject: Question #3 about the LOO summaries 

These summaries are about 4 years old and look at 3 instruments and 3 extraction methods, I assume by now virtually 
all of the labs are using the 7500 dx fast. Are they all using a standard extraction method? (the extraction methods are 
standardized - a choice of two automatic (Roche), or one manual kit (Qiagen)) Does this make a difference in LOO? (Yes, 
it can - ! would have to see the data) Do we have an extraction recommended for BioWatch filters? (the Biowatch 
process uses a distinct extraction method amenable to air filters that is not used In the LRN) Thanks! Toby 


From: Merlin, Toby (CDC/OID/NCEZID) 

Sent: Monday, October 22, 2012 06:32 

To; Farrell, Michael (CDC/OIO/NCE2ID);|HH[|^|^H|||^BB 
Cc; Holmes, Harvey T. (CDC/OIO/NCEZID); Chaitram, Jasmine (CDC/OID/NCEZID) 

Subject: RE: Explanation of discarding data from positive NTCs in analysis of LOD of FT primer/probe set 


Second question: What is the reaction volume of the analysis? (25 ul) Is it the same for all instruments? (yes) 
Is it 10 microliters? (no) 

Thx, 

Toby 
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From: Meriln, Toby (CDC/OID/NCEZID) 

Sent: Monday, October 22, 2012 6;27 AM 
To; Farrell, Michael (CDC/OID/NCBZID);^ 

Cc: Holmes, Harvey T. (CDC/OID/NCEZID); Chartram, Jasmir« (CD<70ID/NCE2ID) 

Subject; Explanation of discarding data from poative NTCs In analysis of LOD of FT primer/probe set 


Mike or Laura, 


It looks like I'm going to have to brief Congressional staff this week on the summaries we provided of the 
LOD studies. In the Ft summary, we talk about laboratories experiencing problems with positive NIC and we 
discard those data. MTC is a non template control, right? (yes) What is that exactly? (it is a PCR reaction with 
ai! of the ingredients except water replaces actual sample volume. This controls for potential contamination 
of reagents that might lead to a false positive result) It has not target Ft, so why would a number of sites have 
problems with positives? (For FT3 assay, the former BioWalch screening assay, we and others through 3'° 
party testing have observed an underlying NTC reactivity of approximately 1 in every 500 reactions. The 
reason is unknown, however nearly all of these occur at ct values above 40 and was one of the drivers of our 
decision to change from 45 to 40) 

Thanks, 


Toby 
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Mrtft T. RJW^ HtSi 'fOM. 
abm6i>vi 



3liin$t(b IHiucKt^ Qtniigtcita 
3B,®, finttut of ReptMtiitafluiea 
©TOimtltw flu irmnElHnb i&tntrftj} 
RS(ifii[tn0tan, S<t2[ti;j5 


July 9, 2012 


The Honomhle Janet Napoiitano 
Secretary 

U.S. Department of Homeland Security 
301 7th Street SW- Mail Slop 0020 
Washington, DC 20528 

Dear Secretary Napoiitano; 

1 am writing to express my continuing concern regarding the Department of Homeland 
Security’s BioWatch program and to request a copy of an analysis conducted by the Department 
in January, which, according to a July 8, 2012 article in the Los Angeles Times, found significant 
feilutes in the BioWatch Generalion-3 technology.’ 

Since its inception, I have raised serious questions regarding the BioWatch program's cost, the 
efficacy of BioWatch technology, and whether the technology is responsive to current tlireaf 
assessments. Over the last decade, approximately $800 million has been invested in developing 
BioWatch technology. Democratic Msnibers of this Cotriftiittee iSye raised gitCstions about the 
accuracy of the readings prr^uced tf ijhe currently deplfijrt^ SUiiettdldnS of BioWatch 
technology and delays in Itis' deirelopmept of BioWsfch i^JBrtftonrl, response, the 
Department has told MwoherS ifwt cBtfeili BioWatch teclmdfogfcs wW'$itevenf needless deaths 
and that the deveioprnelitdf ihefieitt-geneitjlon technotq^.'iS tMitrUcL Theirrs 4ngefes Times 
story, however, calls these stdleB^afiisJnlq'^uestion and notes fhal flneStdte health official has 
called BioWatch “a colossal wgaie otmong';”’ 

The Los Angeles Tlnies reports Ihht federal agencies have docunienfdri 56 Bid Watch false alarms 
in cities using the currently ^eploydtf technology. Due , to the. high flumbet p( false alarms, 
reports indicate that State Sri'd (ota! hjalfh ofBcials have relatively Ijtde' confidence in the 
technology. Moreover, .this laefe pf cOTifldeiioe seetiis to be Shared at the federal level. Officials 
at the Centers for DiseriBe CoDtroi and PteV^pii have said that jhey would not begin 
distribution of medientfpna wllhoutyiefforrplitg sidditjOna) tests to confiiiht the BioWatch result, 
thereby undermining atty tbenipeciflc bertaSta affli^paW as a ‘result of an advanced warning 
system. 


' David Wtlliiian, “Tho Btodefthdor llin Cries Los Angelis Times, at At (July 8, 5012). 
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Thank you for your atlenticn lo ibis matter. Should you have any questions or require additional 
information, please contact Cheiri Branson, Chief Counsel of Oversight, Committee on 
Homeland Security, at (202) 226-2616. 
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TheCommitte|^^Merg^andCommerce 

Supplemental Memorandum 



June 18,2013 

TO: Members, Subcommittee on Oversight and Investigations 

FROM: Majority Staff 

RE: Committee Investigation of the Department of Homeland Security Bio Watch 

Program 


Executive Summary 

On June 18, 2013, the Subcommittee on Oversight and Investigations is holding a hearing 
titled, “Continuing Concerns Over BioWatch and the Surveillance of Bioterrorism.” 

The Committee’s investigation of the Department of Homeland Security’s (DHS) 
BioWatch program began almost one year ago. on July 19, 2012, with letters to DHS and the 
Centers for Disease Control and Prevention (CDC). BioWatch is a program that was launched 
by President George W. Bush in January 2003 and administered by DHS. The purpose of this 
program is to monitor and detect select biological agents in the air that could be used in a covert 
terrorist attack. Since 2003, approximately $1 billion has been spent on this program. 

The Committee opened this investigation after a National Academy of Sciences (NAS) 
report and media articles noted that the BioWatch system was generating “false positives” or 
indicating “the potential occurrence of a terrorist attack when none has occurred.”' A DHS 
official, however, stated that the reports of “false positives” were incorrect and unsubstantiated, 
and that “there has never been a false positive result.”’ 

During this investigation, the Committee has obtained documents from the DHS and the 
CDC, and the Committee staff has conducted interviews of three officials from DHS and two 
officials from CDC. 

The documents provided to the Committee and the interviews of officials involved in the 
BioWatch program have revealed new details and raise additional questions about the 
management and effectiveness of the BioWatch program that should be examined at the 
Subcommittee’s June 1 8 hearing. The new details include: 


‘ National Academy of Sciences, Biowatch and Public Health Surveillance: Evaluating Systems for the Early 
Detection of Biological Threats, National Academies Press, at 50 (201 1). 

^ Posting of Alexander Garza, Assistant Secretary for Health Affairs, to DHS blog, ‘The Truth About BioWatch: 
The Importance of Early Detection of a Potential Biological Attack,” http://www.dhs.gov/blog/2012/07/12/truth- 
about-biowatch (July 12, 2012). 
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- The threat the BioWatch program was intended to address and protect — a doomsday 
scenario of a large-scale attack — has changed since the program was started in 2003. 
According to a DHS official involved in bioterrorism risk assessment, large-scale 
bioterrorism attacks are less likely, and small-scale bioterrorism attacks more likely. 


- Information produced to the Committee does not show a DHS strategy responding to a 
bioterrorism attack that reflects the changes in threat assessment and reductions in public 
health departments that have occurred since the program was launched. According to a 
DHS contractor report, the lack of such an overarching strategy impedes proper 
assessment of BioWatch’s role in biodefense. 

- After more than a decade of operation, DHS still lacks crucial data demonstrating the 
effectiveness of the current technology, BioWatch Generation-2 (Gen-2). The lack of 
such data would seem to impede the ability to conduct cost-benefit analysis comparing 
BioWatch Gen-2 to the new technology, BioWatch Generation-3 (Gen-3). This is needed 
for an analysis of alternatives, a required step in the DHS acquisition process. 

- Since 2004, DHS has been seeking to develop and deploy BioWatch technology that 
would include air sampling and analysis of samples in the same device. If successful, 
this technology would reduce BioWatch’s detection time to 6 hours from the current 36 
hours. Unfortunately, DHS has spent close to $300 million on developing autonomous 
detection systems that failed to meet requirements as well as on expenditures on Gen 2.5, 
a system that was deployed for two years and withdrawn because it proved to be an 
ineffective technology that was improperly approved. 

- Several statements by DHS about the performance of the BioWatch program are disputed 
by other government scientists or contradicted by information obtained in this 
investigation. 

I. BioWatch Is Hampered By Lack of DHS Strategy Reflecting Current Threat 
and Response Capability 

This section of the memorandum discusses the factors that have impacted the effective 
development of a BioWatch system. 

J, The Changing Threat 

In January 2003, at the direction of President George W. Bush, DHS launched the 
BioWatch program to provide, maintain, and support aerosol monitoring capability for selected 
biological agents in certain metropolitan areas to provide an early warning system within 12-36 
hours against a covert, large-scale aerial attack. According to a DHS official, “BioWatch was 
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never intended to detect at low levels; it was designed to detect catastrophic attacks that would 
cause more than 10,000 casualties,”^ 

At the time BioWatch was started, it was a response to a bioterrorism threat viewed as 
originating primarily from a state-actor program based on a combination of factors. These 
factors included the longstanding threat from bio-warfare agents developed by state actors such 
as the former Soviet Union; the September 11, 2001, attacks by A1 Qaeda; the anthrax letters 
mailed in 2001, (which, while a low level attack, was believed by some to have originated from a 
state actor)''; and the specific concern about Iraq’s biological weapon program. In fact, in 2004, 
the program manager for BioWatch noted that BioWatch deployment was part of “domestic 
preparedness during war with Iraq and A1 Qaeda.”" 

Since 2004, to improve the speed of response to the threat, DHS has sought to develop a 
“laboratory-in-a-box” system that would include air sampling and biological agent detection in 
the same device. BioWatch Generation 3 (Gen-3) is the result.* The current system is a two-step 
process, requiring periodic collection of samples that are then brought to local public health 
laboratories for testing of the samples. The advantage of Gen-3 would be to reduce the time of 
detection from 36 hours to less than 6 hours by combining collection and testing in one device. 

In addition, DHS has envisioned deploying Gen-3 to additional cities with an increase to 
approximately 50 locations, with more population coverage in each city, and with more tests 
being performed daily. 

In 2004, President Bush issued Homeland Security Presidential Directive (HSPD) 10, 
which tasked DHS with conducting bioterrorism risk assessments. Starting in 2006, the DHS 
Science and Technology Directorate has conducted a bioterrorism risk assessment (BTRA) every 
two years. 


’ Comment from DHS official to July 7, 2012 article in the L.A. Times, The biodefender that cries wolf, attached to 
an email from Michael Walter, DHS BioWatch program manager to Kate Nichols of DHS, July 10, 2012, 12:24 pm. 

Although the anthrax letters are cited as one of the reasons for launching BioWatch, U.S. officials noted that the 
anthrax attacks of October 200 1 would probably have not been detected by BioWatch mainly because the outbreak 
was caused by a tiny amount of anthrax - one to two grams - and because the release was indoors, where the sensors 
do not monitor. Judith Miller, Threats and Responses: Biological Defense; U.S. Deploying Monitor System for 
Germ Peril, N. Y. Times, January 22, 2003 (online version). Nevertheiess, during a Committee staff interview on 
June 5, 2013, Dr. Jeffrey Steifel, a DHS official and former BioWatch program manager, asserted that BioWatch 
was used to screen the President’s mail. Committee staff requested that DHS provide substantiation and 
clarification of this claim. DHS told staff that BioWatch was never used to screen the President’s mail, but was only 
used to screen DHS mail. It should be noted that the National Academies of Science Report stated that BioWatch is 
not designed or deployed to detect environmental exposures to infectious agents distributed by certain means (e.g., 
the 2001 anthrax letters). NAS at 40. 

’ P. Estacio, Senior Medical Advisor and BioSecurity Program Executive, DHS, Bio- Watch Overview, September 
27, 2004 cited in Congressional Research Service memorandum, “Information for a hearing on the Department of 
Homeland Security BioWatch program,” at 5 (June 7, 2013). 

^ U.S. Government Accountability Office, BiosurveUlance: DHS Should Reevaluate Mission Need and Alternalives 
before Proceeding with BioWatch Generation-3 Acquisition, GAO-12-810 (September 10, 2012) available at 
http://www.gao.gOv/assets/650/648026.pdf, 
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DHS officials have confirmed to the Committee that the threat has evolved since 2003. 
During a staff interview on June 6, 2013, Dr. Segaran Pillai, the DHS Chief Medical and 
Science Advisor in the Chemical and Biological Division, confirmed his involvement with 
conducting the BTRA and noted the changes in the bioterrorism threat since the launch of 
BioWatch. Dr. Pillai stated that over the last decade, the threat has evolved from one dominated 
by state-actor programs to one principally composed of non-state actors. The current trends in 
bioterrorism are troubling because of advances in biotechnology and the ongoing concern of 
dangerous biological agents being widely available in other countries that do not have select 
agent regulation. The implication of these changes, according to Dr. Pillai, is that a large-scale 
bioterrorism attack is less likely now than it was 1 0 years ago; instead, a small-scale attack is 
more likely. 

Although a small-scale threat appears to be more likely than a large-scale attack. Majority 
staff has not found evidence that DHS bioterrorism strategy has been restructured to address this 
changing threat.’ DHS continues to pursue BioWatch Gen-3, a costly expansion of primarily 
outdoor monitoring for a large-scale attack. 

The degree to which BioWatch should focus on outdoor monitoring is the subject of 
some debate. In fact, even some proponents of environmental monitoring question continued 
disproportionate emphasis on outdoor monitoring. A former BioWatch program manager, Dr. 
Jeffrey Stiefel, during the Committee staff interview stated his personal opinion is that 
Generation-3 should not be used outdoors and should be an indoor program. Moreover, 
according to an internal DHS email from 201 1, the Joint Program Executive Office at the 
Department of Defense appears to be moving away from expansion of environmental monitoring 
by removing funding from all but one of its future biodetection programs in this area.* 

Significantly, the August 27, 2012, report by the Homeland Security Studies and 
Analysis Institute (HSSAI), suggests a lack of strategy on which the value of BioWatch, and its 
focus on outdoor monitoring, can be properly assessed. As one of its three major observations, 
HSSAI stated “the lack of an overarching biodefense strategy impacts our ability to appropriately 
assess the contribution of environmental sampling (including use of aerosol point detectors) to 


’’ President Obama released a National Strategy for Biosurveillance in July 2012. The document is aspirational and 
directs that a strategic implementation plan be completed within 120 days. It does not explicitly mention BioWatch, 
although some of the guiding principles would be germane to BioWatch. Staff did not find a strategic 
implementation plan that was publicly released, and the Congressional Research Service could not confirm its 
existence. So far, staff has not seen evidence from this effort that reflected the kind of strategy that would determine 
the appropriate role for BioWatch in light of recent trends. 

® Email from Michael Walter (DHS Program Manager) to Alexander Garza and Robert Hooks, December 8, 2011 
7:14 am: “Got word that JPEG has removed funding from all future biodetection programs with the exception of the 
tactical detection system. This includes shutting down ttieir standoff program. This makes BioWatch the only game 
in town.” According to the September 21, 2012 Chemical Biological Defense Program Advance Planning Briefing 
for Industry, Q&A Panel, Friday, Sep 21, 2012, 0800-1100, unclassified, at 9. “Are there plans for the development 
of a standoff bio-detection program? If so, what are the changes and vision for coordination within disease 
surveillance? The DoD plans no new starts in this area for fiscal year 2013. However, standoff bio -detection 
continues to be a high priority within the Joint Services; and we will continue to pursue potential materiel solutions 
in this area.” 
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the DHS biosurveillance mission in general.”’ HSSAI added in a footnote, “While BioWatch 
Gen-3 Program has clearly articulated the advantages of an autonomous detection system to 
environmental sampling, the translation of this capability to the broader DHS biosurveillance 
mission is currently not well understood due to the lack of an overarching national biodefense 
strategy.”'® 

Dr. Tara O’Toole, now serving as the DHS Undersecretary for Science and Technology, 
but at the time, was with the University of Pittsburgh Center for Biosecurity, testified in March 
2007, on the importance of such a strategy. She stated, “I will urge that DHS initiate a strategic 
examination of the current state of ‘biosurveillance’ and develop a five-year strategy for 
biosurveillance in collaboration with other federal agencies and key stakeholders.” Through 
such a strategy, she believed “that the country could make different and more useful and cost- 
effective investments in biosurveillance than are currently planned.” Among the questions that 
she believed to deserve examination were: 

Does it make sense to invest limited biodefense funds in more advanced 
BioWatch technology even as we cut funds for the public health personnel 
needed to analy 2 e BioWatch data, as we are now doing? Many public 
health professionals at the March 1 5 White House meeting noted that 
assessment of BioWatch data requires use of limited public health 
resources that might be otherwise employed to greater effect. 

. . . Would we improve detection more cost-effectively by focusing on 
raising clinicians’ awareness of bioweapons-related disease or by making 
investments in point-of-service diagnostic tests, which could not only 
detect bioweapons agents but also help identify victims once an attack 
occurs? 

. . . How useful will BioWatch data be in determining the site of the 
bioweapons release and who was exposed? In previous TOPOFF 
exercises, dueling ‘plume models’ of both radiological and biological 
weapons releases caused great confusion." 

Given the lack of overall bioterrorism strategy, important pieces of information and 
analysis are either missing or were not used to make good policy decisions. As noted in 2010, 
the Chair of the National Academies of Science Committee that reviewed BioWatch commented 
that estimates of the likelihood and the magnitude of a biological attack, or how the risk of a 


’ Homeland Security Studies and Analysis Institute, Revised BioWatch Gen-3 Program Acquisition Assessment: 
Executive Summary and Annotated Briefing, Prepared for Department of Homeland Security Program 
Accountability and Risk Management Office, August 27, 2012, at x. 

'“id. 

" House Committee on Appropriations, Subcommittee on Homeland Security, Testimony of Tara O’Toole, MD, 
MPH, March 29, 2007, available at 

http://www.upmchealthsecurity.Org/website/resources/To%20USG/Testimony_Briefings/2007/20070329- 

btprepanddhscmo.html. 
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release of an aerosolized pathogen compares with risks from other potential forms of terrorism or 
from natural diseases are crucial in judging the value of the BioWatch approach. HHSAI also 
stated it is not clear how the risk of a release of an aerosolized pathogen compares with risks 
from other potential forms of terrorism or from natural disease.'^ Thus, a cost-benefit analysis of 
BioWatch is constrained because there is no assessment of the validity of the important 
assumption that the risk posed by the threats addressed by BioWatch is significant enough to 
justify the program over other investments in this area.''* 

B. Availability of Public Health Responders to Bioterrorism Attacks 

The value and effectiveness of BioWatch early detection is premised on the capability of 
state and local public health authorities to respond, for example, by directing the mass dispensing 
of medications or establishing mass treatment centers. As the HSSAl report noted, . . [A]s a 
detection system for disease threats, it [BioWatch] needs to be accompanied by the capability to 
respond with appropriate public health or medical measures that will minimize illness and death. 
Without response, the warning of an attack will not produce a benefit.”’* 

DHS continues to move forward on an expansion of BioWatch despite uncertainties 
about Gen-3 performance and the burdens it would place on states and localities that are already 
financially strained. The CDC, in particular, has referenced the potential of decreased capability 
of public health agencies to respond to bioterrorism events. An internal CDC document noted 
the agency’s concerns about Oen-3 because of a “potential workload impact on LRN [Laboratory 
Response Network] from increased number of devices that are continuously sampling and 
reporting.”'* 

The competing demands on state and local public health officials have been described by 
DHS scientists who have noted the increasing strategic role of public health surveillance. These 
scientists observed that “[a] bioterrorism event will likely be detected in many cases through 
Public Health Surveillance from Human illness instead of BioWatch!”'^ These scientists also 
noted “[t]he need for POC [point-of care] diagnostics to enhance Public Health Surveillance and 
Detection is critical to support the National Biodetection, Preparedness, and Response/Mitigation 
mission.”'* 

Further, these DHS scientists cited a number of limitations in the BioWatch system in a 
slide presentation for the DHS Undersecretary for Science and Technology: we cannot put 


House Committee on Appropriations, Subcommittee on Homeland Security, Testimony of Bernard Goldstein, 
Biostirveilhnce: Smart Imestments for Early Warnings, 111* Congress (February 25, 2010). These areas were 
outside the scope of the NAS report, but Dr. Goldstein’s comments highlight the broader considerations concerning 
BioWatch. 

HSSAl Report supra note 12 at 13. 

'“Id. 

'"Id. 

Presentation to CDC Director, NCEZID Quarterly Performance Review, May 25, 2011. The document appears to 
be an outline of a presentation by Dr. Toby Merlin. 

Segaran Pillai and Douglas Drabkowski, DHS slides on BioWatch, December 201 1 (slide 29). 

'*ld. 
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biodetectors everywhere, biodetectors have limitations in terms of system sensitivity and are 
very costly to operate. The scientists also noted that, low infectious dose agents are likely to be 
picked up by human infection and least likely by BioWatch due to smaller release sizes and the 
system’s lack of sensitivity, and even with the strictest sensitivity standard, the DHS scientists 
found that the probability of detection is about 50 percent at best.'^ As a result, these scientists 
stated that it was likely that authorities would see humans becoming sick in many situations that 
were not detected by BioWatch because of low infective dose and lack of system sensitivity for 
outdoors.^® 

C. The Lack of Strategy and Impacts on Policy and Technical Development 

Some internal DHS documents indicate that DHS leadership is well aware of the 
problems posed by a lack of clear strategy and with DHS’ ability to improve the system. 
Unfortunately, the available evidence shows that DHS’ priority has been on resolving internal 
DHS differences on BioWatch Generation-3, without reexamining biodefense strategy. This is 
illustrated in an email exchange between two senior DHS officials, Dr. Tara O’Toole, the DHS 
Undersecretary, and Alice Hill, Senior Counselor to DHS Secretary Janet Napolitano. 

According to her February 13, 2012, email, Ms. Hill wrote; 

... In trying to determine what should occur with Gen3, both OHA 
[Office of Health Affairs] and S&T [Science and Technology Directorate] 
need to identify their positions. My intention is to do everything I can to 
see if OHA and S&T can come to agreement as to appropriate next steps. 

If there is no agreement, I believe that this issue will be referred to a third 
party. 

In my opinion, it is better from a department perspective that OHA and 
S&T scope how this moves forward. Even if there are competing views 
on the wisdom/viability/accuracy etc. of Bio-watch Gen 3, it seems like 
we should be able to articulate the questions that need to be decided 
jointly. I think it would be an unfortunate development if we can’t get to 
at least agreement on where we go. My intention is to see if we can get to 
a jointly articulated path forward by Wednesday. I would prefer that any 
discussion I have regarding the potential agreement be done with Alex 
[Garza, then DHS Assistant Secretary for Health Affairs] and you (or your 
or Alex’s designees) so that we can make sure there are no mis- 
understandings. 

I hope this addresses the concerns you raised. 


”ld. at slide 31. 
“ Id. at slide 10. 
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In response, in a February 13, 2012, email. Dr. O'Toole referenced the need for DHS to 
deal with the broader strategic and policy issues in making BioWatch decisions: 

To go beyond a very narrow question of ‘what does the available data so 
far say about what to do with [Gen-3] system’s readiness to go to 
operational testing’ necessitates that we consider the larger issue of ‘how 
should DHS move forward on environmental sensing/biosurveillance, 
given these test results and the available alternate options.’ But you keep 
pushing back on this approach, saying that these are matters to be 
determined in the bioarchitecture group. This is a real impasse. The 
technical ‘issues’ - i.e. what is technically possible, in what time frames at 
what cost and to what benefit, are inextricably bound up with policy 
questions and there is really no way to separate them. 

... 1 am trying to be useful and practical. The Secretary should take credit 
for refusing to go forward on a complex acquisition without clear evidence 
that the technology is ready to be used in realistic operational settings. 

Failure to do this in the past brought us ASP [Advanced Spectroscopic 
Portal monitor program cancelled by DHS in 201 1] and SBlnet [Secure 
Border Initiative Network, electronic border surveillance system cancelled 
by DHS in 2011]. This is a very complex technology and no one else has 
yet succeeded in building it. But that leaves the ‘what’s next’ question 
unaddressed. Can you tell us more precisely what the Secretary expects to 
emerge from the 3'’‘‘ party review? 

The “what’s next” question should include the broader strategic and policy question on 
the appropriate role for environmental monitoring or sampling. It appears that the DHS Office of 
Health Affairs (OHA) and the DHS Science and Technology Directorate (S&T) still have not 
resolved their differences. During his interview with Committee staff on May 30, 2013, DHS 
BioWatch program manager Dr. Michael Walter stated that OHA and S&T had not come to 
agreement on the questions to be decided jointly. 

Overarching strategy and policy is needed to help determine requirements in a Generation 
3 system. Such a concern has been reflected in internal DHS communications. In a July 12, 
2012, email, Wendy Hall, a DHS special senior advisor on biological agents, wrote: “Ah yes. 

But Jerry and I might not give up on that as we recommended some related items to A/S Heyman 
[DHS Assistant Secretary for Policy] and would need to ask S&T for technical support to further 
our Policy thinking about Gen3 requirements that meet various biodefense policy objectives. 

And we have to have a more solid idea of our policy goals to be able to effectively evaluate the 
documents that OHA will be working to produce.”"' 

The lack of a strategy raises concerns about whether biodefense spending is unbalanced, 
disproportionately directed toward an outdated approach against bioterrorism and not directed 


Email from Wendy Hall to Douglas Drabkowski and Segaran Pillai, July 12, 2012, 8:25 pm. 
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enough to ensure adequate capacity in state and local health departments to respond to an actual 
attack. An updated strategy is needed to decide the optimal approach for BioWatch. 

D. Current Status of Bio Watch Program 

After already spending close to $280 million on autonomous detection or Gen-3 
technologies and on the failed systems of Gen 2.5, a key question to examine at the June 1 8*'' 
hearing is whether the DHS Secretary should be permitted to certify the science of new 
BioWatch technologies to be acquired before an overall biodefense strategy is determined. 

The problems that DHS has experienced over several years with the deployment and the 
failure of operational testing of autonomous detection systems has finally caused the Congress to 
put Generation-3 on pause. However, the lack of a strategy impedes the ability to properly 
assess the cost and benefits of the BioWatch program, an assessment that would appear to be 
essential to an ultimate decision by the DHS Secretary to certify for Generation-3 acquisition. 
DHS’ current approach, obtaining documentation and scientific support in response to the 
September 2012, GAO report and other reviews, is a positive step but it is unclear how it will 
account for the threshold matter of what the U.S. biodefense strategy is. 

According to GAO, DHS has spent $104 million on BioWatch Gen-3 acquisition.^^ In 
addition, the S&T Directorate has invested in R&D activities to develop a next-generation 
pathogen detection system for use as a BioWatch Gen-3 system. According to the S&T 
Directorate, it spent approximately $160 million between FY 2004 and FY 2008, to develop 
potential BioWatch Gen-3 systems.'^ In addition, DHS deployed an Autonomous Pathogen 
Detection System, BioWatch Generation-2.5 (Gen-2.5), but that pilot program was halted when 
the system began malfunctioning in the field. While the cost of Gen 2.5 is not known precisely, 
the DHS OHA FY 2009 Congressional Budget Justification (CBJ) stated that $20.4 million 
would be to procure and field 1 50 automated pathogen detection system sensors and another $3.6 
million to operate and maintain APDS Block 1 sensors procured in 2008.^'' 

A reassessment of bioterrorism strategy could also help address long-standing concerns 
and controversies about the value or appropriate role of BioWatch. As noted in an internal CDC 
document, “Biowatch program is unpopular),] is questioned in some quarters, including parts of 
DHS.”^’ Dr. Donald A. Henderson, an epidemiologist who led the global eradication of 


U.S. Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives 
before Proceeding with BioWatch Generalion-3 Acquisition, GAO-12-810 (September 10, 2012) available at 
http://www.gao.gOv/assets/650/64S026.pdf. 

Congressional Research Service memorandum. Information for a hearing on the Department of Homeland 
Security BioWatch program, at 5 (June 7, 2013). 

OHA FY 2009 CBJ at OHA-32. Interestingly, the GAO testified at a House Committee on Homeland Security 
Subcommittee hearing on July 16, 2008 and stated that DHS told them the Gen 2.5 units would cost $120,000 per 
unit to procure and $65,000-72,000 annually per unit to operate and maintain. According to an internal DHS 
document, the cost estimates used for Gen 3 showed $I 17,000 per unit and but a much higher $174,000 per unit for 
operation and maintenance. See Piljai and Drabkowski, BioWatch, December 2011, slide 3. 

^ Presentation to CDC Director, NCEZID Quarterly Performance Review, May 25, 20 1 1 . The document appears to 
be an outline of a presentation by Toby Merlin, 
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smallpox and was an anti-terrorism advisor when BioWatch was launched, has said that he had 
yet to see a “scientific justification” for it.'* He added that: “It has never stood the test of 
rationality. This whole concept is just preposterous.”^’ Specifically, on strategy, Dr. Henderson 
stated: “We are now 1 1 years afterward [the post-9/1 1 attack], and we still do not have a 
coordinated plan.”’* Moreover, the Bipartisan WMD Terrorism Research Center’s Bio- 
Response Report Card in October 201 1, determined that the usefulness of BioWatch is unclear.’’ 
The report noted that “BioWatch Generations I & II have suffered from early growing pains and 
system limitations,” 


11. Flawed Implementation and Mismanagement Have Undercut BioWatch 
Effectiveness 

Part of the controversy involving BioWatch is the way the program was launched. It was 
rolled out within 80 days, with little scientific testing, and imposed on the state and local health 
departments without explicit increased funding for BioWatch, leading some to view the program 
as an unfunded mandate. 

Proponents of BioWatch have acknowledged the rushed deployment and the scientific 
shortcomings, but have justified going forward anyway. Dr. Jeflfey Stiefel, the DHS BioWatch 
program manager from 2004-2008, wrote in a July 9, 2012, commenting on the Los Angeles 
Times article on BioWatch wrote: 

In the end, the article is basically stating that basic science was never 
performed before fielding BW. What 1 mean by basic science is sampling 
the air to catalog endogenous organisms and ensure when BW was 
deployed, we would have had probe/primer sets that would not react to 
near neighbors. 

1 . This is a valid point. B W was fielded quickly on the directon [sic] of the 
President. 2. One has to take the immediate political and intelligence [sic] 
climate into account, befor judgement is passed on the fielding of BW. 

We were ablout [sic] to go to war with a foe that stated unequivically [sic] 
that they would use biological and chemical weapons againt [sic] the US 
and it’s [sic] partners .... 

Given the context of the time, the accelerated rollout of BioWatch is understandable. 
However, there were scientific issues that were known at the time BioWatch started or became 
known in the early years of BioWatch. The Committee’s investigation found that these issues 
were not dealt with promptly or adequately. This section of the memorandum examines some of 


“David A, Willman, Troubled BioWalch program at crossroads, LA. Times, December 21, 2012. 

“ Josh Margolin, Nightmare state of anti-bioterror plan,'H.Y. Vast, September 18, 2012. 

® Senator Bob Graham, Senator Jim Talent, Randy Larsen, and Lynne Kidder, The Bipartisan WMD Terrorism 
Research Center’s Bio-Response Report Card: 21” Century Biological Threats, October 201 1 at 26. 
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these issues that have troubled the BioWatch program, including faulty test results and 
implementation and quality control problems, including with the assays. 

A. Faulty Test Results 

One of the expected problems with a complex technology like BioWatch is that the 
testing used by this system must be able to distinguish bacterial organisms from a target agent in 
a bioterrorist attack from another bacteria that exists naturally in the environment. These kinds 
of bacteria that exist in the environment are referred to as “near neighbors.” 

During a May 23, 2013, interview with Committee staff, Dr. Stephen A. Morse of the 
CDC told the staff that, before the BioWatch program was launched, he served in 2002, on a 
committee advising the Defense Threat Reduction Agency. This committee was examining the 
issue of near neighbors and biological threat agents in connection with a study called “Defense 
of Cities.” Around the time in late 2002, or early 2003, as BioWatch was being stood up, he said 
he was told by the Chairman of the committee that the committee was being shut down after only 
six months without any reason given. Such work as described by Dr. Morse would have been 
pertinent to the near neighbor problem now confronting BioWatch. 

The “near neighbor” issue is not a new one. A precursor Department of Energy program 
to BioWatch called BASIS (Bio Aerosol Sentry and Information System) indicated issues with 
initial false-positive results. In February 2002, it was deployed at the Winter Olympics in Salt 
Lake City. On February 12, 2002, there four initial positive tests for anthrax at the airport.^® 
Then Utah Governor Mike Leavitt was faced with a decision over whether to close the airport. 
After consulting with CDC and other officials, Governor Leavitt decided to wait for 
confirmatory tests, which tested negative.^' 

The most significant near neighbor positive-result problem in the BioWatch program has 
involved francisella tularensis, the bacteria that cause tularemia or rabbit fever. During his 
interview with Committee staff, DHS scientist Segaran Pillai said that when BioWatch was 
launched in 2003, the assay for francisella tularensis was designed to detect several species of 
that bacteria, including francisella tularensis novicida, a type of bacteria considered non- 
pathogenic^^ that exists in the environment but is not one used in biological agents of concern. 

By October 2003, the BioWatch program got its first BioWatch Actionable Result (BAR) in 
Houston, Texas for francisella tularensis, but it turned out it was for the non-pathogenic 
francisella tularensis novicida. After this test result, DHS helped fund a study conducted by Los 
Alamos National Laboratories and scientists at Northern Arizona University According to Dr. 
Pillai, this study published in 2005, showed that francisella tularensis novicida was an entirely 
different species of francisella tularensis and should no longer have been a target for BioWatch 
detection. 


David Wiliman, Troubled BioWatch program at crossroads, L.A. Times, December 21, 2012. 

’’ Id. 

Pillai and Drabkowski, BioWatch, December 201 1, slide 19. 

” Susan Barns, et. al., “Detection of Diverse New Francisella-hike Bacteria in Environmental Samples, Applied 
and Environmental Microbiology, September 2005, 5494. 
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Even though the 2005 study that DHS commissioned showed that francisella tularensis 
novicida should not be a BioWatch target, the assay was not redesigned to exclude that bacteria. 
Dr. Pillai agreed that the assay should have been redesigned back in 2005. It was not until 
recent years, after the National Academies of Science reports, that DHS and CDC started 
working together to find ways to design new assays to distinguish francisella tularensis novicida 
from the target francisella tularensis pathogens. As a result of this delayed response, during the 
period of 2005-201 1, BioWatch and its state and local public health authorities had to contend 
with well over 100 BioWatch Actionable Results (BARS), positive hits attributed to naturally 
occurring bacteria (mostly francisella tularensis novicida), since the 2005 study. 

B. Implementation and Quality Control Problems in the BioWatch Program 

In addition to not dealing with the near neighbor problem in a timely manner, the 
BioWatch program suffered from serious implementation and quality control flaws. These 
problems have included inappropriate placement of the collectors themselves, the deployment of 
assays without appropriate testing or approval, and the deployment of certain assays that were 
less effective than previous assays. 

For example, in the rush for deployment, many BioWatch collectors were co-located with 
preexisting EPA air quality monitors. However, the criteria for placement of EPA air quality 
monitors are different from those for the placement of BioWatch collectors. EPA monitors are 
designed to assess the impact of potential pollutant sources for detection. As a 2003 
Congressional Research Service report noted, because of the different criteria for biological 
detection, the location of the EPA air quality monitors did not place the BioWatch collectors in 
an optimal configuration for a given area.^'' Another concern with placing BioWatch collectors 
at EPA sites is that EPA monitors were not equally spaced within a city or area. Thus, the 
irregularity of placement and potential gaps in coverage may have caused them to be 
inappropriate for security concerns. In addition, the placement would have made it more 
difficult to determine the exact areas impacted by the release. It wasn’t until several years later 
that DHS finally changed locations of its collectors from EPA sites to new locations to better 
reflect risk assessment. 

In addition to improper placement, the quality control of BioWatch components has also 
experienced problems. In January 2007, the DHS’ Inspector General Office issued a report 
criticizing the chain-of-custody procedures and quality control involving the handling and 
transportation of BioWatch filters.^^ Among the problems found: 

- At 84 percent of the labs, exposed filters were improperly transferred from the field. 

- At 74 percent of the labs, bags holding the filters were improperly decontaminated. 


Dana A. Shea and Sarah A. Lister, ‘The BioWatch Program; Detection of Bioterrorism, Congressional Research 
Service, November 19, 2003 available at http://w\v\v.fas.org/sgp,‘'crs/lerror/RL32i52.htnil . 

” Department of Homeland Security, Office of Inspector General, DUS' Management of BioWatch Program, 010- 
07-22 (January 2007) available at http://www.oig.dhs.gov/assets/Mgmt/OIG_07-22Jan07.pdf. 
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- In 65 percent of the cities checked, procedural errors were made during handoffs from 
field workers to lab technicians.^ 

Transportation and handling issues were not the only problems with the BioWatch filters. 
The EPA’s Inspector General Office found that EPA did not provide adequate oversight of the 
sampling operations of the BioWatch program to ensure quality assurance guidance was adhered 
to, potentially affecting the quality of the samples taken.^' Both agencies stated they corrected 
the deficiencies. However, such deficiencies could have jeopardized DHS’ ability to detect 
biological agents and may well have impacted the validity of results in the early years of the 
program. Questions relating to the reliability or usefulness of performance data for BioWatch 
during its first three years of deployment should be examined at the June 18* hearing. 

The kinds of assays used in the BioWatch system, and their relative effectiveness over 
different generations of the BioWatch technology, has also been a source of controversy in the 
program. In 2006 through 2008, BioWatch was involved in the development and the deployment 
of an autonomous detection system in a pilot program known as Gen 2.5 or the Autonomous 
Pathogen Detection System (APDS). This system used multiplex assays, which can detect 
several different organisms in a single sample, and thus would be generally more efficient, as 
they require less time and reagents.^* 

In 2007, based on work conducted at DHS and the Lawrence Livermore National 
Laboratory (LLNL), DHS moved forward with initial deployment of the multiplex assays into 
the field, and DHS began a limited transition from single-plex assays.^’ In 2008, when multiplex 
assay performance data was shared with CDC, the agency raised concerns with DHS about 
potential limitations in the performance of those assays. In 2008, DHS OHA requested that the 
S&T conduct an evaluation of the multiplex assays that were developed by LLNL and deployed 
in the BioWatch Program.^® S&T established a BioWatch Technical Advisory Committee 
(BTAC) that encompassed technical experts from half a dozen agencies and sub-agencies, with 
the goal of determining the robustness of the multiplex assays for use in the BioWatch program 
to meet the intended use and application.'" BTAC members evaluated reports and data generated 
by LLNL and the Pacific Northwest National Laboratory (PNNL). 

According to an internal DHS document, it was the unanimous opinion of the BTAC that 
Gen 2.5 assays did not provide an improvement over the previously deployed single-plex real- 
time polymerase chain reaction (PCR) testing.'*^ In fact, it was the unanimous observation of the 


“ Id. at 5. 

EPA, Office of Inspector General, EPA Needs to Fulfill Its Designated Responsibilities to Ensure Effective 
BioWatch Program, 2005-P-0001 2 (March 23, 2005) available at http;//www.epa.gov/oig/reports/2005/20050323- 
2005-P-00012.pdf. 

Hon. Nelson Peacock, DHS Assistant Secretary for Legislative Affairs, to The Honorable Fred Upton, Chairman, 
Committee on Energy and Commerce, U.S. House of Representatives, January 25, 2013. 

®ld. 

"Id. 

Id. 

" Piilai and Drabkowski, BioWatch, December 2011, slide 15. 
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BTAC that the results of the BioPIex study demonstrated a 10 to 500 times loss in sensitivity of 
the Gen 2.5 assays which represented a decreased capability to detect a widespread release of 
biological agents.''^ As a result of these findings, the BTAC recommended to OHA on July 16, 
2009, that BioWatch revert back to single-plex real-time PCR assays for sample analysis. 
BioWatch laboratories transitioned back to the single-plex real-time PCR assays by August 
2009. However, a DHS document showed that New York and another location had transitioned 
back a year before in August 2008, before the other 12 affected jurisdictions.'''* The two political 
conventions in 2008 also both used real-time assays. Thus, it appears that DHS let 12 
jurisdictions use assays for a year that were already in question, and ultimately found to be 10 to 
500 times less sensitive than the assays used in the other BioWatch jurisdictions. 

Moreover, internal CDC documents indicate that DHS deployed these assays without 
consulting CDC and without proper authorization. According to an internal CDC email from 
2008, the following was noted about the deployment of Gen 2.5 or APDS: 

- Senior-level DHS personnel become aware/discovered that DBPR (CDC’s 
Division of Bioterrorism Preparedness and Response) leadership did NOT 
accept or approval [sic] Multiplex Panel 1 /Panel 2 Equivalency. 

- It was then revealed that Dr. Meyer [CDC scientist on detail to DHS] had 
accepted them. 

- It was clearly stated that Dr. Meyer was not authorized to accepCapprove 
such decisions but that authority resides within the BRRAT [Bioterrorism 
Rapid Response and Advanced Technology] lab. 

- The reason BW Program is in its current situation .... is bcs 
CDC/DBPR/SME [subject matter experts] have not been involved in the 
decision process for selecting Panel 2, Panel 3 or the acceptance of APDS. 

- DHS leadership have made key multiplex panel-selection decisions based 
on misinformation/mis-placed authority w/o the approval or authorization 
of DBPR’s leadership. 

- DHS has chosen not to directly engage with DBPR’s leadership related to 
Panel 2 and 3 selection.**^ 

According to an October 23, 2012, Los Angeles Times article, Dr. Meyer acknowledged 
that he lost his contracting role with Homeland Security because of dissatisfaction over how the 
multiplex assays performed once installed.''® 


*14 

“ Attachment to Peacock letter, supra note 44. 

■'* Harvey Holmes of CDC to Harvey Holmes, September 12, 2008, 9:51 am. 

David Wiilman, Test fail to detect lethal germs; Scientists say the U.S. biodefense system used a faulty tool for 
two years 10 check for threats in JO cities, L.A. Times, October 23, 2012. According to a June 13, 2013 email from 
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Moreover, the DHS official who oversaw deployment of Gen 2.5 was removed from 
working on BioWatch. In a November 13, 2012, request letter to DHS Secretary Napolitano, the 
Committee asked for a written explanation for why the federal official who oversaw installation 
of the multiplex assays was removed from his position of responsibility in the BioWatch 
program and the date he was removed. In his interview with Committee staff, the DHS official 
said he was the subject of an internal investigation, he was reassigned from his BioWatch duties, 
told he was not allowed to work on BioWatch or even use the word “bio.” This official believed 
he was the subject of three different investigations, but DHS later told staff that there was only 
one investigation and that it was closed in June 2012.'*^ 

While DHS has confirmed to Committee staff that its internal investigation found 
mismanagement of BioWatch, DHS has refused to provide documents relating to this 
investigation or to otherwise explain the mismanagement that occurred. DHS’ refusal to provide 
this information has prevented the Committee from better understanding the management 
problems facing the program and whether they have been addressed or corrected. 

DHS’ approach on Gen-3 acquisition has also been problematic. A September 2012 
GAO report found that, in October of 2009, DHS approved Gen-3 acquisition, but did not engage 
in the appropriate steps leading up to its acquisition.^* GAO stated that DHS had a responsibility 
to ensure that Generation-3 provided an optimal solution to the problems with Generation-2 and 
that Gen-3 was successful based on the costs and benefits associated with the program. Those 
involved in the program claim that leadership directed them to develop the program quickly for 
the 2009 decision and as a result, critical early phases were bypassed and DHS did not follow 
their own guidance and requirements in order to grant Gen-3 acquisition. As a result, quality 
assurance of the program was compromised. 

It should be noted that DHS acquisition is also one of several management functions that 
fall under the Implementing and Transforming DHS category in the GAO’s High-Risk Series, 
which highlights programs that are at high risk for waste, fraud, abuse, mismanagement, or in 
need of broad refonn.''* 

III. Continuing Concerns Over BioWatch 

This section of the memorandum examines continuing concerns about BioWatch. These 
include; lack of data supporting the effectiveness of the current BioWatch technology, concerns 


CDC Office of Legislative Affairs to Committee staff. Dr. Meyer retired from CDC on January 3, 2008. He then 
went to work for the Tauri Group, a contractor that works in the BioWatch program. 

The impre.ssion of multiple investigations may have arose because the investigator for the first investigation was 
himself removed for misconduct, and another DHS investigator was brought in to redo the investigation. 

* U.S. Government Accountability Office, Biosurveillame: DHS Should Reevaluate Mission Need and Alternatives 
before Proceeding with Bio Watch Gemration-3 Acquisition, GAO- 12-810 (September 1 0, 20 1 2) available at 
http://www.gao.gOv/assets/6.S0/648026.pdf. 

Id. at 4 n-6; see also GAO High-Risk Series, April 2013. 
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with the credibility of DHS statements about BioWatch, and the relationship between CDC and 
DHS. 


A. Lack of Data Supporting Effectiveness of Current Bio Watch Technology 

After more than a decade of operation, BioWatch still lacks critical data about the Gen-2 
technology currently used in its system. For example, DHS scientists noted among the 
following limitations with BioWatch Generation 1 and 2 that system sensitivity was unknown at 
the current time.^° 

Internal documents reflect issues over lack of data availability on BioWatch Generation 
2. A DHS S&T document showed the information gaps itemizing the areas of Generation 1 and 
2 where there was a lack of understanding: system capture efficacy, agent degradation rate, 
sample processing efficacy, presence of PCR inhibitors and its impact on PCR inhibition for 
detection, and the true cost to operate Gen 1/2.*' 

In an October 22, 2012, email to a CDC official, DHS BioWatch Acting Deputy Director 
Linda Beck wrote: “We do not have data that show how the filters and extraction from the filters 
affects LOD [Limits of detection].”*^ During his staff interview, DHS BioWatch Program 
Manager Michael Walter stated that OHA now had the data. However, there were no documents 
provided that substantiated the existence of the data or whether it had been shared outside of 
OHA. 


In addition, internal DHS emails show that on January 13, 2012, and January 20, 2012, 
DHS S&T scientist Douglas Drabkowski asked Michael Walter and Robert Hooks of DHS OHA 
to provide the following information: available data that informs the current (Gen-2) system 
sensitivity; whether or not Dugway chamber testing was performed to understand current (Gen- 
20 system sensitivity for the five (or six) BioWatch agents; what the current sample processing 
efficiency is for the five (or six) BioWatch agents.** Dr. Drabkowski sought this information to 
help “understand the current Gen-2 system sensitivity in order to better inform robust 
biomonitoring systems of the future.”*'' On August 6, 2012, Dr. Drabkowski emailed Dr. 

Segaran Pillai at DHS S&T that as of that date “we have not received a response from OHA.”** 
Dr. Pillai told Committee staff during his June 6, 20 1 3, interview that he still had not received 
that data. 

The lack of data or data-sharing is of particular concern because of the limited 
understanding about the effectiveness of the current BioWatch technology. As noted in a 
November 17, 2011, email, Dr. Toby Merlin wrote: “ . . . It’s interesting. I don’t think anyone 


® Pillai and Drabkowski, BioWatch, December 201 1, slide 31. 

Attachment of BioWatch read ahead for USST 3 Janl2, email from Kristin Willner to Segaran Pillai, January 3, 
2012, 4:14 pm. 

Email from Linda Beck of DHS to Michael Farrell of CDC, October 22, 2012, 5:13 pm. 

” Email from Douglas Drabkowski to Michael Walter and Robert Hooks, January 20, 2012, 12:1 1 pro. 

Id. 

” Email from Douglas Drabkowski to Segaran Pillai, August 6, 2012, 1 1 :38 am. 



296 


Majority Supplemental Memorandum for the June 18, 2013, Oversight and Investigations 
Subcommittee Hearing 
Page 17 

actually knows the sensitivity of the current PSU [Portable Sampling Unit] system for detecting 
bacteria or viruses in actual aerosol.” In fact, according to DHS, BioWatch sponsored a study at 
the U.S. Army, Dugway Proving Grounds (DPG) to further characterize the sensitivity of the 
BioWatch operational system (including the Portable Sampling Unit aerosol collector, filter 
media, sample extraction method and reagents, assays, and algorithm for detection). In addition, 
this study enabled the measurement of particulate distribution across aerosol collector filter 
medium. DPG is currently analyzing the results of this study, and is expected to deliver the 
findings to DHS in Fall 2013.^® 

In addition to the lack of sensitivity data for Biowatch Gen-2, DHS scientists have noted 
other data gaps such as sample capture and preservation efficacy is limited or unknown, and 
sample processing and extraction efficacy is unknown.^^ Members may want to question 
whether a proper assessment can be conducted about Gen-3 when there is still limited or missing 
data related to Gen-2. 

B. Credibility of DHS Statements About BioWatch 

Where data and statements about BioWatch have been provided by DHS, in several cases 
serious questions have been raised about credibility. 

CDC scientists believed DHS made a misleading statement about BioWatch’s ability to 
make trace detections. In a July 26, 2012, email in regard to this issue, CDC scientist Angela 
Weber wrote: 

I realize that much attention has been placed on the issues related to Ft. 

[ffancisella tularensis]. However, I would like to also bring up issues 
related to how DHS OHA has referred to BioWatch’s ability to detect 
‘traces of dangerous pathogen’ 

Since we are being asked about this, 1 think it’s critical that we provide 
clarification as to why this is misleading. In the course of working on 
Biowatch, I have heard OHA repeatedly sell this capability as a way to 
tout how sensitive the assays are at detecting low concentrations of 
organisms. This is flawed as there is supporting data showing that the 
collection system is not capable of detecting trace concentrations of 
organisms (the collector itself is known to leak around the filter). This is 
an important point to make from the public health standpoint as the system 
(regardless of whether you are addressing the current system or Gen 3) is 
not capable of detecting the lower concentrations associated with 
infectious doses. This is true of all the agents and not only Ft as it relates 
to sampler collection efficiency, etc. 


* Email from DHS Office ofLegislative Affairs to Committee Staft] June 11,2013, 1:02 pm. 

” Segaran Pillai and Douglas Drabkowski, DHS S&T, BioWatch, December 2011, slides 6 and 7. 
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The other critical point to bring up related to this is based on basic 
industrial hygiene practice. DHS OHA should not be claiming that the Ft 
BARS were associated with trace detections because they have absolutely 
no way of knowing what was in the environment (airborne) at the time the 
organism was collected. Most likely, there was a very large aerosol 
present when it was detected as BioWatch requires large concentrations to 
be present . . . . ^* 

CDC scientists have also raised concerns with the DHS action to lower the threshold 
(known as Ct or cycling threshold used for the PCR test) for what would qualify as a BAR for 
francisella tularensis. This new cut-off was implemented in August 201 1 In an August 1 6, 

2012, email, CDC scientist Angela Weber wrote: 

. . . This is another reason for treating the Ct values as only qualitative - 
who knows how much air is actually being collected from day to day. 

Another concern this brings up is lowering the cut-off Ct value for Ft to 
get around the analytical problems and false positives. In doing so, you 
are making the assay even less sensitive when already the LOD is very 
high . . . (this is not a trace level as claimed by DHS).*° 

This view was supported by Dr. Stephen Morse during his staff interview on May 23, 

2013. Dr. Morse called the changes to eliminate the francisella tularensis BARS by lowering the 
threshold “artificial.” 

CDC personnel have expressed concerns generally about BioWatch, with serious doubts 
about Generation-3. 

In a June 19, 2012, email. Dr. Ali Khan , the CDC Director for the Office of Public 
Health Preparedness and Response, wrote to Dr. Beth Bell, CDC Director of NCEZID: 

As discussed earlier today, your professional judgment of the BioWatch 
program including the new Gen-3 expansion would be very helpful and 
appreciated for my upcoming conversation with Tara. Recognizing that 
DHS money is not going to be diverted to CDC, is there anything we see 
worthwhile in that program? Although the cost is an abomination and a 
positive reading will still require somebody to go get the canister and cut 
into the purported timeliness.^’ 

In June 20, 2012, email. Dr. Beth Bell, CDC Director ofNCEZlD, wrote: 


Email from Angela Weber (CDC/OID/NCEZID) to Toby Merlin and Stephen A. Morse of the CDC, July 26, 
2012,1:21pm. 

” Email from Jasmine Chaitrum, CDC’s LRN Program Office to Toby Merlin and Geoffrey Jackson, May 10, 2012, 
10:42 am. 

“ Email from Angela Weber to Stephen A. Morse, August 16, 2012, 3:03 pm. 

Email from Ali Khan to Beth Bell, June 19, 2012 5:37 pm. 
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1) Currently CDC and others (DHS S&T) have identified serious problems 
with the specificity and sensitivity in the Gen3 system under development 
.... On a day to day operational basis, we are most immediately 
concerned about the risk for false positives which could be a regular 
occurrence. 

2) The Gen3 system generates positive results which would require 
investigation and confirmation before action could be taken on these 
results. There is currently no concept of operations for how this 
investigation and confirmation would take place. 

3) The Gen 3 system is being deployed to Biowatch sites before the device 
has been shown to work effectively.^^ 

It should be noted during his staff interview, Dr. Toby Merlin, who communicated the 
concerns to Dr. Bell, confirmed that Items 1 and 2 were still concerns, while Item 3 did not 
actually occur. 

In response, Dr. Ali Khan wrote: “This is very helpful. So tactically, this specific device 
appears to be premature for deployment for various reasons. . . 

Dr. Bell answering Dr. Khan wrote: “ . . . I would say that the operational and technical 
problems may not be surmountable, ie I am not sure there is a technology good enough to work 
the way DHS has envisioned BW Gen 3 to function. . 

CDC officials have also expressed concerns over the cost-effectiveness of Gen-3. In a 
July 26, 2012, email to Dr. Toby Merlin, CDC scientist Dr. Stephen Morse wrote: “. . . I heard 
that BioWatch is considering deploying Gen3 in indoor environments (They may have decided 
not to but I don’t know for sure). Their mantra has been ‘detect to treat’ in order to reduce 
morbidity and mortality in the event of a release. Thus, it becomes even more important to have 
high confidence assay results if public buildings are to be evacuated in the event of a BAR, and 
prior to confirmation.”^’ 

On the same date. Dr. Merlin replied: “I am not sure there is much of a long term future 
for Gen3 in the current budgetary environment. That said. Biowatch has already deployed into 
select indoor environments, where it is problematic to send teams in for phase 1 sampling 
without evacuating the building.”^ 

Dr. Morse wrote back: 


“ Email from Beth Bell to Ali Khan, June 20, 2012, 6:05 am. 

® Email from Ali Khan to Beth Bell, June 20, 2012, 12:02 pm. 

^ Email from Beth Bell to Ali Khan, June 20, 2012, 7:09 pm. 

“ Email from Stephen Morse to Toby Merlin, July 26, 2012, 9:54 am. 
“ Email from Toby Merlin to Stephen Morse, July 26, 2012, 10:19 am. 
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With the current BioWatch system, filters are collected and analyzed in a 
laboratory. Thus, there is a delay between when the release occurred and 
when it was detected through laboratory analysis. Confirmation may 
occur in the same laboratory facility. In Gen3, they envision that the 
release would be detected by the autonomous collection/analysis unit and 
the results sent to a central site where some action would be initiated. I 
think there is more time for a thoughtful consideration of the data with the 
current system than what they envision (or hyped) with Gen3. I agree 
there is little ‘bang for the buck’ with Gen3 and it is likely to be a casualty 
of the Country’s current fiscal situation.*’ 

In reaction, Dr. Merlin stated: “Candidly, I do not believe that a high consequence action 
can be initiated based only on a BAR, even if the test methodology conforms to PHAA [Public 
Health Actionable Assay, a stronger standard than PSAA, Public Safety Actionable Assay, 
favored by DHS OHA]. There are many other potential sources of error than Just cross 
reactivities.’’** 

Dr. Morse concluded: “I agree with your comment whole heartedly. Unfortunately, the 
hype is different than reality.”*’ 

OHA’s views about BioWatch Gen-3 seem out of the step with the preponderance of 
evidence and external reviews. For example, in a February 7, 2012, Acquisition Decision 
Memorandum, the DHS Acquisition Review Board determined that the Gen-3 program’s lack of 
maturity and compliance of Management Directive 102-01 were cited as significant risk. 
Nevertheless, an internal DHS email indicates that DHSOHA leadership in June 2012, continued 
to view Gen-3 as not “high risk,” despite the weight of contrary opinion. According to a June 
19, 2012, email, DHS Undersecretary Tara O’Toole wrote: 

. . . The GAO report now circulating in DHS for accuracy (release date in 
August) is highly critical of the acquisition process. There is another 
report on the state of the biowatch technology by HSSAI which the 
Secretary requested (have not seen it). S&T’s written comments to the 
IRB [DHS’s Investment Review Board] express a lot of skepticism about 
whether the technology works and whether we are getting our money’s 
worth. The House Approps bill does not include money for BW 
operational testing until the Secretary ‘certifies’ that it is prudent to do so 
and provides an alternate plan (essentially an analysis of alternatives, 
which S&T also wants to see done). 

Alex Garza [then DHS Assistant Secretary for Health Affairs], on the 
other hand, told me this morning that he does not regard the BioWatch 


Bmai! from Stephen Morse to Toby Merlin, July 26, 2012, 10:34 am. 
“ Email from Toby Merlin to Stephen Morse, July 26, 2012 10:44 am. 
^ Email from Stephen Morse to Toby Merlin, July 26, 2012, 10:52 am. 
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acquisition to be ‘high risk’ and he has aggressively sought permission to 
proceed . , . .™ 

Moreover, the HSSAI report issued in August 2012, found that the deficiencies in the 
CONOPS (concept of operations) in Gen-3 presented “high risk to overall program success; 
specifically, they may hinder proper development of operational requirements.”^' 

DHS scientists believed that OHA used new operational requirements for Gen-3 
technology -that were “very confusing and misleading.”^' No information was provided as to the 
rationale for weakening operational system sensitivity. DHS scientists estimated that these 
changes would lower the probability of detection to 30 percent with the new indoor standard and 
less than 20 percent for the outdoor standard.” One DHS scientist was concerned enough with 
these changes that he wrote: “What kind of game are they playing with these system-level 
sensitivity numbers?”’'* 

Information obtained during the investigation raises questions about the accuracy of DHS 
statements concerning the performance of BioWatch. For example, in a DHS blog responding to 
a July 2012 Los Angeles Times article, DHS Assistant Secretary Alexander Garza wrote: “Out 
of these more than 7 million tests, BioWatch has reported 37 instances in which naturally- 
occurring biological pathogens were detected from environmental sources.”’^ However, 
information provided by DHS and CDC shows the total number of BARS that have occurred in 
the BioWatch program were 149 instances in which the BioWatch monitor detected 
environmental organisms.’^ This discrepancy should be examined at the June 1 8 hearing. 

C. CDC-DHS Relations 

Internal documents from CDC and DHS revealed tensions over CDC’s inclusion and 
approach to BioWatch scientific issues. Even after the Gen 2.5 matter and beyond BioWatch, 
the CDC still had concerns about insufficient inclusion into DHS decisions. In a May 23, 2012, 
email. Dr. Toby Merlin wrote: “There is a lot that happens at DHS S&T that has profound 
impact on public health downstream, and we could better understand and mitigate these 
decisions if we had some sort of seat at the table. Here are some examples: 1) The material 
threat assessments (MTA) which DHS is required to perform by statute. These drive the 


° Email from Tara OToole to Brian de Vallance, June 19, 2012 3:03 pm. 

HSSAI Report, Revised BioWatch Gen~5 Program Acquisition Assessment: Executive Summary and Annotated 
Briefing, at 54. 

DHS S&T Chem-Bio Division Review and Comments, BioWatch Documents ~ June 14, 2012 at 5. 

”ld. 


" Email from Doug Drabkowski, DHS S&T Directorate, to Segaran Piilai, April 23, 2012, 12:37 pm. 

” Posting of Alexander Garza, Assistant Secretary for Health Affairs, to DHS blog, “The Truth About BioWatch: 
The Importance of Early Detection of a Potential Biological Attack,” http://www.dhs,gov/blog/2012/07/12/truth- 
about-biowatch {July 12, 2012). 

® June 10, 2013 email from DHS Office of Legislative Affairs to Committee staff; May 29, 2013 email from CDC 
Office of Legislative Affairs to Committee staff: ‘Total BARS to date=149; Total for 2012=5; Total for 2013 to date 
-0. Email from Jasmine Chaitram of the CDC to Toby Merlin, October 9, 2012, 12:04 pm; “We now have 149 


BARS.’ 
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downstream decisions about medical countermeasure acquisition, diagnostic test development. 
Biowatch testing, and preparedness plans. But the MTAs seems to be developed without input 
from people who really understand the agents, diseases, or practical implications of these 
decisions.”’’ During his May 15, 2013, interview with Committee staff, Dr. Merlin confirmed 
that this was still a concern. 

Another source of tension between CDC and DHS has been over the definition of a BAR. 
This is illustrated in a series of emails from Dr. Toby Merlin of the CDC. In a June 24, 2011, 
email, he wrote: “I understand the disposition of this, but it illustrates to me the squishy 
definition of a BAR. What is the action here? Who has made the final determination of the 
action to take? What is that determination? It’s obviously not urgent, but I would like to 
discuss. There seem to be different definitions of a BAR, according to the jurisdiction (e.g. NYC 
versus Houston).”’* Several months later. Dr. Merlin wrote: “BioWatch Program and CDC 
agree on the need to develop federal guidance for how jurisdictions should handle a single BAR. 
Mike Walter is going to take the lead with CIDRAP in setting up a focus group with BioWatch, 
CDC, NYC and a few other large cities to work on this.”” Yet, on June 29, 2012, Dr. Merlin 
wrote: “We have been trying to get the Biowatch program to better define what a BAR is." 
Support for CDC’s concern about the term “BAR” is found in the 2010 report by the National 
Academies of Science (NAS) on BioWatch. The NAS Committee concluded: 

The committee considers the term ‘BioWatch Actionable Result,’ or BAR, 
misleading because the term implies that action can be taken immediately, 
but further investigation and deliberation are generally needed. A BAR 
indicates only that genetic material consistent with a target pathogen was 
present on a BioWatch filter. A BAR does not confirm that a terrorist 
attack has occurred, that a viable pathogen was detected, or that people 
have actually been exposed. Thus, the committee sees a BAR alone as 
unlikely to be a sufficient basis to automatically trigger a specific response 
by public health authorities.*” 

One continuing issue of controversy is over “false positives.” This controversy refers to 
the times that BioWatch has shown a positive hit for one of the targeted bioterrorism agents, but 
upon further analysis has turned out to be a near neighbor to the agent that exists in the 
environment. In July 2012, the Los Angeles Times published an article about BioWatch’s false 
alarms, detailing instances of such positive hits at high-profile events over the last decade. In 
response, then DHS Assistant Secretary for Health Affairs, Dr. Alexander Garza, published a 
blog on July 12, 2012, called, “The Truth About BioWatch: The Importance of Early Detection 
of a Potential Biological Attack.” In that blog. Dr. Garza wrote: “Recent media reports have 
incorrectly claimed that BioWatch is prone to ‘false positives’ or ‘false alarms’ that create 
confusion among local officials and first responders. These claims are unsubstantiated. To date. 


” Email from Toby Merlin to Beth Bell and Tracee Treadwell, May 23, 2012,9:53 am. 

Email from Toby Merlin to Michael Farrell, Richard Kellogg and Harvey Holmes, June 24, 2011, 9:16 am. 
Email from Toby Merlin to Colin Stimmler (NYC Dept, of Health & Mental Hygiene), Isaac Weifuse, and Beth 
Maldin, November 17, 201 1, 2:51 pm. 

® National Academy of Sciences, supra note 1 at 55. 
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more than 7 million tests have been performed by dedicated public health lab officials and there 
has never been a false positive result.” 

In defense of this position, DHS scientist Dr. Segaran Filial told Committee staff that if 
the BioWatch assay was designed to detect a category of bacteria that included the near neighbor 
to the francisella tularensis select agent, then the detection of the near neighbor was not a false 
positive because the assay was designed to detect it. In addition, Dr. Garza was reiterating a 
position taken by DHS during the Bush Administration that BioWatch had never had a false 
positive. 

Nevertheless, questions may still be raised at the hearing about DHS’s insistence that 
BioWatch has never had a false positive. There is substantial scientific disagreement with DHS’ 
position. For example, CDC emails show CDC scientists considered the BARs as false 
positives. In addition, the National Academies of Science, disagreed with the DHS 
characterization of the BARS, by stating in its 2010 report: 

From the wider perspective of public health authorities responsible for 
determining whether a confirmed positive laboratory test (a BAR) 
represents a plausible indication of a bioterrorist attack meriting initiation 
of mass dispensing of prophylaxis, the committee concluded that all BARs 
to date have been ‘BAR false positives,’ meaning they have signaled the 
potential occurrence of a terrorist attack when none has occurred.*' 

Given the NAS report commentary, DHS may be questioned about why it continues 
taking a hard-line “no false positives” stance that is controversial and risks further undermining 
DHS credibility with the CDC and public health laboratories. 

Moreover, there is another basis to question Dr. Garza’s statement. According to the 
GAO, in order to build user confidence in the system, BioWatch has established a stringent 
threshold of 1 in 10 million for the false positive rate - that is, the rate at which the system is 
allowed to indicate a pathogen is present when one is not.*^ According to a Gen-3 operational 
requirement document, the definition of the “probability of false positive” is “[t]he probability 
that the Gen-3 BioWatch detector will issue a positive signal for a BioWatch agent when that 
agent is not present.”** The same document states that system specificity “is defined as the 
ability of the Gen-3 BioWatch System to detect strains of the target species without detecting 
near-neighbors or background organisms.”*^ Under these definitions for Gen-3 requirements, the 
current BioWatch has had false-positives. Using the number of positive hits for background 


National Academy of Sciences, supra note 1 at 50-5 1 . 

® U.S. Government Accountability Office, Biosurveillance: DHS Should Reevaluate Mission Need and Alternatives 
before Proceeding with BioWatch Generation-3 Acquisition, GAO-12-810 36 (September 10, 2012) available at 
http://www.gao.gov/assets/650/648026.pdf. GAO states, that according to BioWatch documentation, 33.5 years of 
operational testing would be required to fully demonstrate that the system meets the established false positive rate. 
Thus, BioWatch uses lab data to extrapolate the probability. 

“ BioWatch Gen-3 Autonomous Detection System ORD 2.0, May 16, 201 1, Appendix C, C-2. 

“ Id., Appendix C, C-3. 
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organisms cited in Dr. Garza’s blog (37 in over 7 million tests), the approximate false-positive 
rate is 1 in 1 89,000. While CRS notes that such a rate meets or exceeds requirements for other 
detection systems, it is about 50 times worse than the false-positive rate requirement for Gen-3.®^ 
Dr. Walter confirmed during the staff interview that this is still the Gen-3 requirement. 

Prior mismanagement by DHS and extended scientific disputes with DHS may have also 
negatively impacted the confidence of CDC and the public health laboratories in working with 
BioWatch Gen-3. For example, in a 201 1 email, CDC scientist Michael Farrell wrote: 

Bottom line for me is that despite whatever changes they have done, or 
assay or systems validation that they perform, the Gen 3 system with these 
assays is going to be dead on arrival at the Public Health Service Labs, 
especially and importantly at NYC. This will be simply because of a lack 
of confidence due to previous experience with environmental cross 
reactivity and the problematic APDS [Gen-2.5] deployment. Confidence 
in the system is going to be paramount with the current ‘actionable’ nature 
of the signal that is intended. 1 just don’t see how this is going to be 
possible.*'^ 

Another email from Dr. Toby Merlin stated the historical tensions in the BioWatch 
program: “. . . I think the bottom line is that NYC public health feels that public health is 
struggling to be heard in a program that is dominated by DHS and law enforcement but which 
has huge implications for public health departments. . 

In addition, CDC was concerned that the multiplex technology and many of the 
signatures were the same or similar to Gen 2.5 “which was not found to be acceptable.”** 

Such views underscore the need for DHS to have proven science that supports Oen-3 
technology to engender the necessary confidence from CDC and the public health laboratories. 
However, over the past two years, DHS and CDC have been unable to resolve their disagreement 
on the appropriate testing standard to be used for the Gen-3 assays. 

DHS favors the Public Safety Actionable Assay (PSAA) standard. This standard is 
intended to support the evaluation of field screening assays for first responder use. The actions 
taken in response to positive results are safety-related actions such as evacuation of building, 
decontamination of potentially exposed individuals, expediting the transfer of samples to the 
LRN for confirmation. In addition to such actions, regardless of whether a sample is positive or 


® Congressional Research Service memorandum, supra note 30 at 8. As previously discussed, the 37 BARs cited in 
Dr. Garza’s blog is considerably less than the 149 BARs that were actually reported by DHS and CDC to the 
Committee staff, 

“ Email from Michael Farrell to Toby Merlin, May 26, 2011, 12:15 am. 

Email from Toby Merlin to Beth Bell, May 6,2012, 11:11 am. 

” Email from Toby Merlin to Harvey Holmes, Richard Kellogg, Jasmine Chaitram, and Michael Farrell, May 25, 
2011,4:57 pm. 
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negative, the sample is still forwarded to an LRN laboratory for secondary testing to eliminate 
False Positives and False Negatives.**' 

CDC favors the Public Health Actionable Assay (PHAA) standard. This standard is 
specifically to support the assay development, evaluation, validation and certification of the 
assays deployed and employed throughout the CDC LRN.’® “These assays are intended to be 
highly robust for use in a LRN laboratory to evaluate environmental samples that come into the 
lab, support [epidemiological] investigation associated with a bioterrorism event as well as 
clinical samples to support medical and clinical intervention.”” 

The depth of the CDC’s support for PHAA is illustrated in an email from Dr. Dan Sosin 
of the CDC. He wrote: “I shared support for the PHAA model developed over multiple years of 
deliberation and [DHS official] asked if it was ‘too rigorous.’ I find it hard to believe that when 
it comes to taking actions involving human life we can be too rigorous, the cost balance does 
seem to be an issue. . .” Interestingly, Dr. Jeffrey Stiefel, the DHS BioWatch program manager 
from 2004-08, told Committee staff during his interview that he unequivocally supported the 
PHAA standard for Gen-3. His opinion was consistent with the pro-PHAA position he took 
during a lecture before the NIH in 2005, when he was the program manager for BioWatch. 

On November 22, 20 1 1 , the White House Office of Science and T echnology Policy 
(OSTP) convened a meeting including DHS and CDC scientists. Although the purpose of the 
meeting was not clear to some of the participants, it appears one purpose was to facilitate a 
resolution on the federal testing standard to be used in Gen-3. According to Dr. Pillai during his 
staff interview, the OSTP asked Dr. Paul Jackson of LLNL and Dr. Stephen Morse to provide 
advice on the appropriate testing standard. These scientists recommended the PHAA standard. 
However, even the OSTP meeting and the advice provided did not resolve the dispute. As a 
result of the impasse, Dr. Michael Walter has recently requested the National Academies of 
Science, as an outside and independent body, to conduct a consensus study about the testing 
standards and to resolve the issue. 

Another unresolved issue is CDC’s concerns over a breach in informational security 
concerning sensitive CDC and LRN (Laboratory Response Network) information. According to 
CDC Office of Legislative Affairs, CDC scientists discovered that the Generation 3 Phase 1 
device had incorporated nucleic acid signatures from LRN assays into the Generation 3 
device.’^ It was unclear to CDC how the Gen-3 contractor had obtained these signatures, 
although CDC assumed it was through Lawrence Livermore National Laboratory, which was 
involved in the assay development for DHS.” CDC pursued this matter for several months 
through the offices of the general counsels of DHS and DOE. DOE was involved because DOE 


’ Based on information in email from Segaran Pillai ofDHS S&T to Toby Merlin of CDC, October 13, 201 1, 10:07 


"Id. 

'Email from Dr. Segaran Pillai ofDHS S&T to Dr. Toby Merlin of CDC, October 13,2011, 10:07 am, 
* Email from CDC Office of Legislative Affairs to Committee staff, June 12. 2013. 

’id. 
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oversees Lawrence Livermore National Laboratory. The matter was never fully resolved and 
CDC has not further pursued.^"* 

Internal CDC documents underscore the seriousness of CDC’s concerns in the matter. 

For example, in a June 9, 2011, email, Dr. Richard Kellogg wrote: 

. . . Although Inger and Mike may have more detailed information, it 
appears that sensitive information that may have been shared with LLNL 
(and which should have at least been controlled by Non Disclosure 
Agreements to protect intellectual property and sensitive national security 
information related to detection of biological threat agents) was “tossed 
over the fence” (i.e. unauthorized transfer with no strings attached) to a 
commercial platform developer .... How this transpired is a conundrum 
to me since all previous work we have done with LLNL for these type 
[sic] of projects (e.g. Bionet Study) was protected by highly structured and 
signed NDAs as standard practice. 

. . . We need to understand exactly what transpired that resulted in the 
current situation and then take actions to institute better informational 
security/intellectual property protections as well as remediate the known 
likelihood for generating false positive results in the BioWatch Program 
(to which CDC is currently a principal partner,^* 

It is important that CDC and the public health departments have trust and confidence in 
the BioWatch program. In the event of an actual attack, these public health officials would be 
responsible for advising and taking high-consequence decisions such as activating the Strategic 
National Stockpile, and dispensing medications to millions of individuals. Members may want 
to ask about ways on how to resolve the ongoing concerns in order to strengthen the working 
relationship between DHS and CDC. 

In addition to the ongoing disputes between CDC and DHS, there are also internal 
disputes within DHS over BioWatch. As noted in an email, DHS Undersecretary O’Toole 
stated, “. . . I think S&T and OHA have conflicting views of the [BioWatch] program.”^* 

Dr. Toby Merlin wrote: “We at CDC often seem to be caught in the middle of the DHS OHA 
S&T dispute. I actually think a lot of this could be resolved, at least in regard to the substantive 
issues, if the parties put their minds and hearts to it. . In response. Dr. James Hayslett of 
CDC wrote: “Agree. The amount of animosity between the 4* and 6* floor is pretty evident from 
time to time.”^* Likewise, Dr. Ali Khan of CDC, with regard to the BioWatch program in DHS, 
wrote: “There are some very severe politics in DHS right now.”^’ 


«Id. 

® Email from Richard Kellog to Toby Merlin, Harvey Holmes, Michael Farrell, June 9, 201 1, 1 :54 pm. 

* Email from Tara O’Toole to Erin O'Connor of DHS, June 19, 2012, 2:49 pm, 

” Email from Toby Merlin to James Hayslett, October 19, 2011, 5:23 am. 

* Email from James Hayslett to Toby Merlin, October 19, 201 1, 7:48 am. 

Email from Ali Khan to Beth Bell, June 21, 2012, 1:43 pm. 
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Conclusion 

Dr. Michael Walter, the DHS program manager for BioWatch, and Dr. Toby Merlin, 
CDC’s principal contact for Biowatch issues, will be testifying at the committee’s hearing. 
Members will have an opportunity to question these witnesses about issues arising from the 
information presented in this memorandum. 
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July 10,2012 


Dr. Michael Waiter 
BioWatch Program Manager 
Office of Ifealih Affairs 
U.S. Department of Homeland Securitj- 
245 Murray Lane, S.W. 

Washington, D.C. 20528 

Dear Dr, Walter: 

Thank you for appearing before the Subcommittee on Oversight and investigations on Tue.sday. 
June !8. 2013, to testify at the hearing entitled ‘‘Continuing Concerns Over BioWatch and the 
Surv-eiilance of Biotcirorism.” 

Pursuant to the Rules of the Committee on Fncrgy and Commerce, the bearing record remains 
open for ten business days to permit Members to submit additional questions for the record, which are 
attached, The format of your responses to these questions should be as follows: ( i ) the name of the 
Member whose question y ou are addressing, (2) the complete text of the question you arc addressing in 
bold, and (3) your answer to that question In plain text. 

Also attached are Member requests made during the bearing. Phe format of your responses to 
these requests should follow the same tbmiat as your responses to the addhional quesliems for the record. 

To facilitate the printing of the hearing record, please respond to these questions and requests by 
the close of business on July 24, 2013. Your responses should be e-mailed to the Legislative Clerk in 
Word format at brUiany.havens@maiLhousc.gov and mailed to Brittany Havens, Legislative Clerk, 
Comniiltee on Energy and Commerce, 2 1 25 Rayburn House OlTice Building, Washington, D.C. 205 1 5. 

Thank you agjtin forjour time and effort preparing and delivering testimony before the 
Subcommittee. 


Sincerely, 

■ 

Tim Murpf 
Chainnan 

Subcommittee on Oversight and Investigations 
cc; Diana DeCJette, Ranking Member, Subcommittee on Oversight and investigations 



Attaclimctjts 
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Question#; 

1 

Topic; 

BAR 1 

Hearing: 

Continuing Concerns Over BioWatch and the Surveillance of Biolerrorism 

Primary: 

The Honorable Tim Murphy 

Committee: 

ENERGY & COMMERCE (HOUSE) 


Dr. Michael Walter, BioWatch Program Manager, Office of Health Affairs, U.S. 
Department of Homeland Security 


Question: The Department of Homeland Security has asked the National Academies of 
Science to organize workshops to develop locally-owned jurisdictional response plans for 
response to BioWatch Actionable Results. Is that an indication that local authorities do 
not have sufficient guidance for handling a BAR? 

Response: DHS did not ask the National Academies of Science to organize workshops to 
develop jurisdictional response plans. Rather, DHS requested that the National 
Academies of Science review and assess existing guidance to assist State and local 
development of response plans, including specific considerations for indoor locations, for 
the current technology. 

The DHS request to the National Academies of Science does not reflect insufficient 
guidance among local authorities for handling a BAR. To the contrary, guidance 
documents have been published by the BioWatch Program with the full participation of 
all BioWatch Jurisdictions and the Federal BioWatch Working Group since 2004. As the 
BioWatch Program continues to evolve, the Guidance documents are updated to reflect 
these changes. The current BioWatch Program Guidance document was released on 
March 18, 2013. 

Question: Why has DHS allowed this lack of guidance to occur for so many years? 

Response: As discussed above, there has been no gap in DHS guidance for use by the 
State and Local Jurisdictions. Guidance documents have been published for use by State 
and Local Jurisdictions since 2004 and are updated periodically. 

Question: Is there any discussion inside the Department of Homeland Security to 
redefine what constitutes a BAR? 

Response: There are no DHS plans to redefine a BioWatch Actionable Result (BAR). A 
BAR is defined as one or more polymerase chain reaction (PCR)-verified positive 
result(s) from a BioWatch collector that meets the algorithm for one or more specific 
BioWatch agents. A BAR is one piece of information provided to Federal, State, and 
local decision-makers as they review findings from other collectors and additional 
relevant information in order to determine the cause of the BAR and whether there is a 
risk to public health. 
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Question#: 

2 

Topic: 

BAR 2 

Hearing: 

Continuing Concerns Over BioWatch and the Surveillance of Bioterrorism 

Primal^: 

The Honorable Tim Muiphy 

Committee: 

ENERGY & COMMERCE (HOUSE) 


Question: The National Academies of Science, in its 201 1 report on BioWatch, wrote: 
“From the wider perspective of public health authorities responsible for determining 
whether a confirmed positive laboratory test (a BAR) represents a plausible indication of 
a bioterrorist attack meriting initiation of mass dispensing of prophylaxis, the committee 
concluded that all BARs to date have been ‘BAR false positives,’ meaning they have 
signaled the potential occurrence of a terrorist attack when none has occurred.” Do you 
agree with this statement? 

Response: There is common agreement on what a BAR does and does not determine, 
however the term “false positive” has been used inconsistently, DHS’s use of the term 
“false positive” refers to a BAR being declared for a specific BioWatch agent, when in 
fact the DNA from that agent was not actually present. Other groups, including the CDC, 
consider a “false positive” to refer to a BAR being declared for a specific BioWatch 
agent, where the DNA is detected for the agent but the specific strain of agent is not a 
threat to public health. Both DHS and CDC are working to coordinate our use of 
scientific terminology when communicating with our stakeholders. 

As discussed above, the occurrence of a BAR indicates that there is evidence of a 
potential occurrence of a terrorist attack, in that certain DNA has been detected, requiring 
further investigation. In every case to date, that detection has been accurate. A BAR sets 
in motion a series of steps to determine whether that potential attack is real. In the case 
of each BAR to date, the system has successfully and accurately determined that no 
terrorist attack was under way. 
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Question#; 

3 

Topic: 

BAR 3 

Hearing: 

Continuing Concerns Over BioWatch and Uie Surveillance of Bioterrorism 

Primary: 

The Honorable Tim Muiphy 

Committee: 

ENERGY & COMMERCE (HOUSE) 


Question: Even though Dr. Garza said there had never been a false positive, does 
BioWatch really want to detect near-neighbors or background organisms? 

Response: No. DHS’s use of the term “false positive” refers to a BAR being declared 
for a specific BioWatch agent, when in fact the DNA from that agent was not actually 
present. Other groups, including the CDC, consider a “false positive” to refer to a BAR 
being declared for a specific BioWatch agent, where the DNA is detected for the agent 
but the specific strain of agent is not a threat to public health. 

BioWatch detects the actual biothreat agents responsible for causing diseases of concern, 
and DHS and CDC have worked to minimize the occurrence of BARs due to near- 
neighbor organisms. BioWatch has also improved its analytical capability to rule out non- 
pathogenic sub-species of bioterrorism agents. 

As technology improves, the BioWatch program is working to increase its specificity and 
accuracy in detecting target organisms. For example, it has recently improved the 
specificity of the assays for Francisella tularensis, enabling them to detect only the sub- 
species of the organism that are responsible for causing human disease. 

Question: Even if the BioWatch detection of near-neighbors are true-positives, aren’t the 
Department of Homeland Security and the Centers for Disease Control and Prevention 
working to minimize the number of BARs for near-neighbors? 

Response: Yes. As discussed above, DHS and CDC have worked together with State 
and local partners to improve detection by continually reviewing and updating the best 
available assays to screen samples, tightening the analytical criteria for defining a 
detection, and in the case of Francisella tularensis, introducing assays capable of 
identifying the subtypes that actually cause disease. 
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Question#: 

4 

Topic: 

cost 

Hearing: 

Continuing Concerns Over BioWatch and the Surveillance of Biolerrorism 

Primary: 

The Honorable Tim Murphy 

Committee: 

ENERGY & COMMERCE (HOUSE) 


Question: What was the total cost of Generation-2.5? 

Response: The total cost of Generation 2.5 (APDS) was approximately $27,853,91 8. 
Please see chart below for detail. 


Fiscal Year 

APDS 

2003 


EHHHHIi 




2006 

12,985,852* 


2008 

14,868,066 

«■■■■ 






2012 


Total to Date 

27,853,918 


* $12,985,852 was spent on APDS prior to the formal transfer of the BioWatch program 
to the Office of Health Affairs in 2008. 
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Question#: 

5 

Topic: 

Gen-3 

Hearing: 

Continuing Concerns Over BioWatch and the Surveillance of Bioterrorism 

Primary: 

The Honorable Tim Murphy 

Committee: 

ENERGY & COMMERCE (HOUSE) 


Question: How much money has been spent on testing and evaluation of the Gen-3 
system to date? 

Response: For FY2009 through FY2012, $77,921,217 was available for obligation by the 
BioWatch Program for testing and evaluation of the Gen-3 candidate systems. All Gen-3 
funding thus far has been for testing and evaluation. In FY 2012, $24,000,000 was 
originally appropriated, $21,600,000 was available for obligation, but only $4,437,681 
has been obligated (the remainder has been placed on hold). Therefore, the total of past 
allocations plus the FY 2012 obligations is $61,938,898, a more precise measure of what 
has been “spent.” No funds have been appropriated for Gen-3 in FY 2013. 


Fiscal Year 

Gen-J Available 
for Obligation 

Gen>3 Obligated 

i ® 

2009 

34,498.000 

34,498.000 

2010 

10,100,000 

10,100,000 

2011 

12,903,217 

12,903,217 

2012 

20,420,000 

4,437,681 

Total to Date 

$77,92U17 

$61,938,898 


Question: How much money has been spent on R&D by both the Department of 
Homeland Security’s Science and Technology Directorate and the Office of Health 
Affairs on the testing and evaluation of Gen-3? 

Response: OHA does not have the authority to perform R&D for testing and evaluation 
of Gen-3 and has not spent any money on R&D related to the testing and evaluation of 
Gen-3. The OHA funds for testing and evaluation are separate from the funds spent by 
S&T on R&D testing and evaluation. 

S&T has spent $ 5 1 ,893,040 on Research and $ 1 2,444,489 on T&E for Gen-3. S&T 
conducted research and development on a next-generation biodetector from 2004-2008. 
This program, known as the Bio-Agent Autonomous Networked Detector or BAND, 
focused on the development of a fully autonomous sampling and analysis instrument 
capable of detecting a large number of bio-agents (>20 agents) with a higher sensitivity 
and specificity and lower operating costs than the deployed BioWatch systems. The 
BAND units were never operationally deployed but the prototype from Microfluidics 
Systems Inc. (MFSI) was one of the two technologies evaluated for the Gen-3 
acquisition. Overall, S&T spent $145,935,768 on R&D and $ 14,309,205 on T&E, 
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QuestloD#: 

5 

Topic: 

Gen-3 

Hearing: 

Continuing Concerns Over BioWatch and the Surveillance of Bioterrorism 

Primary: 

The Honorable Tim Murphy 

Committee; 

ENERGY & COMMERCE (HOUSE) 


Question: Is the Department of Homeland Security still spending money on Gen-3? If 
so, how much? 

Response: No money for Gen-3 was appropriated for FY13. However, there are ongoing 
activities, such as an Analysis of Alternatives (AoA) study that have been utilizing 
FY2012 funds. The AoA will inelude a comparison of the current operations technology, 
an autonomous identifier, health surveillance, and a sentinel system. The AoA will 
summarize benefits and capabilities, as well as cost benefit analysis for the alternatives. 
Of the $20.42M provided for Gen-3 in FY2012, only $4,437,681 has been obligated and 
the remaining funds are on hold. 

Question: How much will it cost for workshops and the study to be conducted by the 
National Academies of Science on Gen-3? 

Response: A public workshop was held by the National Academies of Science 
Standing Committee on Health Threats and Workforce Resilience on June 25-26, 

2013 to explore alternative cost-effective systems that would meet requirements 
for BioWatch as an automated detection system for aerosolized agents. During 
this workshop, multiple classes of alternative technologies for autonomous 
detection were discussed. The final cost for this workshop was $292,285. 

An additional independent study written by an ad hoc committee is focused on 
determining appropriate standards for the validation and verification of 
polymerase chain reaction (PCR) tests and assays used in the laboratory. The 
results of this study will be relevant for all nucleic acid/PCR technology. The cost 
for this PCR Study is estimated at $599,469. 




314 


Question#: 

6 

Topic: 

certification 

Hearing: 

Continuing Concerns Over BioWatch and the Surveillance of Bioterrorism 

Primaiy: 

The Honorable Tim Murphy 

Committee: 

ENERGY & COMMERCE (HOUSE) 


Question: Before making a certification on the science of Gen-3, will the Secretary of 
DHS rely on information from the study and report by the National Academies of Science 
that is to be conducted over the next year? 

Response: The Department plans to use all available information, including the 
proceedings of the June workshop referenced in response to question 6 and the Analysis 
of Alternatives (AoA) as the future of an automated detection acquisition is discussed this 
fall. 
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Question#: 

7 

Topic: 

comparison 

Hearing: 

Continuing Concerns Over BioWatch and the Surveillance of Bioterrorism 

Primary: 

7’he Honorable Tim Murphy 

Committee: 

ENERGY & COMMERCE (HOUSE) 


Question: How can an Analysis of Alternatives be done by this fall that includes a cost- 
benefit comparison between Generation 2 and Generation 3, when the Department of 
Homeland Security will not have Generation 2 data from Dugway Proving Ground until 
fall of this year? 

Response: The assessment of the Current Operations Program (Gen-2) technology 
conducted at Dugway Proving Grounds (DPG) is solely intended to generate 
information regarding the sensitivity of the current collection technology and 
analytical processes. Gen-2 information has been shared with the AoA study team 
to compare with the proposed autonomous detection system (Gen-3), and therefore, 
there should be no need to wait for the DPG data to complete this effort. The costs 
of the Gen-2 Program have been tracked historically, and that information has also 
been provided for the AoA. 
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Question#: 

8 

Topic: 

current plan 

Hearing: 

Continuing Concerns Over BioWatch and the Surveillance of Bioterrorism 

Primary: 

The Honorable Tim Murphy 

Committee: 

ENERGY & COMMERCE (HOUSE) 


Question; Under the current plan for Gen-3, what is the concept of operations for 
confirming that a sample is actually a bio-threat once there is a BAR? 

Response: Since there is no current Gen-3, there are no local response plans 
specific to an automated detection system that would be executed at the state or 
local level in response to a BAR. The decision-making process for what to do in 
response to a BAR would likely not change substantially from current practices, 
should the BioWatch program integrate autonomous detection technology; 
autonomous detection simply provides earlier warning to enable a faster response. 

It is important to note that guidance for any concept of operations for Gen-3 would 
be developed in partnership with the local responders in each jurisdiction where the 
system would be deployed. As a result, there will not be one single concept of 
operations for autonomous detection, because the guidance developed by BioWatch 
would be used by each jurisdiction to develop the appropriate response plans for its 
area of responsibility. 
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Question: Does the Department of Homeland Security recommend the Public Safety 
Actionable Assay (PSAA) for Gen-3? 

Response: As Generation 3 (Gen-3) is still in the acquisition phase and the performance 
and concept of operations of deployment has not yet been established, DHS has not 
formally recommended the PSAA standard for Gen-3 or any future acquisition. The 
BioWatch program is supportive of any standards that improve the accuracy of our 
detection capabilities, and DHS and its partners, including the CDC, will continue to 
review and update standards that can be applied to improve and enhance the specificity of 
biosecurity technologies. 

Both the PSAA standard and Public Health Actionable Assay (PHAA) standard are 
sufficiently robust to support their respective intended uses though it is important to note 
that the two standards were developed for different purposes and are used in distinct 
ways. 

The PSAA standard is intended to apply to technologies that would be used in the field 
by individuals with first responder training to accomplish the initial detection of a 
biological threat agent. Results from these technologies under this standard are intended 
to support “immediate” Public Safety Actions that include closure and evaluation of a 
facility or area, and decontamination of individuals. An additional sample of the suspect 
material would then be sent to a CDC LRN laboratory for confirmatory testing. The 
PSAA was developed by DHS S&T in collaboration with other Federal partners to 
support the commercial/private sector development of technologies and/or assays for use 
by First Responders and the private sector for screening of suspicious 
materials (environmental samples only) for biological threat agents. 

The final verification test panel necessary for a BioWatch Actionable Result (BAR) to be 
declared is done using CDC LRN assays which use the Public Health Actionable 
Assay (PHAA) standard. Also developed by DHS S&T in collaboration with other 
Federal partners, PHAAs are required to have the specificity, sensitivity, and robustness 
to provide critical information on agent-specific detection to support public health actions 
and decisions such as initiating a national or local health alert warning, initiating a public 
health investigation, conducting risk assessments to support distribution of post exposure 
prophylaxis, and initiating public health risk communications. 


Question: During his interview with Committee staff, a prior BioWatch program 
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manager, Dr. Jefirey Stiefel, said that he unequivocally supported the PHAA standard 
for Gen-3, He took the same position publicly when he was Bio Watch program 
manager in 2005 in a lecture before the NIH. Why don't you ^ee with Dr. Stiefel? 

Response: The BioWatch program is supportive of any standards that improve the 
accuracy of our detection capabilities. However, the PHAA standard referenced by 
Dr. Stiefel in 2005 is not the PHAA standard currently being proposed and utilized in 
certain LRN laboratories, which began development in 2008. DHS and its partners, 
including the CEX2, will continue to review and update standards that can be applied to 
improve and enhance the specificity of biosecurity technologies. 

Question: Why won't the Department of Homeland Security accept the Public Health 
Actionable Assay (PHAA) for Gen-3? 

Response: The BioWatch program is supportive of any standards that improve the 
accuracy of our detection capabilities. As Gen-3 is still in the acquisition phase 
and the performance and concept of operations of deployment has not yet been 
established, it cannot be said that DHS will not accept the PHAA standard for Gen- 
3. DHS and its partners, including the CDC, will continue to review and update 
standards that can be applied to improve and enhance the specificity of biosecurity 
technologies. 

Question: If the National Academies study recommends the PHAA standard, would 
that standard be too rigorous for Gen-3 to meet the requirements for certification by 
the Secretary? 

Response: If the National Academies recommends the PHAA standard for any 
future acquisitions, the BioWatch Program would determine cost and schedule 
impacts in order to utilize PHAA and provide this information to DHS leadership. 

Question: Which testing standard would give the public health community and the 
public the most confidence in Gen-3? 

Response: Both the PSAA standard and PHAA standard are sufficiently robust to 
give the public health community and the public confidence in the BioWatch 
program, however, it is important to note that the two standards were developed for 
different purposes and are used in distinct ways. 


Currently, the PSAA standard is intended to apply to technologies that would be used 
in the field by individuals with first responder training to accomplish the initial 
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detection of a biological threat agent. Results from these technologies under this 
standard are intended to support “immediate” Public Safety Actions that include 
closure and evaluation of a facility or area, and decontamination of individuals. The 
final verification test panel necessary for a BioWatch Actionable Result (BAR) to be 
declared is done using CDC LRN assays which use the PHAA standard. 

Therefore, the PHAA, as a verification of the initial results, gives public health officials 
more information, because the PSAA standard is an initial indicator meant to detect 
potential threats to public health. However, as Gen-3 is still in the acquisition phase 
and the performance and concept of operations of deployment has not yet been 
established, DHS has not recommended either standard for Gen-3 or any future 
acquisition. 

Question: Do you believe that with a PSAA standard, you would need to have 
confirmatory testing? 

Response: In BioWatch current operations, the results of PCR analysis always 
include initial screening and verification testing. In the event of a BAR, 
jurisdictional response plans would guide local public health officials in determining 
the appropriate response including, but not limited to, the decision to conduct 
additional testing. 
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Question: What are the drawbacks for having a largely outdoor detection system? 

Response: There are identified exposure vulnerabilities to the American public in indoor 
and outdoor venues, and detection systems are valuable for both outdoor and indoor 
applications. A largely outdoor detection system provides less capacity to cover 
vulnerable locations with a large concentration of people, i.e., high-throughput 
transportation nodes, such as mass transit systems and international airports. The largest 
of these indoor facilities accommodates the passage of several hundred thousand 
passengers per day, making them the highest density target where a bad actor could 
inflict the greatest amount of harm with the smallest amount of biological agent. 

Question: What are the drawbacks for having a largely indoor detections system? 

Response: There are identified exposure vulnerabilities to the American public in indoor 
and outdoor venues, and detection systems are valuable for both outdoor and indoor 
^plications. While indoor detection systems enable early detection of an attack against 
our highest density targets (such as mass transit systems and international airports), it is 
unlikely that an indoor system will be able to detect a large outdoor attack without a 
significant passage of time. 

Question: What are the advantages for an indoor detection system? 

Response: An indoor detection system enables early detection of an attack against our 
highest density targets (such as mass transit systems and international airports). Indoor 
detection systems can help reduce the number of exposures by closing or limiting 
access to contaminated facilities. 

Question: Are you aware that Dr. Stiefel favors only deploying Gen-3 indoors? Do 
you agree with this? 

Response: Dr. Stiefel has stated that, with limited budget and resources, an automated 
system should be at a minimum deployed indoors. OHA, through the Analysis of 
Alternatives, continues to evaluate whether the indoor requires the same specifications as 
requirements in Gen3 for outdoor environments, or whether tailoring detectors to the 
indoor environment could result in more cost-efficient and cost-effective options. 
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Question: Has DHS produced a strategic implementation plan in response to the 
President’s directive last July when he released the National Strategy for 
Biosurveillance? 

Response: The National Strategy for Biosurveillance included the Presidential Directive 
to complete a National Implementation Plan. Individual Departmental plans were not 
directed in the Strategy, but specific Departmental actions are likely to be part of the 
National Implementation Plan once it is finalized. The DHS Office of Health Affairs is 
involved in the interagency process led by the National Security Staff to write the 
National Implementation Plan. As active participants in the process, the National 
Biosurveillance Integration Center (NBIC) is also working to align implementation of its 
Strategic Plan to the National Implementation Plan. In the year since the NBIC Strategic 
Plan was finalized and released, the Center continues to undergo a transformation in its 
processes and products. Specifically, among a number of activities, NBIC is; 1) 
improving the data and analytics it uses for biosurveillance based on new capabilities 
developed in its Innovation Section; 2) conducting an independent stakeholder and 
customer analysis to identify ways to improve our operational products; and 3) preparing 
new processes and product lines for evaluation starting this fall. These and other 
activities form the core of NBIC’s implementation actions following the Strategic Plan’s 
release last year. 

Question: If so, what are the projected costs of this plan? 


Response: Since NBIC’s mission in statute is to support and serve the Interagency 
regarding biosurveillance, we consider our contributions to the NSS in developing its 
plan as part of our staff responsibilities covered by base salaries and expenses. NBIC’s 
Strategic Plan, which aligns with the National Implementation Plan, is designed to be 
successfully executed within our anticipated appropriated resources. 
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Question: How much money has been spent on BioWatch? 

Response: Since formal transfer of the BioWatch program to the Office of Health Affairs 
in 2008 and as of July 31, 2013, $566,129,697 was allocated and available for obligation, 
and $547,432,959 has been obligated (“spent”) or committed (Purchase Request 
submitted to spend). These totals are for the entire BioWatch Program to include Current 
Operations (Gen-1/ 2), APDS (Gen-2.5), and Gen-3. The difference between what was 
available and what has been obligated is primarily the FY 2012 Gen-3 funds that the 
Program has put on hold. 

In addition to OHA’s expenditures, S&T has spent a total of $145,935,768 on research 
and development and $ 14,309,205 on testing and evaluation. 




323 


Question#: 

13 

Topic: 

update 

Hearing: 

Continuing Concerns Over BioWateh and the Surveillance of Bioterrorism 

Primary: 

The Honorable Gus M. Bilirakis 

Committee: 

ENERGY & COMMERCE (HOUSE) 


Question: Once the analysis of alternatives report comes out, please give us an update on 
any efforts to measure the cost-effectiveness of the BioWatch program. 

Response: As part of the analysis of alternatives, OHA requested that a cost benefit 
analysis also be conducted. OHA expects to receive a draft report by the end of 
September 2013, which will be shared with Federal stakeholders for review and 
comment. These comments will be incorporated into the final report, which OFIA 
expects to be completed this fall. 
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July 10,2012 


Dr. Toby McrVm 
Director 

Division of Preparedness and Emerging Infections 
Centers for Disease Control and Prevention 
395 £ Street, S.VV. 

Washington, D.C. 20024 

Dear Dr. Merlin; 

Thank you for appearing before the Subcommittee on Oversight and Investigations on Tuesday, 
June 1 8. 20 1 3, lo testify at the hearing entitled "Continuing Concerns Over BioW'atch and the 
Siirv'elllancc of Bioterrorism.’' 

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains 
open for ten business days lo pennit Members to submit additional questions for the record, which are 
attached, 'fhe format of your responses to these questions should be as follows: (1 ) the name of the 
Member whose question you arc addressing, (2) the complete text of the question you are addressing in 
bold, and (3) your answer to that question in plain text. 

To facilitate the printing of the hearing record, please respond to these que.slions by the close of 
business on July 24, 2013. Your responses should bee-mailed lo liic l.egislative Clerk in Word foilnat at 
brittany,bavens@mai).hoiise.gov and mailed to Brittany Havens, Legislative Clerk, Committee on Energy 
and Commerce, 2125 Rayburn House OlJlce Building, Washington, D.C. 20515. 

Thank you again for your lime and effort preparing and delivering testimony before the 
Subcommittee. 


Sincerely, 

- 1 ^' 

Tim Murphy ^ 

Chamuan 

Subcommittee on Oversight and Investigations 
cc: Diana DeOefte, Ranking Member. Subcommittee on Oversight and Investigations 


Attachment 
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Centers for Disease Control and Prevention 
Subcommittee on Oversight and Investigations 
Hearing: “Continuing Concerns Over BioWatch and 
the Surveillance of Bioterrorism” (June 18, 2013) 
Questions for the Record 


The Honorable Tim Murphy 

1. Do you agree that expanding BioWatch with Gen-3 would increase the financial strain of state 
and local health departments? 

a. Do you agree that an additional financial strain could negatively impact the capability of 
these state and local departments to respond to an actual bioterrorism event? 

It is hard to predict the financial impact on state and local health departments since Generation 3 
(Gen-3) is still in the acquisition phase and the performance, concept of operations, and cost of 
deployment has not yet been established. 

Considering the impact a Gen-3 system could have on the operational capability of state and 
local health departments, CDC believes that the state and local health departments' capabilities 
should be a consideration in the final decision to deploy. 


2. Given the reductions in the capacity of the state and local health departments to respond, do 
you think the country is worse off in this regard than we were five years ago in preparing against 
bioterrorism? 

Preparedness is a process of continual improvement of capabilities. The past five years have seen 
advances in preparedness planning and countermeasure development and stockpiling at a Federal 
level. However, reduced funding at all levels has led to staffing and other reductions at state and 
local public health agencies, which adversely impacts public health preparedness. 

State and local health departments rely heavily on the CDC -administered Public Health 
Emergency Preparedness (PHEP) cooperative agreement to build and sustain preparedness 
capabilities and to develop and exercise their all-hazards preparedness and response plans. This 
funding to state and local health departments for public health preparedness has decreased 17 
percent since 2008 and 42 percent since the terrorist attacks and anthrax letters in 2001 . 


3. Do you know what the sensitivity is for the current BioWatch technology? 

CDC does not have sensitivity information on the BioWatch assays. CDC previously provided to 
the Committee sensitivity information on the Laboratory Response Network (LRN) assays that 
are used as a single component in the Generation 2 system. 
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4. Do you agree with the Department of Homeland Security’s Assistant Secretary Alexander 
Garza that BioWatch has never had a false positive result? 

There is common agreement on what a BioWatch Actionable Result (BAR) does and does not 
determine. However, the term “false positive” has been used in different ways. DHS’s use of the 
term “false positive” refers to a BAR being declared for a specific BioWatch agent, when in fact 
the DNA from that agent was not actually present. Other groups, including the CDC, consider a 
“false positive” to refer to a BAR being declared for a specific BioWatch agent, where the DNA 
is detected for the agent but the specific strain of agent is not a threat to public health. Both DHS 
and CDC are working to coordinate our use of scientific terminology when communicating with 
our stakeholders. 

Since its inception in 2003, the BioWatch program has experienced a number of BARs, To date, 
none of these BARs represented the release of a biologic threat agent and thus would be 
considered “false positive” tests for a biologic agent in CDC's view. However, these are the type 
of infrequent results that can be expected in testing for any rare condition. 

Although initial positive results do occur, it is important to note that BioWatch has implemented 
an overall detection resolution protocol to ensure these results do not inadvertently lead to a 
high-consequence action. Also, the BioWatch program has modified its sampling methods and 
equipment to reduce the number of these positive test results. 


5. When the BioWatch has a BioWatch Actionable Result (BAR) and that BAR is not a detection 
of the threat agent but a detection of a near-neighbor bacteria that exists naturally in the 
environment, is the adjudication of a BAR a draft or burden on federal, state and local 
authorities? 

The adjudication of a BAR does create work for the jurisdiction and for their Federal partners. If 
the adjudication of BARS is an infrequent occurrence, the process of adjudication could be a 
good exercise for all parties. If there are too many false positives, on the other hand, the 
adjudication takes too much time and people could lose faith in the sampling process. 


6. Isn’t it true that there were some problems with the APDS (autonomous pathogen detection 
system) deployment regarding environmental cross reactivities? 

a. What were some of the problems with the “previous experience with environmental 
cross reactivity and the problematic APDS (Gen 2.5] deployment? 

CDC has had no direct involvement with the APDS deployment and we have no data on its 
performance in the field. 


7. The National Academies of Science, in its 2011 report on BioWatch, wrote: “From the wider 
perspective of public health authorities responsible for determining whether a confirmed positive 
laboratory test (a BAR) represents a plausible indication of a bioterrorist attack meriting 
initiation of mass dispensing of prophylaxis, the committee concluded that all BARs to date have 
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been ‘BAR false positives,’ meaning they have signaled the potential occurrence of a terrorist 
attack when none has occurred.” Do you agree with this statement? 

CDC concurs with the language in the National Academies of Science 201 1 report on BioWatch 
that all BARS to date have been BAR false positives. CDC and DHS believe that the BioWatch 
tests provide preliminary screening results that always require additional review and testing 
before a conclusion about the occurrence of a terrorist attack can be made. 

a. And when a BAR is caused because the tests have detected near-neighbors or 
background organisms, rather than the targeted bioterrorism agent, in your 
professional judgment, is that a false-positive? 

CDC believes the detection of a near neighbor organism, rather than the targeted bioterrorism 
agent, should be considered a false positive. DHS and CDC have worked to minimize the 
occurrence of BARS due to near neighbor organisms, and BioWatch has improved its analytical 
capability to rule out non-pathogenic sub-species of bioterrorism agents. 

It is important to note that BioWatch has implemented an overall detection resolution protocol to 
ensure these results do not lead directly to a high-consequence action. 


8. If BioWatch had been in place in 2001, would BioWatch have detected the anthrax letter 
attaeks? 

BioWatch was not designed or intended to detect that type of small scale release of biological 
agents. 


9. How important is it to have a complete assay validation before deployment of Gen-3? 
a. Is there a completely validated Gen-2 assay? 

Assay validation before deployment of a Gen-3 system is critical. One must know the 
performance characteristics of the system, in order to make the correct decision about its 
deployment, to develop the appropriate concept of operations, and to interpret results. 

BioWatch current operations (a/k/a Gen-2) uses screening (initial testing) reagents from the 
Department of Defense Critical Reagents Program (CRP). Any sample that produces a screening 
positive result is subjected to a verification panel using the CDC LRN assays. As an element of 
the BioWatch Gen-3 assay characterization effort, DHS conducted validation of the CRP and 
LRN assays against the Stakeholder Panel on Agent Detection Assays. Standard Method 
Performance Requirements published in the Journal of Association of Analytical Communities 
International. The data from this validation was shared with us. 

There has been substantial progress to improve BioWatch’s analytical capability, including a 
robust quality assurance program, launched in FY 2010. This program ensures, on a daily basis 
at every facility, the technical validity of field and laboratory operations and monitors the 
performance of reagents that are used for analysis in the laboratory. 
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10. What are some of the perceived limitations of the current Gen-2 system? 
a. What would be some improvements? 

In CDC’s view, enhancements to the current Generation 2 system might include the following. 
Use of more specific nucleic acid signatures for some organisms to decrease the possibility of 
false positive results. The volume of air sampled could be increased to improve the sensitivity of 
detection. Improvement of the current filtering process with another method of particulate 
concentration could reduce collection of substances that interfere with the PCR testing. The 
frequency of PCR testing of a collected sample could be increased. 


11. With respect to the Gen-3 autonomous “robot” system, do you believe that the public health 
laboratories will have confidence to take action on one test result from a Department of Homeland 
Security robot that does not use LRN assays? 

Generation 3 is still in the acquisition phase, so it is difficult to tell how confident LRN 
laboratories, including those laboratories in the states, will be in the results from a Gen-3 system. 
To be confident in the results, the scientific community, including CDC and the LRN 
laboratories, will want the performance of the system to be adequately assessed, and they will 
want to see this performance data themselves. They will also want to see the system field tested, 
to ensure the accuracy of results. 


12. What is the difference between the Public Safety Actionable Assay (PSAA) standard and the 
Public Health Actionable Assay (PHAA) testing standard? 

a. Which testing standard would you support? 

b. Why is the testing standard important? 

Testing standards are important in order to understand how assays perform (e.g., sensitivity, 
specificity, robustness) and how this impacts the interpretation of the results. Both the PSAA 
standard and PHAA standard are sufficiently robust to support their respective intended uses. 
However, the two standards were developed for different purposes and are used in distinct ways. 

The PSAA standard is intended to apply to technologies that would be used in the field by 
individuals with first responder training to accomplish the first detection of a biological threat 
agent. Results from these technologies under this standard are intended to support “immediate” 
Public Safety Actions that include closure and evaluation of a facility or area, and 
decontamination of individuals. An additional sample of the suspect material would then be sent 
to a CDC Laboratory Response Network (LRN) laboratory for confirmatory testing. The PSAA 
standard was developed by DHS S&T in collaboration with other Federal and private sector 
partners to support the commercial/private sector development of technologies and/or assays for 
use by First Responders and the private sector for screening of suspicious materials 
(environmental samples only) for biological threat agents. 

The final verification test panel necessary for a BAR to be declared is done using CDC LRN 
assays, in affiliation with a CDC LRN Laboratory, which uses the PHAA standard. Also 
developed by DHS S&T in collaboration with other Federal partners, PHAAs are required to 
have the specificity, sensitivity, and robustness to provide critical information on agent-specific 
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detection to support public health actions and decisions such as initiating a national or local 
health alert warning, initiating a public health investigation, conducting risk assessments to 
support distribution of post exposure prophylaxis, and initiating public health risk 
communications. 

CDC, DHS, and other Federal partners will continue to review and update standards that can be 
applied to improve and enhance the specificity of biosecurity technologies. 


13. Why is it important to detect these agents as early as possible before citizens begin to develop 
symptoms? 

a. Is it true that PHAA would give public health officials more information to base 
decisions for prescribing clinical remedies (e.g., vaccinations) in the event there was an 
attack. 

Early detection allows public health to take measures to minimize further exposures, and earlier 
begin the processes of identifying persons at risk, and deploying and administering 
countermeasures. This could potentially save many lives. 

The PSAA standard, as an initial indicator, is meant to provide a good screening assay to detect 
organisms that might constitute a threat to public health. The PHAA, as a verification of the 
initial results, would give public health officials more information. Specific panels of organisms 
have been developed and are used to validate assays intended for use with clinical specimens, 
and environmental (e.g., BioWatch), food, and water samples positive results with tests that 
conform to the PHAA standard are more likely to be true positives and thus will provide better 
information to inform public health decisions, like the administration of vaccines. 


14. In the event of a BAR, what additional information will the Centers for Disease Control and 
Prevention look for before taking public health actions with the distribution and dispensing of 
medical counter-measures? 

The declaration of a BAR is just one step in a process of responding to a positive environmental 
test. The process includes subsequent steps that are used to determine if a high-consequence 
action (such as dispensing medical countermeasures) would be warranted. These steps include 
many local, states, and national partner agencies that would be involved in making decisions 
about what actions are needed and when they should be taken. 

DHS has provided guidance to BioWatch Jurisdictions on how to respond to a BAR. In the event 
of a BAR, a national conference call is convened by DHS and BioWatch representatives where 
CDC works with DHS and HHS/ASPR, the local jurisdiction, and other agencies to gather as 
much additional information as possible to determine whether the BAR represents an anomaly or 
a threat. During this call, CDC will ask the local jurisdiction to do additional testing on the 
sample that they have on hand. We may ask them to go out and perform environmental sampling 
in the area where the detector was located or other areas where the organism might be found. In 
addition, the national conference call will query intelligence agencies and law enforcement 
agencies to find out whether there is any indication that there might be a threat with this agent. 
Finally, the CDC will ask subject-matter experts in the field if there are other factors they think 
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might be causing this to be positive, and public health authorities wi!! intensely scrutinize disease 
surveillance activities for evidence of unusual disease. 


O 



